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Vulnerability and Threat at the Space-Cyber Nexus

By Eric Sterner

he ability to access and exploit space has long been woven into the fabric

of American national power. It is a critical component of global politi-
cal leadership, the economy, and military power. Unfortunately, those pillars
are increasingly at risk. The spread of space technology to new international
actors and the increasing sophistication of those capabilities have made it
possible to threaten American space systems directly. The national securi-
ty community is accustomed to analyzing these threats and vulnerabilities
and is pursuing a reasonable mix of policies and programs to address them.
(Whether those actions are sufficient is subject to debate). However, over the
last decade space and cyberspace have grown increasingly integrated. This
opens up new vulnerabilities in American space systems, and gives a greater
number of actors the potential to exploit those vulnerabilities.

Whereas an adversary might have once needed space capabilities of its own
to attack U.S. space systems, an adversary with access to cyber capabilities—
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either indigenous or obtained from third parties—may
now be capable of doing so. Addressing this problem
requires a holistic approach that treats space systems as
vital components of U.S. power, treating all attacks on
them, whether kinetic, electromagnetic, or cyber, akin
to those on its critical infrastructure.

SPACE AND THE NATIONAL INTEREST

Space systems sit at the foundation of American pow-
er in multiple areas: politics, economics, and national
security. Virtually since the dawn of the space age, the
United States saw space exploration as an opportuni-
ty to promote U.S. global leadership. In 1958, the Ei-
senhower administration’s initial take on space policy
(NSC 5814) observed:

The beginning stages of man’s conquest of space
have been focused on technology and have been
characterized by national competition. The result
has been a tendency to equate achievement in outer
space with leadership in science, military capability,
industrial technology, and with leadership in gener-
al... To be strong and bold in space technology will
enhance the prestige of the United States among the
peoples of the world and create added confidence in
U.S. scientific, technological, industrial, and military
strength.!

To that end, the Administration created the National
Aeronautics and Space Administration, NASA, specifi-
cally as a civilian agency to promote the peaceful devel-
opment and use of outer space that would appeal to the
world. Today, NASA has cooperative projects with 26
nations, which give it some ability to influence the di-
rections in which those countries take their space activ-
ities. Separately, NASA has more than 300 agreements
with over 100 countries for cooperative research in ex-
ploration, giving those nations an interest in the health
and wellbeing of American space capabilities.?

This brings us, of course, to another way in which space
contributes to American power: economic activity. The
Space Foundation estimates that the global space econ-
omy reached $330 billion worldwide in 2014, growing
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roughly 9% over the prior year.’ (The overall space
economy includes government spending). The Founda-
tion determined that some 76% of that global total was
commercial activity, although the figure would change
depending on one’s definition of “commercial” Typical-
ly, analysts approach it in the context of spending on
space goods, services, and products. These might range
from images of earth taken from space and commu-
nications time on a satellite to builders of space infra-
structure (launch pads, teleports, etc.) and companies
seeking to sell services to the government, such as re-
supply of the International Space Station. However, one
should also keep in mind that space applications are to-
day integrated into the terrestrial economy in ways that
cannot be fully accounted. For example, the satellites at
the heart of the GPS system are, essentially, very precise
orbiting clocks. It is possible to determine one’s position
by referencing the time difference between the signals
received from those clocks. But the precise time func-
tion itself has economic applications. Banks, for exam-
ple, use it to time financial transactions. Imagery taken
from space, combined with GPS signals, can be used to
improve the performance of everything from transpor-
tation networks to farming. Those kinds of applications
do not generally fall under the definition of space com-
merce, but they contribute significantly to U.S. econom-
ic growth.

To the degree “leadership” in space signifies the strength
of a nations scientific and industrial enterprises, that
strength makes its most forceful appearance in U.S. mil-
itary capabilities, for space systems also lie at the heart
of American military power. Satellites have long been
integrated in the U.S. nuclear forces. But, over the last
few decades, those systems and capabilities have filtered
down into more conventional, and even unconvention-
al, military units. Reconnaissance satellites monitor for-
eign military capabilities and operations, and now are
useful in planning specific tactical operations. During
the Cold War, Defense Support Program (DSP) satellites
watched for the telltale plume of a missile launch to pro-
vide early warning and characterization of a threat. They
are being replaced with more modern systems looking
at space in greater depth and detail. Communications
satellites were critical to the global command and con-
trol of nuclear forces deployed around the world. Today,
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tactical operators can make use of them to reach back
to the United States for information and communica-
tions support. Unmanned Aerial Vehicle (UAV) oper-
ations overseas, for instance, rely on them to connect
with their pilots physically located in the United States.
Global Positioning System (GPS) satellites are integral
into precisely maneuvering military units on a global
scale and turned the “dumb” bombs of World War II,
Korea, and Vietnam into the smart bombs of the first
Persian Gulf War and virtually every American use of
force since.

In addition to dedicated government systems, the mil-
itary increasingly makes use of civilian capabilities to
augment those available from government agencies. By
and large, these are commercial systems, generally of-
fering communications and remote sensing capabilities
to private customers, but which also sell services to gov-
ernment agencies. Prior to Operation Desert Storm in
1991, for example, U.S. military satellites provided some
80% of the total bandwidth used in theater. By 2009,
commercial satellites met roughly 96% of U.S. Central
Command’s bandwidth needs.* Today, a mix of govern-
ment and commercial space systems “underpin DoD
capabilities worldwide at every level of engagement,
from humanitarian assistance to all levels of combat...
[and remain] a cornerstone of our deterrent strategy.”

To understand this, it is useful to think about space
systems as a pre-deployed global Command, Control,
Communications, Intelligence, Surveillance, and Re-
connaissance (C3ISR) network. Military units deployed
in the field draw upon these capabilities as they are re-
quired and available. Collectively, space systems repre-
sent a huge asymmetric advantage for the United States
against less advanced adversaries. With that in mind,
the Department of Defense recognizes that it must as-
sure those capabilities can deliver service when needed.
Thus, in recent years, it has begun to pay more atten-
tion to secure space capabilities in the event of conflict,
whereas in prior years it focused most closely on devel-
oping and deploying new capabilities, often with inad-
equate regard to their survivability in a high-intensity
conflict.

VULNERABILITIES

Space systems consist of three main segments: 1) the
space elements, 2) associated ground-based tracking,
telemetry, command, and control systems, which are
the means by which one controls the satellite, and 3) the
links in between. Each of these parts is vulnerable to an
adversary’s effort to deceive, disrupt, deny, degrade, or
destroy them, as summarized below:

o Deception. Deception measures are designed to mis-
lead the adversary by manipulation, distortion, or
falsification of evidence in order to induce it to react
in a manner prejudicial to its interests.

 Disruption. Disruption results in the temporary im-
pairment (diminished value or strength) of the util-
ity of space systems, usually without physical dam-
age to the space system. These operations include
the delaying of critical, perishable operational data
to an adversary.

o Denial. Denial seeks the temporary elimination
(total removal) of the utility of an adversary’s space
systems, usually without physical damage. This ob-
jective can be accomplished by such measures as
interrupting electrical power to the space ground
nodes or computer centers where data and informa-
tion are processed and stored. For example, deny-
ing US adversaries position navigation information
could significantly inhibit their operations.

o Degradation. Permanent partial or total impairment
of the utility of space systems, usually with physi-
cal damage, is the goal of degradation. This option
includes attacking the ground, control, or space
segment of any targeted space system. All military
options, including special operations, conventional
warfare, and information warfare, are available for
use against space targets.

o Destruction. Destruction seeks the permanent elim-
ination of the utility of space systems. This option
includes attack of critical ground nodes; destruction
of uplink and downlink facilities, electrical power
stations, and telecommunications facilities; and at-
tacks against mobile space elements and on-orbit
space assets.

There is some overlap in these categories. An attempt to
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destroy a space system, for example, might only result
in its degradation. An attempt to degrade a capability
might inadvertently result in its destruction. Kinetic
weapons might be used in both cases. Similarly, elec-
tronic jamming of a spacecraft’s antennae or communi-
cations transponders (or terrestrial receipt of a signal)
might result in disruption sufficient to deny use of the
system.

Traditionally, analysts have considered the spacecraft
the most critical component of a space system. Ground
elements can be defended, duplicated, and repaired
while certain capabilities to resist interference with the
uplinks and downlinks can be built into a system. This
is not always the case; the signal of Global Positioning
Satellites, for example, can be jammed or spoofed across
a wide area on the receiving end. (Researchers demon-
strated the ability to affect ship navigation and un-
manned aerial vehicle operations by spoofing the GPS
signal in 2011 and 2013 respectively).” Once launched,
however, satellites cannot currently be physically re-
paired. They tend to be defenseless and are not easily or
quickly replaced. Thus, spacecraft constitute an Achil-
les heel for any space system. As a result, discussions of
space security have often focused on preventing and/
or defeating attacks on the space-based elements of any
Space system.

THREATS

Anti-satellite weapons can attack from space or from the
ground. As vulnerable as satellites are, building weapons
capable of attacking them is no simple task. An attacker
must first possess the capability to detect and target the
spacecraft. (Some information about orbits, particularly
of commercial spacecraft, is easily available, but it may
not be sufficient to precisely target an object in space).

Following that, the attacker must be able to reach the
target. Often, this has meant launching one’s own pay-
load into space, which restricted the number of poten-
tial threats to those possessing some space launch ca-
pability. A limited ability to precisely target a spacecraft
can be overcome by using weapons that do damage over
a wide area. These would include nuclear weapons that
spread their electromagnetic effects across vast distanc-
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es and a large number of space targets or weapons that
contain multiple small projectiles, which are essential-
ly “fired” like a shotgun into a spacecraft’s general area
or orbital path. Such weapons might be pre-launched
into an orbit from which they would attack. The So-
viet Union developed one such co-orbital antisatellite
weapon (ASAT) during the Cold War. Others might be
launched from the ground to attack their targets direct-
ly. Additionally, with improvements in laser technology
and more powerful radio transmission capabilities, it is
increasingly possible to attack a spacecraft with terres-
trially-based energy weapons. While lasers or electro-
magnetic weapons, such as high-power transmitters,
may not destroy their targets in a great cataclysmic ex-
plosion, such an affect might not be necessary to dis-
rupt, deny, degrade, or destroy a satellite. For example, a
laser attack that blinded a reconnaissance satellite’s op-
tics would effectively render it incapable of performing
its mission. Jamming transponders similarly interrupts
the spacecraft’s ability to communicate with the ground,
effectively disrupting or denying its utility.

Foreign actors generally recognize the values the United
States derives from its space systems. According to Di-
rector of National Intelligence (DNI) James R. Clapper,
“Foreign military leaders understand the unique advan-
tages that space-based systems provide to the United
States”® As a result, they are actively developing count-
er-space capabilities. According to Clapper,

We already face a global threat from electronic
warfare systems capable of jamming satellite
communications systems and global navigation
systems. We assess that this technology will
continue to proliferate to new actors and that our
more advanced adversaries will continue to develop
more sophisticated systems in the next few years.’

The examples abound. Since 2000, Iran has jammed
satellite broadcasts of the Voice of America and do-
mestic receipt of GPS signals; Indonesia has jammed
a Chinese-owned satellite; Iran and Turkey have both
jammed broadcasts of domestic dissidents; pre-2011
Libya had jammed mobile satellite communications
links; and Iran and Cuba had reportedly colluded to
jam satellite broadcasts of the Voice of America.'
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While jamming a satellite is a relatively undemanding
task technologically for a nation-state, the threat to U.S.
space systems does not end there. Separately, Clapper
notes,

Russia and China continue to pursue weapons sys-
tems capable of destroying satellites on orbit, plac-
ing U.S. satellites at greater risk in the next few
years. China has probably made progress on the an-
tisatellite missile system that it tested in July 2014.
The Russian Duma officials recommended in 2013
that Russia resume research and development of an
airborne antisatellite missile to ‘be able to intercept
absolutely everything that flies from space.’!

In fact, Russia inherited a basic co-orbital anti-satel-
lite weapon system from the Soviet Union and China
publicly tested a very-capable direct-ascent antisatellite
weapon in 2007. The most recent Department of De-
fense report on Chinese military power notes that “Chi-
na is also focusing on counter-space, offensive cyber
operations, and electronic warfare capabilities meant to
deny adversaries the advantages of modern, informa-
tionized warfare”’* In 2014, General William Shelton,
then the commander of the Air Force Space Command,
told an audience at the Atlantic Council that his chief
counter space concerns were jammers, lasers, and tac-
tical space nuclear weapons, confirming the gamut of
traditional counter-space weapons."

THE SPACE AND CYBER DOMAINS MERGE

Even as attention focuses on traditional counter-space
weapons, such as those mentioned by Clapper and
Shelton, the spread and adoption of digital informa-
tion technologies represents a new development in the
vulnerability of space systems. It has been customary
to think of space and cyberspace as separate domains,
but in recent years the national security community has
begun to talk about space and cyberspace in the same
breath. Increasingly, the two are mutually dependent
and integrated. As the Commander of Air Force Space
Command recently noted, “We have not lost sight of
the fact that our space systems are intimately integrated

into the cyber mission area. All command and control
of space-based systems, and delivery of space-based
products, are dependent on operations in cyberspace.
Space capabilities, such as position, navigation, and
timing and weather are essential to kinetic operations
and are delivered through cyberspace”* That integra-
tion, of course, exposes one domain, space, to the vul-
nerabilities of the other, cyberspace. Bad actors will be
quick to exploit the opportunity.

Josh Hartman, the former Director of the Pentagon’s
Space and Intelligence Capabilities Office, warned in
2011 that “Cyber vulnerabilities pose the No. 1 count-
er-space threat to our national capabilities” He drew
particular attention to the defense community’s pen-
chant for focusing on traditional, kinetic-style attacks
on spacecraft, noting that this focus risked taking in-
sufficient care of growing cyber vulnerabilities.”> Hart-
man’s concerns are well founded.

With the convergence of space and cyberspace, in which
a space system connects to the Internet, one might not
require sophisticated tools in order to attack a space
system. Reasonable hacking skills, knowledge of the
target, and access to the Internet might be enough. This
convergence of space and cyber systems will make it
possible for a larger number of actors to attack space
systems.

Cyber weapons help overcome that critical challenge of
reaching the target. It may no longer be necessary to
penetrate defended territory to strike ground elements
or develop advanced space surveillance and targeting
capabilities or anti-satellite weapons to disrupt, deny,
degrade or destroy space-based elements. Instead, one
might simply employ advanced computer code that
moves through the Internet, to which a number of
space systems are connected. For example, one com-
pany which does penetration testing found that a wide
range of ground, sea, and air-based satellite terminals
could be compromised with malware, enabling a hacker
to remotely access the terminal. Such attacks may not
compromise the operations of the spacecraft, but could
enable an attacker to compromise the reliability and ac-
curacy of the data moving through a space system.'®
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The aerospace sector haslong been a target of foreign cy-
ber attacks. For example, between 2003 and 2006, west-
ern cyber security experts detected a massive espionage
campaign that focused heavily, but not exclusively, on
Western defense and aerospace firms. Known as Titan
Rain, the campaign was generally attributed to China.
Information removed included design schematics for
aerospace systems, including space propulsion systems,
solar paneling, and fuel tanks for civil space missions."”
Chinese attention to the U.S. aerospace industry did not
begin with Titan Rain, nor did it end with it. According
to the National Counterintelligence Executive, in 2010
Dongfan Chung, an engineer with Rockwell and Boe-
ing, “who worked on the B-1 bomber, space shuttle, and
other projects, [was] sentenced to 15 years in prison for
economic espionage on behalf of the Chinese aviation
industry”*® Digitization of the information that Chung
stole made it possible for him to exfiltrate some 250,000
sensitive pages from his employers between 1979 and
2006. More recently, one American cyber security com-
pany, Mandiant, released a report on a single Chinese
cyber unit, which it dubbed APT 1, in 2013. According
to Mandiant, “APT 1 targeted numerous companies that
provide fixed satellite services, radar and sensor tech-
nology, avionics research and other satellite services
APT 1’s purposes certainly include espionage.

The computer security firm Crowdstrike identified
an advanced persistent threat it dubbed “Putter Pan-
da,” connected to the People’s Liberation Army’s Unit
61398, that was “conducting intelligence-gathering op-
erations targeting the Government, Defense, Research,
and Technology sectors in the United States, with spe-
cific targeting of the U.S. Defense and European satellite
and aerospace industries” According to Crowdstrike
researchers, Putter Panda was affiliated with the PLAs
primary signals intelligence collection and analysis
agency, which also supports China’s space surveillance
network.”

Discovering corporate secrets is an old practice that
many actors follow in order to improve their compet-
itive position. But the increasing government reliance
on commercial systems may also give an attacker great-
er information about foreign states and their activities,
and constitute reconnaissance against potential targets
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in a conflict. For example, intrusions into a system,
ostensibly for espionage purposes, also leave open the
possibility that damage to the target in some other way
that may not be readily apparent. Leaving aside possi-
bilities that such damage might reveal itself at an inop-
portune time, a successful penetration cannot help but
undermine confidence in the system. Consequently, an
undetected attack may do real damage, but a defeated
cyberattack—one whose immediate consequences have
been addressed—may nonetheless lead a defender to
lose trust in a necessary space system.

Indeed, there is ample evidence that hackers are not just
interested in information about, or that which pass-
es through, a space system. They are also interested in
compromising space systems themselves. In one in-
stance, cyber security firm Kaspersky determined that
a non-state hacker group known as “Turla” had turned
its attention from siphoning information out of its es-
pionage targets to hijacking satellite links among com-
mand-and-control servers relying on Linux software.*
Thus, Turla could “cover its tracks” by corrupting feeds
to those command-and-control servers—essentially a
deception attack. While space systems were not Turla’s
primary targets, the episode demonstrates how vulner-
abilities in a space system make it possible for a cyber
actor to exploit a space system through cyberspace for
a different purpose. Thus, deceiving a space system was
the means to a different end, but required compromise
of the space system itself.

The Chinese have made it clear that they believe it both

possible and desirable to attack space systems via com-

puter. The future promises to make cyber counter-space
attacks a part of conflict. The U.S.-China Economic and

Security Review Commission, which reviews Chinese

security and trade practices as they relate to the United

States, concluded Chinese hackers were likely responsi-

ble for several cyber attacks on U.S. government space

systems:

o InOctober 2007 and July 2008, cyber actors attacked
the Landsat-7, a remote sensing satellite operated by
the U.S. Geological Survey, resulting in 12 or more
minutes of interference on each occasion. The at-
tackers did not achieve the ability to command the
satellite.
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o InJune and October 2008, cyber actors attacked
the Terra Earth Observation System satellite, a
remote sensing satellite operated by NASA, re-
sulting in two or more minutes of interference
on the first occasion and nine or more minutes
of interference on the second occasion. In both
cases, the responsible parties achieved all steps
required to command the satellite but did not
issue commands.

o In September 2014, cyber actors hacked into
the National Oceanographic and Atmospheric
Administration’s (NOAA) satellite information
and weather service systems, which are used by
the U.S. military and a host of U.S. government
agencies. NOAA stopped the transmission of
satellite images to the National Weather Service
for two days while it responded to the intrusion
and “sealed off data vital to disaster planning,
aviation, shipping, and scores of other crucial
uses,” according to a U.S. media report citing a
discussion with NOAA. The U.S. government
has not publicly attributed the attack to any
country or actors. However, then-Congressman
Frank Wolf stated, “NOAA told me it was a hack

and it was China.?

Other organizations have identified Chinese attack-
ers in a series of operations aimed at NASA and the
aerospace industry. The NASA Inspector General,
for example, testified in 2012 that in the 2010-2011
timeframe, there were 5,408 computer security inci-
dents at the agency that resulted in the installation
of malicious software and unauthorized access to its
systems. Those intrusions disrupted mission opera-
tions and were conducted by entities ranging from
individuals testing their skills, to criminal enterpris-
es, to likely foreign intelligence services.”

These purported attacks show a clear evolution in
the nature of counter-space activity occurring today.
Assuming they are attacks by the Chinese govern-
ment and/or its agents, they demonstrate how at-
tackers have moved from developing kinetic-style
and electromagnetic weapons to cyber weapons.

IMPLICATIONS

As counter-space weapons, cyber weapons have several
advantages and disadvantages compared to kinetic or elec-
tromagnetic weapons. Only a handful of states can afford
to develop some counter-space capabilities, such as co-or-
bital or direct-ascent ASATs. A somewhat larger number
has access to electromagnetic weapons, such as jammers.
But an immense number of actors may have access to cy-
ber weapons; they may only require certain coding skills
and access to the Internet.

It also can be more difficult to attribute cyber attacks to
a specific attacker, particularly given the large number
of potential attackers. American satellites continually
scan the surface of the earth for signs of missile or rocket
launch, while other systems scan earth orbit to track and
monitor objects in space. Electromagnetic attacks on a sat-
ellite can also usually be attributed to a particular source;
they require a satellite dish capable of radiating a sufficient
amount of energy to affect the target. Such sources of ra-
diation can generally be detected. Thus, we may be able to
deter such attacks by possessing the capability to retaliate
and credibly threatening to do so. (The problem is more
challenging for the United States when potential adversar-
ies seek to jam communication links, especially low-pow-
er links like the GPS signal, across a wide area.)

Knowing an adversary’s identity and the general nature
of an attack may also make it easier to defend against, or
minimize the effects of, an attack. For example, satellites
can be maneuvered away from potential threats in many
cases. ASAT weapons may, ideally, be engaged themselves
on their route to a target. Missile defenses, for example,
may be able to shoot down space launch vehicles that ap-
pear to be placing weapons in orbit, at least in wartime.
Electromagnetic weapons can be struck at their source.
In any event, deterrence and defense require attribution,
which is one reason the Department of Defense places
such a high premium on improving its space surveillance
and situational awareness capabilities for space systems.

Cyber attacks present a different problem for the defend-
er; the challenges of attributing them to a specific attacker
in particular are very high. Bits, the zeroes and ones that
constitute digital data, have no nationality, unlike rockets
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and spacecraft. Even if forensic investigation—which
often occurs after-the-fact, when it is too late to count-
er an attack—identifies the source of an attack, such as
a particular address on the Internet, it cannot readily
identify the nature of the attacker. Are the people that
are writing the computer code and employing it hack-
ers? Are they criminals? Or spies? Military units? Or are
they rogue actors in a state’s security apparatus? In all
likelihood, cyber attacks on space systems will involve
considerable ambiguity about the attacker and his in-
tentions. That ambiguity, in turn, may make it more dif-
ficult for a defender to decide how to respond.

This may give cyber weapons greater appeal than their
traditional counterparts in some circumstances, and
give a potential attacker a greater number of attack op-
tions. A state might choose to use them in the hope or
expectation that it can escape attribution entirely, or at
least in the belief that the defender’s confidence in at-
tribution is so weak as to preclude it from retaliating.
Ambiguity about the attacker and/or the nature and
purpose of an attack may also enable an attacker to mis-
direct or confuse a defender while still degrading capa-
bilities. Conversely, ambiguity may not serve an attack-
er’s interests if it seeks to send clear signals. Certainly,
cyber weapons provide more options to an attacker
and appear to create new avenues of conflict short of
crossing an imaginary kinetic redline. This may have a
destabilizing affect by leading states to believe they can
launch disproportionately effective attacks on space sys-
tems with less fear of escalating to a full-blown conflict.

Cyber weapons are often employed stealthily. A de-
fender may not even be aware that it is under cyber at-
tack until the attacker triggers an anomaly. This makes
it extraordinarily difficult to characterize an attack or
defend against one that is already underway in a time-
frame useful to a defender.

Nevertheless, cyber weapons also have certain disad-
vantages. For a given cyber weapon to work, it must ex-
ploit a specific vulnerability in a particular piece of soft-
ware. Contemporary space systems do not use identical
software. Therefore, vulnerabilities to a particular cyber
weapon will not be uniform across all space systems.
(This may change as space systems trend away from

8 | WWWAFPC.ORG

custom software design and towards common software
systems or use outdated commercial-oft-the-shelf soft-
ware in order to save money.) Moreover, the vulnera-
bilities in a space system’s software can often be elimi-
nated almost as quickly as they are discovered through
periodic software updates. Thus, a cyber weapon is of-
ten referred to as “perishable,” while the target may be
constantly changing. One cannot assemble an arsenal
and expect it to be available at will in the future. As a
result, the interaction of offense and defense is nearly
constant as attackers seek to ensure their weapons re-
tain some capability and must continually conduct cy-
ber reconnaissance of their targets in order to develop
new weapons. This is not the case for more traditional
counter-space weapons.

Finally, if a cyber attack does no physical damage, it
may be possible to “repair” the damage it causes by re-
storing backed up copies of affected software, develop-
ing “work-arounds” for corrupted code, or even devel-
oping and installing entirely new software. Thus, while
the convergence of space and cyberspace opens up new
vulnerabilities in U.S. space systems and increases the
number of potential attackers by putting counter-space
capabilities in wider hands, the cyber threat is not nec-
essarily the ultimate counter-space weapon that some
might fear. Nevertheless, this does not make it any less
urgent to address the problem, because the number of
potential threats is going to continue to grow at an ac-
celerating rate.

PoLicy AT THE SPACE-CYBERSPACE NEXUS

This cursory examination of space and cyberspace high-
lights several challenges in U.S. national security. First,
the United States depends on space as a critical element
in its soft power, economic power, and military power.
Second, because space systems are so widely integrat-
ed into all three areas, they represent an Achilles heel
that potential adversaries might seek to attack for dis-
proportionate gain. Third, established adversaries are
aware of this and have actively developed counter-space
capabilities for years. Some have even employed them
to disrupt space systems. Fourth, the space and cyber-
space domains are merging, creating new vulnerabili-
ties in space systems. Worse, because cyber weapons are
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more accessible to a wider number of actors, the merg-
er of these two domains will also increase the number
of counter-space threats with which the United States
must contend. These actors are already shifting from
espionage against space-related organizations to in-
terference with space systems themselves. Fifth, cyber
weapons in a counter-space role have both advantages
and disadvantages compared to their more traditional
kinetic or electromagnetic cousins.

The question, of course, is what to do about this new
vulnerability. The place to start is, of course, to improve
cyber security in space systems. Some in the space com-
munity are beginning to acknowledge this need. In 2015,
for example, the World Teleport Association issued a re-
port concluding that many in the satellite industry were
ill-prepared to deal with cyber attacks.® WTA’ report
highlights increased attention in industry to the prob-
lem. Some government space system modernization
programs also include additional cyber defense tools.
The next generation GPS Operational Control System
(OCS), for example, is designed to include some ca-
pability to identify and isolate cyber intrusions.”® Yet
the government remains largely focused on traditional
counter-space threats, as described by General Shelton
in 2014 and DNI Clapper in 2016.

That problem, it should be noted, is not unique in the
United States. One analyst writing shortly after the
NOAA attacks found a similar lack of urgency about the
cyber vulnerabilities in British space systems.*

In truth, focusing too narrowly on improving cyber
security in space systems would prove inadequate. Be-
cause those systems depend on cyberspace at large, they
will always be vulnerable to weaknesses in cyberspace.
Simply put, they are unlikely to be fully segregated from
that domain, if only because the commercial provid-
ers upon which the government relies cannot afford
to forego the connection. A more holistic approach is
needed. The Defense Department’s 2015 Cyber Strate-
gy offers some insight into how this might be done. It
acknowledges that a perfect defense is unlikely and an-
nounces an intention “to identify, prioritize, and defend
its most vital networks and data so that it can carry out

its missions effectively.’”” Because they are critical in so
many areas, commercial and government space systems
should be high on the list of priorities. In the process
of setting its priorities, the Defense Department should
consider the non-defense importance of space to Amer-
ican power overall. This may put the Department in the
awkward position of more closely committing to de-
fend civilian networks, but the strategy acknowledges a
need to work with the private sector.?® There is no other
choice given the integration of the space and cyber do-
mains.

As mentioned earlier, the Department of Defense rec-
ognizes the inevitability of attack on the space systems
on which it depends. It therefore is seeking to develop a
space architecture that is more robust and can continue
to operate in a degraded environment.” Several con-
cepts present themselves in this regard: disaggregation,
hosted payloads, on-board satellite protection, defen-
sive operations, and leveraging commercial capabilities.
To these, the Air Force should add the ability to restore
and reconstitute software operating systems and other
basic concepts from the realm of cyberspace. This will
be critical, as commercial systems tend to be less secure
than government space systems. Making greater use of
the former will require increased attention to securing
information that flows across the space and cyber do-
mains. It likewise will be critical to ensure these kinds
of capabilities are included in non-military systems,
perhaps by subsidizing their affordable development in
the private sector and requiring them in government
contracts.

When it comes to the security of space systems them-
selves, a holistic policy approach would treat them less
as specific platforms and networks to be defended, and
more as part of the country’s critical infrastructure.
They cannot be defended simply as tactical targets, but
must be considered strategic assets. This means elevat-
ing their political importance, such that an attack on
them—by any means—would be viewed the same as an
attack on critical infrastructure or the nation’s strategic
nuclear forces. Because they provide an asymmetric
advantage and represent an asymmetric vulnerability,
space systems should be viewed as disproportionately
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important assets.

For years, U.S. national space policies have declared that
the United States considers the “sustainability, stabili-
ty, and free access to, and use of, space vital to its na-
tional interests,” or words to that effect.® Yet history
raises questions about the sincerity of those statements.
The United States has taken little action to impose any
meaningful costs on state actors that interfere with its
space systems, suggesting that the United States may
not view those systems as such a vital national interest
after all.

At his confirmation hearings to become Chairman of
the Joint Chiefs of Staff, General James Dunford ac-
knowledged that the protection of space assets and
space situational awareness did not have the appropri-
ate level of national security priority and needed more
attention.”® The merger of the space and cyber domains
only exacerbates the need, not just to pay closer atten-
tion to the space mission, but to demonstrate the seri-
ousness with which the United States views attacks on
its space infrastructure, regardless of the means used.

An Assessment of Russian and Chi-
nese Offensive Cyber Operations on
U.S. Space Assets

By Jennifer McArdle

“Control of space means control of the world.” — Sena-
tor Lyndon B. Johnson, 1958.

At the height of the Cold War, when the United States
and the Soviet Union lived under the shadow of mutu-
ally assured destruction, space emerged as a key com-
petitive arena.' Indeed, attacks on space systems were
perceived as potentially highly escalatory—running the
risk of crossing the threshold from a limited conflict to
a war between nuclear armed super powers. In large
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part due to the mutual fragility of U.S. and Soviet Union
space-based architectures, there was reticence in some
quarters to overly militarize space for fear of injecting
a greater degree of instability into the already-fraught
global environment.?

However, since the collapse of the Soviet Union, a para-
digmatic shift has taken place in space. Space assets are
no longer considered “unfair game” for fear of escala-
tion. As the former head of U.S. Air Force Space Com-
mand, General William Shelton, has stated, space had
“been kind of [a] peaceful sanctuary. It is not anymore.™
Offensive cyber capabilities have allowed conflict to
penetrate the exoatmosphere—linking space-based and
cyber-assets—without raising the specter of immediate
escalation to nuclear war. Meanwhile, cyberspace has
blurred the lines between traditional conflict and peace,
and states are finding themselves in a state of protracted,
low-level conflict in the cyber, and increasingly space,
domains.” The result is a host of new dangers to U.S.
space-based and space-enabling assets.

THE ACHILLES’ HEEL OF U.S. MILITARY AND
EcoNoMmIC SPACE DEPENDENCY

The 1991 Persian Gulf War—designated by some as the
“first space war”—marked the beginning of the near re-
al-time integration of orbital systems into U.S. military
operations.” Ever since, U.S. weapons platforms have
become increasingly dependent on space for their oper-
ational effectiveness: precision guided munitions, com-
bat platforms, and missile defense systems, all rely on
satellites for targeting and tracking information. Space
enables vital intelligence, surveillance, and reconnais-
sance (ISR) capabilities, providing information that
subsequently informs U.S. military force posture and
planning.® Space assets also provide the bedrock of mil-
itary connectivity, allowing the U.S. military seamless
global communications, regardless of fiber-optic net-
work connectivity and thus reducing the forward de-
ployed footprint of critical information resources.’

Yet it is not just the military that has developed a depen-
dency on space-based and space-enabled assets. Space—
and its interlinkages to cyberspace—has emerged as
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a key enabler for U.S. economic growth. Information
communications technology (ICT) is estimated to ac-
count for between 9.3% and 19% of U.S. economic gross
output growth.® Moreover, it is estimated that for every
dollar invested in broadband (fixed and wireless), the
U.S. economy can expect to see a tenfold return.” While
these numbers are not exclusive to space-based assets,
space—in particular satellites—does play a key role in
ICT driven productivity. Indeed, terrestrial network
infrastructure is subject to physical limitations, and in
some cases cannot meet the requirements of various
network activities. Satellites help fill gaps in connectiv-
ity and increase network efficiency.’® At present, about
1,300 active satellites orbit the globe providing world-
wide communications and Internet access, navigation,
weather forecasting, planetary surveillance, emergency
and industrial services, among any number of other
activities. Satellites have become a crucial component
of economic growth, and investment in the satellite
market has rapidly increased. Over the past decade, the
global satellite industry’s growth has thus increased by
about 230%, placing the market value in 2014 at $203
billion. The U.S. market share of the industry is estimat-
ed at 43%, or $87.2 billion."

But U.S. dependence on space assets has engendered
immense vulnerability. Indeed, space has emerged as a
proverbial Achilles’ Heel for U.S. economic and national
security. The sudden loss of space assets in times of war
could prove devastating. As Lt. General Yvan Blondin
(retd.), former Commander of the Royal Canadian Air
Force (RCAF), mentioned to this author in reference to
future air campaigns,

the loss of satellites would, in the short term, be
completely paralyzing to any coalition air war effort,
and severely hamper any long term effort to operate
effectively in a forward deployment mode.*?

If that is not sufficient cause for alarm, others have not-
ed that the loss of satellites would entirely disrupt our
“current mode of technological existence” in the short-
medium- and long-term; entirely wiping various users
(particularly those in remote locations) off-line, over-
saturating terrestrial connections, disconnecting cell-
phone connections, and decimating our geo-location

and weather forecasting abilities, among other activi-
ties. In essence, as futurist Peter Singer has described, it
»13

would boot us back to a “pre-digital age:
CYBER VECTORS OF ATTACK ON SPACE SYSTEMS

Cyberspace and space share a common architecture
through mutual networks, systems, and infrastructure.
For that reason, space systems are not simply vulner-
able to cyber attacks in space; every connecting node
is a vector for a potential cyber attack. Cyber attacks
can target satellites, ground stations, terminals, and
end-users. A successful cyber attack in any one vector
could be used to launch additional cyber attacks else-
where. Moreover, given the sheer scale of organizations
involved in space programs—universities, contractors,
governments agencies, and commercial industry—se-
curing all potential avenues for an offensive space cyber
attack is no easy task. As U.S. Air Force Lt. General Bri-
an Arnold (retd.) noted several years ago,

If you look at things like command and control, [or]
on-orbit stationing of assets, you then have to look
at the up-link, the down-link, and the ground con-
trol station, and then the various nodes that extend
out from that... each one requires in-depth cyber
protection.™

For this reason, cyber security experts have advocated
for a systems level, whole of architecture approach to
space cyber security.

Cyber attacks to space systems can take many forms.
Malicious actors could use jamming devices to over-
power satellite signals, degrading communications or
rendering them obsolete for a short period of time.
Likewise, perpetrators could also subsequently “spoof™
satellites into tracking counterfeit GPS signals, causing
the satellite to lose its ability to provide accurate geo-lo-
cation data. Software, hardware, or firmware destined
for space systems can be nefariously modified during
the design, development, or fabrication phase, later op-
erating as hidden “back doors” in space systems for es-
pionage or sabotage.'® Counterfeit microelectronics or
metals in the global supply chain can find their way into
space systems, dramatically decreasing the projected
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lifespan of a satellite. Likewise, system upgrades, insider
threats, insecure protocols, undocumented protocols,
unencrypted data links, and weak password resets all
also provide opportunities for subsequent cyber attacks.

Cyber attacks on space-based or space-enabled systems
can be exploited for the purposes of espionage, sabo-
tage, or deception. For example, an adversary could
gain access to a space system for the purposes of moni-
toring communication flows or gaining valuable intelli-
gence on sensitive tactical or operational details, such as
the capabilities of highly classified weapons platforms
or future operational battle plans. More sophisticated
attacks could render a satellite defunct or intentionally
corrupt the data as its flows through a communication
system. The effects of these attacks on U.S. commercial
or military satellites could range from local disruptions
(for example, the loss of connectivity to a single com-
munication terminal) to much broader and long-lasting
losses of communications and connectivity."”

Recent history is replete with examples of reported cy-
ber incidents on space assets. In November 2014, a U.S.
weather satellite suffered an electronic attack, which
resulted in unscheduled maintenance of U.S. Nation-
al Oceanic and Atmosphere Administration (NOAA)
data feed for weather forecasts.'® In 2011, IntelsatONE,
the terrestrial network that connects users to Intelsat’s
geosynchronous satellites, suffered upwards of 300,000
distributed denial-of-service (DDoS) attacks. In 2007
and 2008, at least four instances of cyber attacks against
U.S. government satellites occurred. The more success-
ful of these was against a National Aeronautics and
Space Agency (NASA) Terra EOS satellite, and resulted
in the perpetrator achieving all required steps to take
command of the satellite.”” In 2009, it was discovered
that Iraqi and Afghani insurgents were intercepting live
video feeds from U.S. Predator unmanned surveillance
aircraft, providing them with the opportunity to evade
U.S. targeting or gain useful insight into U.S. military
operations. Given that the video feeds were transmit-
ted without encryption, insurgents were able to use
$26 commercial-off-the-shelf software to intercept the
data.®

Yet despite the successful cyber attacks on Terra and

other space systems, Bob Vargo, Assistant Director in
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the Engineering and Space Directorate of NASA’ Jet
Propulsion Laboratory, has noted that the space com-
munity remains in “blissful ignorance” of cyber secu-
rity for space systems.*! Cyber security for space assets,
particularly commercial space assets, remains woefully
under addressed.

U.S. R1vALS AND THE CYBER THREAT TO U.S. SPACE
SYSTEMS

While the peaceful use, and non-weaponization, of out-
er space has been presented as U.S. policy, U.S. military
space systems are perceived by other nations as one of
the core technological underpinnings of American pri-
macy. It is only natural that space is increasingly viewed
as a domain open to military contestation. As Todd
Harrison has noted,

arguing that military space systems are not weapons
is like arguing that the M-16 rifle is not a weapon
but merely an enabling capability for the ammuni-
tion. Such arguments obscure the military utility of
space and the attractive set of targets it presents for
potential adversaries.?

Americas dependence on space-based systems for its
economic stability and global military power projec-
tion means that counterspace activities will likely figure
prominently in the military strategies and operation-
al concepts of U.S. adversaries. Not only could attacks
on U.S. space-based capabilities cripple the lethality of
U.S. military forces, but attacks on commercial satellites
could also raise the economic costs of conflict, with po-
tentially debilitating effects on the morale of the U.S.
populace.

From Ukraine to the South China Sea, Moscow and Bei-
jing have been attempting to resurrect age-old spheres
of influence, and challenging the existing global order.
Both states have become increasingly revisionist and as-
sertive towards their neighbors. They have manifested
a predilection for “gray zone” approaches—testing U.S.
security commitments and platforms through “salami
slicing” or probing tactics that do not in and of them-
selves amount to a casus belli, but nevertheless threaten
to create faits accomplis.”? Cyber reconnaissance and
attack operations form key aspects of these revisionist
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approaches to great power competition. And by virtue
of technological connectivity, this competition is now
taking place above and over the earth. In short, U.S.
spatial architecture is not immune from “gray zone” en-
croachments.

While the goal of such “gray zone” tactics is to recast
geopolitical power dynamics in a gradualist fashion,
creeping coercion can occasionally prove dangerous-
ly escalatory. Both powers may seek to avoid high-end
great power conflict, but—like all states—nevertheless
find themselves compelled to prepare for a convention-
al conflict. It is with this eventuality in mind that both
states have actively sought to attain greater space parity
with the U.S. Indeed, both Russia and China have ambi-
tious space and counterspace programs of their own.*
As each country positions more assets in space for com-
munications, reconnaissance, surveillance, or geo-loca-
tion, their economies and militaries will also become
increasingly dependent and at risk. Therefore, while
Moscow and Beijing have tested and experimented with
the use of certain counterspace capabilities, such as ki-
netic anti-satellite weapon systems (ASATs), their ap-
peal could hypothetically decrease. In the near- to mid-
future, a form of mutual space vulnerability may well
emerge that could change the strategic calculus of both
states: the use of a kinetic ASAT risks the potential of
collision cascading, setting off a torrent of orbital debris
that could cause equal, if not greater, damage to Chinese
or Russian space constellations.

Cyber attacks on space assets, then, may hold greater
appeal for two distinct reasons: not only do they allow
challengers to engage in espionage, reconnaissance, sab-
otage, or deception against the U.S. during peacetime
without risking potential vertical or horizontal escala-
tion,” but it also allows them to preserve the physical
integrity of the space domain—a domain that is becom-
ing increasingly important for their own economic and
military advantage.

CYBER COUNTERSPACE OPERATIONS: THE VIEW
FROM Moscow

In recent testimony before the Strategic Forces Sub-
committee of the House Armed Services Committee,

Lieutenant General David Buck, commander of the
Joint Functional Component for Space in U.S. Strategic
Command, noted that

Russia views U.S. dependency on space as an ex-
ploitable vulnerability and they are taking deliber-
ate actions to strengthen their counterspace capa-
bilities.*

While Russian officials have highlighted the country’s
accomplishments in ASAT technology,” little has been
said of its ability to use cyber as a means of attacking
space assets—both ground-based and orbital. In order
to accurately gauge the mechanisms by which Moscow
could employ cyber attacks on U.S. space assets, it is
necessary to examine Russia’s integration of cyber into
their national security architecture from a doctrinal
and operational perspective.

An Assessment of Russia’s Cyber Doctrine

From a doctrinal level, the Kremlin does not limit the
use of cyber attacks to traditional “wartime” hostilities.
Russias use of the cyber domain allows it to actively
shape its geopolitical environment, particularly in its
near abroad, during times of relative “peace.” Indeed, as
one Russian officer has noted,

there is no need to declare war against one’s enemies
and to actually unleash... military operations using
traditional means of armed struggle. This makes
plans for “hidden war” considerably more workable
and erodes the boundaries of organized violence,
which is becoming more acceptable.”

As part of the Kremlins ongoing “hidden war,” Rus-
sians have displayed a penchant for a concept known
as “reflexive control”—a process by which Russia seeks
to manipulate and deceive an adversary into reaching
an independent decision unfavorable to itself, but ad-
vantageous to Moscow. Reflexive control consists of
two layers. The first embodies the “eyes, nose, and ears”
(or sensors, satellites, and radars)—the technology that
allows a state to gather data and information. The sec-
ond layer, for its part, includes what Timothy Thomas
calls the “brain software”: the human processing pow-
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er upon which state-level and public decision making
takes place.? Manipulation of the first layer can often
cause erroneous or problematic decisionmaking at the
second layer, much as Yugoslav tactical deception of
NATO forces demonstrated in the Balkans in 1999. It
is entirely plausible that Moscow could employ such
“reflexive control” techniques against U.S. commercial
and governmental space assets, altering data and infor-
mation in order to mislead U.S. political and military
decision-makers and the public.

Yet, peacetime cyber operations extend beyond decep-
tion and “reflexive control” techniques. Russian analyst
V.I. Tsymbal has noted that the goal of cyber operations
in times of relative peace is to conduct adversary espi-
onage and reconnaissance while covertly testing one’s
own cyber weapons.” It is likely that Moscow uses
peacetime cyber operations to conduct reconnaissance
of US. space assets, probing for cyber vulnerabilities
across all potential attack vectors from ground control
stations, to satellites, and end users. As part of this re-
connaissance, Russia could also be covertly planting
“combat viruses and other information-related weap-
ons” that could be activated just prior to hostilities in
order to gain space and information dominance, while
damaging and/or crippling U.S. space-enabled recon-
naissance strike complexes.”’ Both the 2010 and 2014
versions of Russia’s Military Doctrine point to thinking
along such lines.

Indeed, Moscow’s 2010 Military Doctrine notes the im-
portance of information warfare during the initial phases
of conflict to weaken the command and control ability
of the opponent.” The 2014 edition thereafter highlights
Russias development of cyber warfare capabilities for
both offensive and defensive purposes.”* Moreover, ac-
cording to the Russian media, the country’s leadership
plans to release a new Information Security Doctrine in
2016, which allegedly will propose to develop a specific
force structure optimized for information warfare.** It
is unfortunately conceivable that U.S. space assets, es-
pecially less shielded commercial systems, have already
fallen prey to malicious Russian cyber activity and are
rigged with “hidden backdoors” for future sabotage or
espionage. As the Kremlin looks to bolster its offensive
cyber forces, such insidious threats will continue to rise.
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Operationalizing Cyber: What Can We Learn from
Russia’s Past Cyber Attacks?

While no evidence yet exists in the open domain of a
Russian government sanctioned cyber attack on space
assets, Moscow has consistently demonstrated its will-
ingness to to use cyber attacks for political ends. Pri-
or use of cyber attacks by the Kremlin, or its nebulous
cloud of proxies, may be indicative of the mechanisms
by which Russia may attack U.S. space assets in the fu-
ture.

The 2007 and 2008 cyber attacks on Estonia and Geor-
gia, were perpetrated by nationalist netizens utilizing
botnets and DDoS attacks. The attacks were meant to
coerce country-level decision makers into action favor-
able to Moscow, cause havoc, or act as force multipli-
ers in conflict. While the attacks have not been direct-
ly attributed to the Kremlin, in the case of Georgia, an
open-source intellectual initiative called Project Grey
Goose was able to point to its potential culpability. Proj-
ect Grey Goose was thus able to trace the origination of
the attacks to two Russian hacker forums: stopgeorgia.
ru and xakep.ru.*® The stopgeorgia.ru website’s Inter-
net Protocol (IP) address was linked to a hosting firm
called Steadyhost, whose offices are believed to be lo-
cated in the same building as the Russian Ministry of
Defense Institute and the Russian Center for Research
of Military Strength of Foreign Countries.”® In both
cases, independent analysis confirmed that the attacks
were carried out by well organized bodies of individ-
uals with access to key features of command and con-
trol—attributes that often require financial and intellec-
tual resources. Estonia and Georgia set the precedent
for cyber proxy warfare. It provided the Kremlin with
a degree of plausible deniability, while engaging in ag-
gression against neighboring nations. It is likely that if
“hidden cyberwarfare” is ongoing against U.S. space-
based or space-enabled assets, it is being carried out by
patriotic hackers or criminal groups—agents acting on
behalf of the Kremlin without the onus of government
accountability.

In Ukraine, the Kremlin has actively engaged in a
campaign of social engineering, electronic jamming,
and reconnaissance for cyber espionage and sabotage.
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Moscow combined the use of cyber and information
operations with “little green men” in order to annex
Crimea. This combination of tactics allowed the Krem-
lin to manipulate ambiguity, and uncertainty in order
to more rapidly create a fait accompli on the ground. Of
particular note is Russia’s use of cyber reconnaissance
for espionage and sabotage. Ukraine private sector re-
ports have highlighted the presence of Russia-based
advanced persistent threat (APT) cyber espionage tools
in Ukraine and North America Treaty Organization
(NATO) member states.”” Furthermore, cybersecuri-
ty company Kaspersky has noted that a Russian group
of hackers, most likely Turla APT, has been hijacking
satellites to mask its command and control operations.
While not exclusively focused on Ukraine, the group
has been abusing satellite-based Internet connections
to siphon off sensitive data from government, military,
and academic institutions.® It is plausible that these
groups are feeding intelligence back to the Kremlin.
Moreover, Sandworm Team, a known group of Russian
government supported hackers, have reportedly target-
ed supervisory control and data acquisition (SCADA)
equipment, which is used in critical infrastructure set-
tings, with the BlackEnergy toolkit.” The victims of the
intrusive reconnaissance were production systems, and
there would appear to be no immediate, tangible, espi-
onage benefit to targeting the equipment. The attack-
ers were probably scouting for potential weaknesses to
exploit in the future.*® The effects of this type of cyber
reconnaissance brutally came to light in January 2016,
when a series of coordinated cyber attacks devastat-
ed a Ukrainian power grid, causing 225,000 people in
Ukraine to be plunged into darkness.*!

Similar tactics are likely used by the Kremlin, or Rus-
sian backed hacker groups, to identify weaknesses in
U.S. space assets—both ground and orbital—for espio-
nage or sabotage.

CYBER WARFARE IN SPACE WITH CHINESE
CHARACTERISTICS

As far back as 2000, Chinese military analyst Wang
Huacheng described the U.S. reliance on ICT and space
as its “soft ribs” and a source of “strategic weakness*

Under that premise, Beijing has been actively working

to develop space and counterspace technologies “to
achieve control of low earth orbit in order to defeat the
United States on earth”” While China is developing
“hard-kill” and “soft-kill” counterspace capabilities, re-
cent Chinese military writings have highlighted a pref-
erence for “soft-kill” attacks as they provide greater de-
niability and potentially fewer diplomatic consequences
than “hard-kill” attacks, which may generate orbital de-
bris.* Given Beijing’s well-known penchant for aggres-
sive cyber espionage, it is likely that China will employ
cyber as a means to attack U.S. space assets.*” In order
to assess the means by which China—and the People’s
Liberation Army (PLA)—may employ cyber attacks on
U.S. space assets, it is necessary to examine China’s in-
tegration of cyber into its national security apparatus
from both a doctrinal and operational perspective.

The Impact of Chinas Cyber ‘Doctrine’ on U.S. Space
Assets

China has never officially endorsed a cyber war doc-
trine. However, it has released official documents that
provide some degree of guidance on its conceptualiza-
tion of the use of cyber attacks for defense policy. In
addition to their longstanding concept of waging local
wars under informatized condition, China’s latest De-
fense White Paper notes that, “Outer space and cyber
space have become new commanding heights in strate-
gic competition among all parties.”* Moreover, one can
begin to glean Chinese operational thinking on the use
of cyber weapons through various authoritative publi-
cations by PLA members.

In 1999, Liberation Army (PLA) colonels Qiao Ling
and Wang Xiangsui published a seminal work entitled
Unrestricted Warfare which argued that modern war-
fare transcends the “material” of the military domain
and includes information, economic and psychological
operations.”” Moreover, unrestricted warfare was not
simply a strategy to be operationalized at the onset of
active hostilities; it could also be used in peacetime as a
subcomponent of a strategy for long-term competition
with the United States and other Western countries.*
PLA Major General Peng Honggqi encouraged the use
of “active offense” in peacetime, to provide the weak-
er power (i.e., China) the ability to deprive a stronger
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adversary of the use of information, to include space
systems, networked systems, and logistics systems. As
part of an “active offense” strategy, Peng believes that
the inferior power should conduct information recon-
naissance for espionage or sabotage and prepare for
confrontation.” In line with this thinking, China could
be engaging in offensive reconnaissance of U.S. space
assets—both terrestrial and orbital. As part of this pro-
cess, Chinese hackers could be scouring networks for
vulnerabilities, siphoning offt data, implanting malware
or corrupting software to disable space systems at a later
time that may be advantageous to Beijing. The attacks
in 2007 and 2008, largely attributed to the Chinese, on
the Terra EOS earth observation system satellite and the
Landsat-7 satellite may be early indicators of this sort of
future disruptive attacks.*

If such reconnaissance is ongoing, it is likely being
done surreptitiously, through hackers or other means.
As Peng notes, this would enhance the PLA’ plausible
deniability if accused of being part of an attack.” The
2013 Science of Military Strategy, an authoritative PLA
publication from the Academy of Military Sciences,
highlights the need for a ‘whole of nation” approach to
conducting cyber war, that includes “external entities”
outside the public sector “that can be organized and
mobilized for network operations”—an allusion to pri-
vate sector and patriotic hackers.”® Previously, the PLA
had developed a competition for hackers, the Network
Crack Program Hacker group initiative (NCPH), and
the winner would receive a monthly stipend from the
military®® A U.S. branch of VeriSign has accused the
NCPH of implanting Trojans on U.S. government agen-
cy networks and stealing thousands of unclassified U.S.
documents.” The use of patriotic hackers may be the
Chinese “People’s war” of the digital age.

Moreover, the PLA has also examined the means by
which deception could be employed on the “digital bat-
tlefield” It should be expected that PLA units are pre-
pared to tamper with the order, geo-location, time, flow,
and content of information in order to sow confusion.”
As Lieutenant Colonel Liu Aimin, a staff officer in the
General Staff department of the PLA, has stated in ref-
erence to the insertion of synthetic information into an
enemy’s command and control system, the goal is to
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cause the enemy to conflate fiction and reality, prop-
agating chaos in enemy decision-making.* It is likely
that Chinese strategists may advocate for the insertion
or deletion of information in space assets, helping to
fuel the fog of war and generating questions of informa-
tion integrity.

In the event of conflict against the U.S., the Chinese be-
lieve that they must seize “battlefield information domi-
nance” through a blinding first strike.”” The decisive vic-
tory of the United States over Saddam Hussein’s regime
in Iraq in 1991 was a turning point in Chinese strategic
thought. Operation Desert Storm seemed to herald a
new era, as it suggested to some that countries which
successfully leveraged ICT and space would rapidly ac-
quire overwhelming military superiority. While Beijing
ultimately seeks technological symmetry with the U.S.,
for now preemption provides the PLA a means of coun-
tering U.S. information advantages.®® The Science of
Strategy advocates a preemptive first strike of informa-
tion and support systems, followed by weapons systems,
ground information facilities, transmission means, and
information flow capabilities. The aim of such attacks
would be to paralyze the U.S. military and the Ameri-
can will to fight, and “take away the firewood from un-
der the cauldron”

Operationalizing Cyber: What Can We Learn from
China’s Past Cyber Attacks?

Unlike Russia, China has not been engaged in open hos-
tilities since 1979. Therefore, it is impossible to opera-
tionally assess how China may use cyber as a force mul-
tiplier in the event of conventional conflict. However,
Beijing or PLA proxies have been engaged in a string of
cyber espionage incidents that do provide some insight
into how China may use cyber weapons to attack U.S.
space assets. Furthermore, recent structural reforms to
the PLA are also indicative of the primacy that Chinese
leadership places on cyber and space operations for fu-
ture warfare.

Operation Aurora, subsequently attributed to the Chi-
nese, was a six-month penetration of corporate infra-
structure in 2009, resulting in the theft of corporate data.
During the Aurora campaign, Google, Hotmail, Yahoo,
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and Microsoft disclosed that hundreds of its users had
fallen victim to spear phishing operations, in which its
users had been individually targeted via email and mis-
takenly downloaded malicious attachments, which in
some cases were armed with zero day exploits.® Similar
to Operation Aurora cyber tactics, a two-year long APT
penetration entitled GhOstNet saw attackers use spear
phishing and social engineering to steal data from tar-
get systems belonging to the Office of His Holiness the
Dali Lama, the Tibetan Government in exile, and affil-
iated organizations. While the command and control
infrastructure of GhOstNet was located in China, there
is no conclusive evidence that the Chinese government
was involved. However, researchers at the Information
Warfare Monitor note that some of the documents ap-
pear significant to Sino-Tibetan negotiations, raising
suspicion that Beijing or a proxy was involved.®® Con-
sidering how effective a tool spear phishing has been
for China and its proxies, it is likely such a tool could
be used to gain access into U.S. space assets. Indeed,
the sheer number of organizations that are involved in
space operations, provide multiple nodes of attack.

Titan Rain was another series of cyber espionage inci-
dents traced broadly to China, which ran from 2003 to
2006 and targeted a diverse list of organizations related
to the U.S. federal government, including the Defense
Information Systems Agency (DISA), Sandia National
Laboratories, the World Bank, Lockheed Martin, and
NASA.* The attackers were well organized and carried
out extensive cyber reconnaissance, using malware to
infiltrate target systems for subsequent data exfiltration.
While, to our knowledge, Titan Rain was a cyber es-
pionage campaign, the European Union has noted, it
is impossible to know whether an intrusion is for es-
pionage or sabotage: “Technically speaking, computer
network attack requires computer network espionage to
be effective. In other words, what may be preparations
for cyberwarfare can well be cyber espionage initially or
simply be disguised as such”® Chinese penetration of
target networks could be reconnaissance missions with
the aim of intelligence collection, but they also could
be used to spot vulnerabilities and plant logic bombs
that could be activated at a future time. As one Chinese
proverbs notes, “a victorious army first wins and seeks
battle. A defeated army first battles and then seeks vic-

tory”** The use of reconnaissance to set the stage for a
future blinding first strike enables the Chinese to win
without fighting.

This past December, President Xi Jinping instituted
sweeping reforms of the PLA, restructuring the military
services.®® The Chinese are well aware that the ability of
the U.S. to project power into the Asia-Pacific is built
on unfettered access to ICT and space. As part of the re-
forms, China fused its space warfare and cyber warfare
units into a new branch entitled the Strategic Support
Forces, which is now entrusted with all space, electron-
ic, and network warfare capabilities.®® This suggests
that, on a certain conceptual level, China may be ahead
of the U.S., as the Chinese have explicitly linked cyber,
space, and electronic operations.

RECOMMENDATIONS

Cyberspace and space are bound within a common
architecture through mutual networks, systems, and
infrastructure. Space systems, therefore, are not sim-
ply vulnerable to cyber attacks in space; rather, every
connecting node is a vector for a potential cyber attack.
For this reason, space assets require an end-to-end ap-
proach to risk management and resilience, whereby ev-
ery node that is connected to a space system is secured.
Preventing cyber attacks requires more than just strong
cybersecurity. The U.S. government and commercial
space stakeholders can take advantage of Russian and
Chinese fears of escalation in order to dissuade future
intrusions. The following are four basic recommenda-
tions, that should help prevent and/or mitigate poten-
tial Russian or Chinese cyber attacks:

1. Cyber Awareness: Every space stakeholder, from sat-
ellite assembly to the ground-based crew and the
end user, must know his or her respective cyber-
security responsibilities. Indeed, as Chinese spear
phishing attacks have demonstrated, humans are
often the weakest link in cybersecurity. Each person
involved with a U.S. space system—commercial or
government—should be trained on potential cyber-
security risks. This applies particularly to the com-
mercial cadre of space stakeholders, whose instinct
may be to sideline effective cybersecurity risk man-
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agement approaches (or to apply minimal efforts) in
favor of cutting costs.*’

2. Data Encryption: A basic shielding mechanism
against cyber intrusions is to encrypt the signals
for tracking and controlling satellites and all data
sent to and from space assets. By transforming or-
dinary data, or plaintext, into code form and then
subsequently back into plaintext via an algorithm,
encryption can hide the content of the information,
prevent undetected modification, and prevent un-
authorized use. Moreover, different levels of encryp-
tion can be applied based on the sensitivity of the
information or mission.

3. Passive and Active Cyber Defense: The implemen-
tation of passive and active cyber defenses to mit-
igate known threats will help ensure the security of
space-based and space-enabled systems. The appli-
cation of layered defenses, network segmentation,
firewalls, and aggressive patch management should
help ensure that systems are protected against pre-
viously identified threats. Cyber analytic tools, such
as cyber visualization tools or virtualization sand-
boxes, can help guard against unknown threats.

4. Raise escalation costs by using foreign satellites: The
U.S. government or commercial satellite providers
could make greater use of U.S. partner and allies’
government or commercial communications or
imagery satellites. From China or Russia’s perspec-
tive, this would increase the political costs of a cy-
ber attack, given the attack would be on all partner
nations in the network, thereby risking horizontal
escalation.®®

While it is impossible to entirely eliminate cyber threats
to U.S. space based systems, it may be possible to limit
the high costs of unrestrained military competition in
space. As Russia and China become increasingly reliant
on space, it is possible that a certain parity could emerge
in the medium- to long-term. While this parallel situa-
tion will not eliminate U.S. concerns about Chinese or
Russian counterspace capabilities, it may make it pos-
sible for all three governments to pursue strategic re-
straint on the foundation of mutual vulnerability.
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