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LETTER FROM THE EDITORS

Welcome to the December 2023 issue of AFPC’s Defense Dossier. In this edition, we 
reflect on the global pandemic and its downstream effects in “Pandemic Preparedness and 
Biodefense.”
 
A few years have now passed since the world suffered through the COVID-19 pandemic, 
allowing time to reflect on the numerous “wins” and outright failures engendered by the 
coronavirus. This issue opens with a discussion of the lessons learned from COVID-19. 
Next, we review the pros and cons of banning gain of function research, and whether 
eliminating it is worth sacrificing the benefits of scientific innovation. While contemplating 
the value of biotech, it’s important to understand how our adversaries, especially China, 
view the issue—particularly through the lens of national security. The field’s growing 
sophistication, meanwhile, is increasing the urgency for a better global framework to better 
regulate and control it. We close with an article detailing the emerging challenge posed 
by”cyberbiosecurity,” and the novel ways in which the biotechnology and security fields 
intersect. 
 
As always, we hope you find the articles engaging, enlightening, and instructive. 

Sincerely,

Ilan Berman
Chief Editor

Richard M. Harrison
Managing Editor



Dr. Diane DiEuliis is a Distinguished Research Fellow at the National Defense University in Washington, DC. 
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In late December of 2019, hospitals in Wuhan, China 
reported fast growing numbers of patients suffering 

from pneumonia of unknown cause. Several weeks lat-
er, a new variant of coronavirus was identified as “se-
vere acute respiratory syndrome coronavirus 2” (SARS-
CoV-2). Although most coronaviruses are responsible 
for the common cold, those never before encountered 
by the human immune system have the potential to 
cause much more troubling disease symptoms. Indeed, 
by the end of March 2020, a pandemic of internation-
al concern was declared, spreading rapidly to almost all 
countries, and affecting the health of millions—putting 
global preparedness and response frameworks to a re-
al-time, ultimate test. 

Here in the United States, while there were numer-
ous “wins,” there were aspects of pandemic response that 
fell short, along with a number of outright failures. These 
lessons learned must chart the path forward for any future 
pandemic.

IT’S NOT 1918. PREPARE ACCORDINGLY

Preparedness and response experts have long used the 
devastatingly high death toll of the 1918 pandemic as a 
cautionary benchmark, along with the more recent 9/11 
Anthrax attacks as obvious exemplars for why the U.S. 
must invest in national, state, and local preparedness 
for bioincidents. Indeed, the most recent version of 
the National Biodefense Strategy1 includes naturally oc-
curring and accidental outbreaks along with traditional 
bioweapons threats. The required pillars for mitigation 
are the same regardless of origin: early detection, pre-
vention, preparedness, response, and recovery. While 
these pillars chart a modern approach to the mitigation 
of biological incidents, it was readily apparent during 
COVID-19 that the technical aspects of both prepared-
ness and response must be “modernized” to adjust for 
the complexities of today’s world.2

For instance, the delay in the development of reli-
able diagnostic tests by the Centers for Disease Control 
(CDC) wasted valuable “early warning” time. Not know-
ing who was infected, or where and when they were in-
fected, necessarily meant that decisions to mitigate spread 
would be uneducated or reliant only on the appearance 
of physical symptoms. In turn, waiting for small-scale de-
velopment of an approved, reliable diagnostic that could 
be readily deployed throughout the U.S. proved to be a 
detrimental bottleneck. Coupled with this, it was clear 
that traditional epidemiological models were inadequate 
in predicting complexities of disease spread. Unlike 1918, 
epidemiological models must now account for a much 
more populous society spread across both dense urban 
and sparse countryside geographies and traveling via 
multiple modes of transportation. Models must also ac-
count for daily human interaction and behavior, human 
biological risk factors (including genetic vulnerabilities), 
genetic mutations of the virus and viral adaptation over 
time, and seasonal and environmental variability in in-
fectivity. 

Intrinsic in the understanding of human/host biol-
ogy is the ability to identify those most at-risk for the 
disease. Despite early indications suggesting that the 
most at-risk individuals were not children or healthy 
adults, but rather the elderly, immune compromised, or 
those with obesity or other risk factors, the U.S. opted to 
shut down its social and economic systems. This blanket 
approach erred on the side of not only assuming equal 
risk to all from COVID-19, but that the risk of infection 
outweighed the consequences of shutting down such sys-
tems. These assumptions turned out to be wholly incor-
rect.

Social cohesion and economic stability are intrinsi-
cally linked to national security and stability. In the after-
math of COVID-19, meta-analyses have shown that the 
effects of “lockdown” on COVID-19 mortality were large-
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ly negligible, but the negative downstream outcomes 
were weighty.3 Harmful health effects include increased 
levels of anxiety, stress and depression, and children suf-
fering from delayed educational development. As well, 
lockdowns contributed to political unrest, contributed 
to increased incidence of domestic violence, and under-
mined liberal democracy. An economic impact assess-
ment of COVID-19 by the International Monetary Fund 
(IMF) found that global GDP declined by more than 
$400 billion – leading to widespread unemployment and 
the collapse of many small businesses, as well as pushing 
more individuals into lower economic brackets (which 
also leads to poor public health outcomes). 

How could this be avoided in future? The U.S. should 
invest in capabilities-based preparedness platforms, 
which leverage emerging biotechnologies to identify not 
only the early emergence of pathogens, but their infec-
tious spread and characteristics over time. This would 
provide the critical data needed to implement tailored 
mitigation approaches (including when, how, and wheth-

er to apply social distancing), and enable the continued 
function of the economy and social norms. Such tools 
may include genomic sequencing from water, air filters, 
and other types of environments, in addition to testing 
those who are sick; further evaluations of the pathogens 
detected should include rapid whole genome sequencing 
and analysis. This data can then be paired with multivar-

iate epidemiological analysis through bioinformatics and 
machine learning. Successes have already been demon-
strated for wastewater testing,4 and a comprehensive ap-
proach integrating these modernizations into a platform 
in Boston has also shown success.5 The goal should be 
to elevate these capabilities-based tools to national level 
preparedness platforms, which could be bolstered in fu-
ture through the use of Artificial Intelligence.6

It should be noted that the inability to rapidly ascer-
tain the origin of SARSCoV2 (whether it was zoonotic 
or accidentally emerged from a laboratory) has done sig-
nificant damage to the public’s trust in its health institu-
tions. The above outlined approach also affords forensic 
examination of a pathogen’s characteristics, including a 
screen for indicators of genetic engineering or modifi-
cation - the presence of which could signify laboratory 
origins or weaponization. This is especially relevant, 
given that U.S. adversaries have now readily observed 
U.S. vulnerabilities and negative outcomes in response 
to COVID-19, and may wish to replicate these outcomes 

through use of a bioweapon. Foren-
sics and attribution are thus critical 
deterrence tools for the future of 
U.S. biodefense.

ENSURING ROBUST RESPONSE

Early “wins” during the pandemic 
were the rapid design of novel vac-
cine therapeutics from in silico ge-
netic sequence models,7 and the use 
of monoclonal antibodies and other 
antivirals against the original SAR-
SCoV2 variant. However, manu-
facturing these treatments proved 
to have technical challenges. While 
monoclonal antibody platforms al-
ready existed, the platforms need-
ed to produce mRNA vaccines had 

to be created in mid-response, and production of both 
medical and non-medical countermeasures writ large 
was limited by antiquated manufacturing methods. De-
spite the long-desired ability to have continuous manu-
facturing, COVID-19 demonstrated that it really doesn’t 
yet functionally exist. 

These vulnerabilities are inextricably linked to the 

The required pillars for mitigation are the 
same regardless of origin: early detection, 
prevention, preparedness, response, and 

recovery. While these pillars chart a modern 
approach to the mitigation of biological 

incidents, it was readily apparent during 
COVID-19 that the technical aspects of 

both preparedness and response must be 
“modernized” to adjust for the complexities of 

today’s world.

“



Capabilities-based modernization of 
manufacturing platforms (to include 

biomanufacturing), increased visibility 
and prioritization of supply chains, and re-

shoring production will ensure more robust 
pandemic response in the future.”
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fragility of U.S. supply chains. Many 
of the raw manufacturing materials 
required were not available domes-
tically and sourced from foreign and 
sometimes single suppliers overseas 
(the rest of the world was also reli-
ant on these same suppliers, causing 
resource competition globally). This 
included active pharmaceutical in-
gredients required for vaccines, diag-
nostics, and other medicines, as well 
as resins used in the manufacture of 
syringes, needles, microfluidics, cath-
eters, pipettes, moldings for manufacturing, intubation 
tubes, and many other supplies across all of healthcare. 

Again, biotechnological modernization can remedy 
many shortfalls in manufacturing, which would then 
serve to strengthen the resilience of the supply chain. 
Which raw materials can be produced through biolog-
ical manufacturing rather than chemical synthesis, and 
what platforms can, and should we build now to antic-
ipate needs for the next pandemic? (Resins would be 
valuable to pursue, as making these materials through 
biomanufacturing also offers diversity and flexibility in 
how the materials can be used or reused.) A first step 
would be to determine the high priority raw materials 
which are currently outsourced to China or other sup-
pliers and begin to synthesize them domestically.  

Related to this, while it was broadly recognized that 
there were vulnerabilities in supply chains, there is a co-
incident lack of full visibility into supply chains. For ex-
ample, not only is it not always known where particular 
raw materials come from that are utilized in the produc-
tion of large-scale supplies, there are some specific US 
supply chains for which there is little to no visibility (for 
example, those for nucleic acids used in novel therapeu-
tics such as mRNA vaccines). Coordination across sup-
ply chains is also lacking, and companies may compete 
for resources or customers during a global pandemic. 

Capabilities-based modernization of manufacturing 
platforms (to include biomanufacturing), increased visi-
bility and prioritization of supply chains, and re-shoring 
production will ensure more robust pandemic response 
in the future.

DEFENSE-SPECIFIC CHALLENGES

Fortunately, unlike the influenza pandemic of 1918, 
COVID-19 posed less of a threat to the younger, more 
physically fit population that serves the Department of 
Defense (DoD) mission. But the COVID-19 crisis none-
theless provides a lesson for future threats that may af-
fect the military population. The DoD must modernize 
its own internal preparedness and response platforms, 
particularly so that deployed forces can have early warn-
ing and rapid availability of diagnostics8 – the DoD may 
not be able to wait for external civil authority efforts to 
provide them. 

The events surrounding the Theodore Roosevelt read-
ily captured this problem. Without the ability to rapidly 
identify the sick, the nuclear-powered ship docked and 
off boarded its staff until the status of disease prevalence 
and spread could be determined, effectively taking the 
Roosevelt “out of the fight.”9 But the incident also re-
vealed a more fundamental failing.  The DoD has many 
game plans for responding to infectious threats that 
could have been utilized on the Roosevelt. Why were 
they not used? Routine exercising for pandemics in var-
ied operational scenarios had lapsed and the most dras-
tic action was taken in the face of limited understanding 
and testing. 

But even if the plans had been executed, they may 
not account for the different operational roles of indi-
viduals in the military. DoD personnel work on ships, in 
aircraft, secure spaces, and ordinary offices, all of which 
may have different mitigations when those environ-
ments are infectious. As well, how should special op-
erations forces or recruits in training facilities operate 
in contested environments? Many of these issues had to 
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be addressed on the fly during the pandemic response. 
To remedy this, DoD should create bioevent “campaign 
plans” that are biotechnology-enabled, regularly exer-
cised, and ensure that medical and nonmedical resourc-
es, supplies and the DoD workforce are continuously 
sustained (thus allowing the DoD mission to be main-
tained). Such campaign plans could be tailored to indi-
vidual mission arenas as appropriate.

The DoD may likely be the first Federal department 
to incorporate these lessons learned from the pandem-
ic, given it has recently completed the first ever Bio-
defense Posture Review (BPR).10 The review calls for 
modernized capabilities in biosurveillance and early 
warning, optimization of manufacturing and supply 
chains, visibility of medical stockpiles, and engagement 
of the combatant commands and services – the pivotal 
arenas needed to address the issues raised here. Addi-
tionally, the DoD has launched a separate biotechnology 
modernization program, which is focused on develop-
ing biomanufacturing capabilities for DoD’s priority 
needs.11 In response to federal mandates such as the Ex-
ecutive Order on Biotechnology and Biomanufacturing 
Innovation12 and the CHIPS and Science Act,13 the DoD 
will spend over one-and-a-half billion dollars over the 
next five years to build biomanufacturing facilities, stan-
dards, and a workforce. Whether this will benefit the 
DoD’s biodefense needs in the near future will remain 
to be seen, but the investment in such infrastructure will 
likely go a long way to the support the modernization 
needed in the next pandemic.

Disclaimer: The views expressed in this paper are those of 
the author and are not an official policy or position of the Na-
tional Defense University, the Department of Defense or the 
U.S. Government.
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Parsing the Great Gain of Function Debate
Yong-Bee Lim and Saskia Popescu

The U.S. House of Representatives recently approved 
a ban on federal funding for “gain-of-function” 

(GOF) research. The measure limits GOF research by 
preventing the U.S. Department of Health and Human 
Services (HHS) from funding GOF research on viruses 
and other agents deemed to enhance pathogens of pan-
demic potential, and expands existing laws that limit 
HHS-funded GOF research in adversary countries.1 

Some see this as a victory for safety and security, and 
a solid measure to ensure that, as Rep. Thomas Massie 
(R-KY-4) has put it, such research does not “create a 
cookbook, a blueprint for the next pandemic.”2 Others, 
however, see such a measure as disrupting scientific 
innovation, biomedical breakthroughs, bioprepared-
ness efforts, and key growth initiatives on the part of 
the United States. They also worry that it could imperil 
America’s drive to lead in, and be a major contributor 
to, the potentially $7.7 trillion emerging bioeconomy, as 
well as its status as a key leader in the international arti-
ficial intelligence (AI) race.3

THE GOF STATE OF PLAY

Numerous experts and policymakers have contributed 
significantly to the ongoing debate over GOF research. 
Many of the resulting discussions reflect points similar 
to those that have been made in the past. Therefore, we 
consider the current state of rhetoric to be one of stale-
mate, where proponents of GOF research and skeptics of 
the same are simply talking past each other, and unable 
to arrive at an agreeable outcome.

GOF research covers a range of activities that re-
searchers conduct to better understand, explain, and pre-
dict how and why organisms function the way they do. 
Researchers conduct GOF experiments to test assump-
tions, confirm findings, and discover new insights by 

adding traits or qualities to an organism of interest. Re-
searchers and other stakeholders then apply these find-
ings to critical efforts – ranging from developing plants 
that are more salt- and drought-resistant for greater food 
security, to creating microbes with the unique ability to 
consume and degrade plastic waste, to accelerating med-
ical treatments and prophylactics for conditions ranging 
from cancer and cystic fibrosis to COVID-19. In addition, 
GOF research furthers pandemic preparedness and out-
break response by contributing to the development of 
live attenuated vaccines and enhancing disease surveil-
lance, which then strengthens medical countermeasure 
stockpiling and selection. 

Proponents of GOF research typically use variants 
of the following points in their discussions: 1) that such 
research allows scientists to build basic scientific knowl-
edge; 2) that it helps forecast how disease-causing organ-
isms (known as pathogens) may be changing in nature 
and introducing risks to plant, animal, and human popu-
lations; and 3) that it accelerates treatment development 
both during and in advance of a disease event.4

A slice of GOF research has drawn global attention 
following the emergence of the COVID-19 pandemic. 
This type of research is called Gain of Function Research 
of Concern (GOFROC). Experts note that GOFROC 
create additional worries beyond those typically associ-
ated with GOF research, for three main reasons. First, 
GOFROC involves modifying pathogens to gain certain 
traits or abilities that may make the organism more easily 
able to infect and affect plants, animals, and/or people. 
Second, GOFROC-related pathogens typically require 
laboratories with greater safety and security protocols 
to minimize risks of personnel and environmental ex-
posure. Third, dissemination of such research findings 
through the internet can be virtually instantaneous, 
something which makes it difficult to both determine 
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consequences are clear. Banning GOFROC 
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leadership in emerging spaces such as the 

growing bioeconomy and AI research, 
development, and deployment.
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who may access the research findings as well as to what 
ends the findings may be put toward. Thus, GOF skeptics 
say that: while such experiments do generate knowledge, 
the risks are not worth the knowledge gained; that there 
are other ways we can curb or prevent disease events, 
including educational, social, and cultural practices; and 
that such experiments have never directly provided ben-
efits their proponents claim.5

While this debate may be at a stalemate, its conse-
quences are clear. Banning GOFROC research will result 
in significant negative consequences to U.S. innovation 
and leadership in emerging spaces such as the growing 
bioeconomy and AI research, development, and deploy-
ment.

STIFLING INNOVATION AND LEADERSHIP

On September 12, 2022, the Biden administration an-
nounced Executive Order (EO) 14081, which calls for 
the U.S. government to utilize a whole-of-government 
approach towards U.S. biomanufacturing and biotech-
nology in areas such as public health, climate change, 
agriculture, supply chain resilience, agriculture, and na-
tional and economic security.6 It further emphasizes how 
the COVID-19 pandemic demonstrated “the vital role 
of biotechnology and biomanufacturing in developing 
and producing life-saving diagnostics, therapeutics, and 
vaccines that protect Americans and the world,” under-
scoring how life sciences activities are critical to security 
and public health efforts and how scientists apply that 
knowledge.7 The implication, therefore, is that limiting 
GOF research will likely result in a chilling effect on U.S. 
innovation and leadership in this critical area. 

In the coming three to five years, this chilling effect 
can be expected to affect three critical areas. First, sci-
entists will likely choose to avoid conducting GOF ex-
periments out of an abundance of caution. While this 
may have the desired effect of limiting gain-of-function 
research of concern (GOFROC) experiments, it will also 
curb research and innovation in areas such as bioman-
ufacturing, environmental remediation and restoration, 
and technologies that could replace current resource-in-
tensive methods compared to bio-based alternatives. 

Second, it will erode our ability to anticipate, respond 
to, and recover from biological events. The clearest ex-
ample in this regard would be in researching, testing, 
and developing diagnostics and vaccines for current and 
future diseases of concern, including additional corona-
viruses, influenza viruses, and other currently unknown 
viral and bacterial pathogens circulating in nature. 

Finally, it will leave us ill-prepared for current and 
new threats in the biological risk space. This includes the 
increasing prevalence of antimicrobial resistance (AMR) 
found in greater numbers of bacteria, viruses, fungi, and 
parasites, leaving the United States and the global com-
munity at large in a vulnerable position, since pathogens 
and parasites no longer respond to the treatments that 
are currently available.8

UNINTENDED CHALLENGES

EO 14081 includes a call to action that focuses on devel-
oping foundational scientific knowledge and capabilities. 
To this end, one of the key capabilities that the U.S. and 
other countries are keeping close tabs on is artificial in-
telligence: an emerging technology, complete with its 

own suites of subordinate technologies, 
methodologies, and applications built on 
computer-based systems, which research-
ers have applied to better understand bio-
logical systems, discover new insights, and 
potentially harness for new discoveries and 
applications. Recent AI applications in the 
life sciences include analyzing DNA se-
quences to directly connect such sequenc-
es to the specific traits of an organism, and 
characterizing novel proteins to find po-
tential new drugs for medical purposes. 

While AI tools hold immense promise, “



Despite their significant differences, GOF 
proponents and skeptics alike agree on 
two general topics. First, revisiting and 
strengthening biosafety and biosecurity 
measures is necessary to better balance 

safety, security, and innovation in the life 
sciences. Second, such research does provide 

information that researchers can use to 
understand biological systems and apply 

toward domestic and global problems.

”

10

DEFENSE DOSSIER

they also have specific requirements in or-
der to be effective. A key requirement for 
robust AI applications is to train AI mod-
els with relevant research data. Currently, 
researchers are training AI models with 
studies to identify meaningful patterns for 
everything from healthcare to biomedical 
purposes. As these models are trained and 
refined, it is more likely that hidden pat-
terns could emerge, leading to both a bet-
ter understanding of the life sciences and 
promising new applications to address do-
mestic and global issues.10

Freezing U.S. GOF research, howev-
er, will stymie the ability to fully leverage 
such breakthroughs, since the AI tools re-
searchers are training could end up hav-
ing significant gaps if researchers do not 
incorporate GOFROC-related information into newer 
models. And without comprehensive models that in-
corporate current and future GOF work, AI tools are 
less likely to predict viral evolution trends and discov-
er promising new biomedical interventions for current 
and future biological threats.11 In turn, this could result 
in near and peer competitors having more advanced ca-
pabilities and outcomes for using AI in the life sciences: 
a dynamic that would leave the United States potentially 
trailing behind adversary and competitor nations during 
a period of intense geopolitical tension.12

BALANCING SAFETY, SECURITY 
AND INNOVATION

Despite their significant differences, GOF proponents 
and skeptics alike agree on two general topics. First, 
revisiting and strengthening biosafety and biosecurity 
measures is necessary to better balance safety, security, 
and innovation in the life sciences. Second, such research 
does provide information that researchers can use to un-
derstand biological systems and apply toward domestic 
and global problems. 

As we have contended above, stymieing GOF re-
search will have chilling effects in two critical areas of 
U.S. growth and innovation: the emergent bioeconomy 
and realizing the promise of AI.

To conclude, we provide three major recommenda-

tions for consideration. First, a persistent gap is that GOF 
oversight and requirements currently only apply to U.S. 
government-funded work. As the bioeconomy continues 
to grow, there will be an increase in privately-funded life 
sciences projects and products. While efforts are under-
way to build norms and practices for industry players, 
it will be necessary over time to place requirements for 
GOF oversight and requirements on all life sciences ven-
tures, regardless of how the project or product is fund-
ed.13 Further, there is no guarantee that limiting GOF-
ROC in the United States will mean all other countries 
will follow suit. To the contrary, adversary countries may 
end up attracting researchers and companies due to a lack 
of such policies.

Second, the life sciences can enhance existing safety 
and security strategies through lessons learned from oth-
er sectors. One model, which has been endorsed and pro-
moted by current and past leaders of organizations such 
as the American Biological Safety Association, takes les-
sons from the healthcare-based “just culture” approach. 
Just culture balances transparency and honesty through 
a non-punitive reporting of safety events. This approach 
utilizes institutional and individual responsibility to 
identify and analyze errors to review and build better 
processes and tools. This approach acknowledges the 
quirks of human behavior in complex systems and thus 
requires “a change in focus from errors and outcomes to 
system design and management of the behavioral choices 
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China’s Evolving Thinking About Biotechnology

Ever since the Black Death swept over Asia in the 13th 
and 14th centuries, China has had experience with bi-

ological threats and warfare. In the 20th century, Japan 
conducted brutal biological experiments in China during 
World War II, leaving a permanent scar on the country’s 
population. The result of this experience is a major con-
temporary emphasis on biological defenses, and on re-
search into biological warfare programs on the part of the 
Chinese People’s Liberation Army (PLA).  

In the 21st century, new biotechnologies, synthet-
ic genetics, artificial intelligence, and the potential for 
man-machine interface, have led to China’s biotechnolo-
gy programs evolving further. Some scholars and strate-
gists are now exploring the offensive uses of some forms 
of biotechnology, while Chinese Communist Party (and 
Central Military Commission) Chairman Xi Jinping, 
with his emphasis on the integration of military and civil 
industry and research (军民融合),1  has energized these 
programs.

Today, Chinese military strategy tends to study bio-
logical warfare and biotechnology alongside technologi-
cal advances in artificial intelligence (AI) (人工智能) and 
biomechanics. All are part of the same problem-set, and 
are treated as a potential means to degrade enemy soldier 
performance or provide its own soldiers with advantages 
during military operations.

THE WEIGHT OF HISTORY

Concerns about biowarfare in China are heavily influ-
enced by the historical experience of the Japanese attacks 
on China between 1932 and 1945. China experienced 
World War II before the U.S. and Europe. Japan’s biolog-
ical warfare experiments during the conflict were notori-
ous, and included using various biological agents in plac-
es like Changde, Hunan Province and Ningbo, Zhejiang 
Province, ultimately killing over 10,000 people.2 These 

experiments were spearheaded by General Ishii Shiro and 
his notorious 731 Unit. Shiro, however, was subsequently 
granted immunity from an international military tribunal 
by the U.S. government in exchange for information on 
the biological warfare programs he had conducted.3 

That decision stained America’s reputation in China, 
and its effects are still felt today; the PRC education sys-
tem continues to emphasize granting immunity to Ishii as 
proof the U.S. has intentions to use biological weapons. 
There also are accusations from China (and the Soviet 
Union/Russia) that the U.S. covered up Ishii’s research 
and then, itself, conducted experiments in biological war-
fare during the Korean War in North Korea.4 While there 
is now definitive literature debunking the original accu-
sations and showing they were Soviet propaganda that 
was picked up by the Chinese Communist Party, there is 
still a residual body of literature in China that accuses the 
U.S. of these things.

Ironically, despite their brutality, the biological ex-
periments carried out in China by Shiro and his 731 Unit 
proved militarily ineffective. Yet today, there are Chinese 
military strategists, leaders, and medical personnel seri-
ously thinking about how to improve biotechnology, and 
even link biotech and synthesized genetics to modern in-
formation technology and command and control systems 
to assist in military operations.

HOW CHINA THINKS ABOUT BIOWARFARE

Formally, China’s State Council and the Chinese Ministry 
of Foreign Affairs maintain that China observes and up-
holds the Biological Weapons Convention, and will not 
engage in the use of biological agents in war. At the same 
time, suspicions of America’s involvement with bioweap-
ons and biotechnologies abound. Indeed, Chinese Com-
munist Party periodicals charge that the United States 
may already be working on biological agents or human 
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capabilities enhancement.5

For example, the 2017 edition of the PLA 
doctrinal publication, The Science of Military 
Strategy discusses biotechnology as an “emerg-
ing new form of strategic power.”6 Concerns 
about the United States and biological programs 
it may be conducting influence PLA thinking 
on the topic. The authors write that “developed 
countries, especially the United States, have ad-
opted a series of measures to occupy the com-
manding heights of military conflict in the bio-
logical field.”7

The Science of Military Strategy portrays the United 
States as likely to engage in biowarfare because the Unit-
ed States is the only nation that has used nuclear weapons 
to achieve its wartime objectives.8 The publication argues 
that an enemy’s drive to achieve political objectives in war 
has in the past and can again lead to the use of weapons 
of mass destruction, emphasizing a direct link between 
the use of nuclear weapons and demands for the uncondi-
tional surrender of Japan in World War II.

The PLA doesn’t just fear biological warfare from the 
United States, however. While the PLA authors behind 
The Science of Military Strategy believe that the United 
States may have the most active and effective state-run 
programs in military biotechnology, they also point out 
that there is a greater threat in the biological field is from 
biological terrorism or the use of bioweapons by rogue 
actors.9 One military working group from the PLA Acad-
emy of Military Medicine concluded that, because biolog-
ical weapons could be decisive on the battlefield and are 
“unmanned, formless, and soundless weapons,” an enemy 
may be tempted to use them to accomplish important po-
litical objectives.10

Lieutenant General (Retired) Zhang Shibo, the for-
mer commander of the Nanjing Military region and a 
former president of the PLA National Defense Univer-
sity, discusses the potential for advances in both biotech-
nology and intelligent systems in warfare to affect human 
capacity in his book, The New High Ground for War (战争
新高地). Zhang suggests that these systems can reinforce 
each through genetic engineering or human-machine in-
terface to enhance soldier performance.11 Zhang’s refer-
ence in the title to the military advantage of holding high 
ground clearly indicates the author’s belief in the impor-
tance of these innovations to future war.

Zhang predicts that the combination of developments 

in the “biological realm” and the “intelligentization” of op-
erations has the potential to transform future war.12 He 
writes that the type of emerging biotechnology with the 
greatest capacity to inflict casualties are “genetically en-
gineered weapons designed to attack people of a specific 
racial or ethnic background… to ensure people of specific 
races fall ill.”13

To support his assertion that developing such tech-
nology is possible, Zhang claims that in the United States, 
Monsanto, and DuPont laboratories are isolating the 
genes of people of Black, Aryan, Chinese and Arab de-
scent. Zhang claims that it is possible that such genetically 
engineered technology could be turned into large-scale 
genetic weapons.14

Senior Colonel Du Chao, now retired from the Nan-
jing Army Command Academy, is an even more strident 
voice accusing the United States of maintaining biological 
capabilities with the intent to use them.15 As a strategist 
who wrote while on the faculty of the Nanjing Academy, 
a major institution of higher education in the PLA, his 
impact is comparable to that of a well-published faculty 
member of a U.S. military war college. Even after his re-
tirement, Du published an article in the CCP’s military 
newspaper on future war.16 He accuses the U.S. of main-
taining biological weapons programs and argues that the 
use of Agent Orange by the U.S. in Vietnam amounted to 
a form of biological warfare. Du’s books are widely avail-
able to students at PLA academies, universities, and book-
stores, as well as to people interested in the military, and 
PLA leaders. Du’s retirement appears to have not ended 
his influence among PLA readers.

Other military thinkers are exploring how advances 
in biotechnology and man-machine interface may weak-
en enemy forces through cognitive warfare. In a 2022 ar-
ticle, the PLA’s Party-controlled newspaper, PLA Daily, 
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”
an officer from the Space Engineering Academy explored 
how cognitive operations (认知作战) could “influence, 
intervene, and manipulate cognitive elements of an en-
emy’s soldiers, such as the target object’s physiology, psy-
chology, and values.”17 The idea behind this was to com-
bine “hard attacks (that could be kinetic or cyber) on “key 
nodes such as the enemy's decision-making center, com-
mand hub, and reconnaissance and early warning system” 
while also using the "soft kill" effects of cognitive shaping, 
cognitive induction, cognitive intervention and cognitive 
control, involved in cognitive domain operations.18 Cog-
nitive warfare focuses on attacking the heart and mind, 
and PLA thinkers seek to use it to fight precise battles 
with layered strategies. 

BEYOND BIOTECH 

This discussion is part of a larger conversation among 
Chinese military leaders regarding how technological ad-
vances can be harnessed for battlefield dominance. That 
conversation today extends to the fields of artificial intel-
ligence, cognitive warfare and soldier enhancement. 

To wit, a recent article in the PLA Daily, the Com-
munist Party’s military newspaper, discusses the way in 
which “cognitive confrontation” will create a “new face” 

of future warfare.19 The author notes that in “cognitive 
confrontation,” military operations can be carried out 
to improve the “spiritual [morale and will] and psycho-
logical” actions and thinking of soldiers, or alternatively, 
attack the morale and will of enemy soldiers. The author 
foresees the capability to attack or counter-attack in cog-
nitive space and “control or counter-control” the cogni-
tive space of one’s own forces or the enemy. The objec-
tive is to establish and control psychological superiority 
in warfare so as to bring about “the loss or reduction of 
the decision-making ability and will to resist of the ene-
my” while improving these cognitive factors in one’s own 
forces.

A study from a PLA military medical university, 
meanwhile, has called for “building a new concept of 
combat forces” that applies “brain science” to the pow-
er of weapons and to humans to improve the chance to 
win.20 And artificial intelligence (AI) figures heavily into 
the PLA’s calculus for future war as well, with scholars 
emphasizing the need for “intelligent warfare” in which 
AI helps enhance military operations by improving deci-
sion-making in complex situations.21

These, and countless other examples, highlight that 
the PLA is exploring how to harness 21st century tech-
nologies, including biotechnologies, for military applica-

tions. 

A LATENT CAPABILITY

On the topic of biological warfare, the Chinese 
people, the CCP and the PLA bring a lot of bag-
gage to the table. The country’s World War II 
experience with Japanese biological experiments 
has left a deep scar. So, too, has the U.S. use of 
nuclear weapons against Japan in that conflict. 
That history is now built into education pro-
grams and CCP propaganda, and as a result it is 
likely generally accepted that the use of biological 
weapons is a strong likelihood in future warfare. 
That understanding, in turn, will drive future 
PLA research into the topic, as well as an empha-
sis on strong defenses, together preparation for 
the potential use of such weapons if they are used 
against China. 

Those concerns drive a number of programs: 
In the military and military associated policy and 
research institutes, serious thinking is taking 
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The Case for A Biotechnology Export Control Regime
Kyle Wilgus

Over the past couple of years, the COVID-19 pandemic 
has underscored the risk that pathogens pose to our 

everyday lives. Despite its robust healthcare system and 
global economic dominance, the United States found 
itself fundamentally challenged by the disease. America 
relied on immense financial investments and a whole-of-
government approach to fight back. In hindsight, had the 
country been adequately prepared, there is little doubt 
that at least some of the pandemic’s most adverse effects 
could have been significantly mitigated.1  

In the aftermath of the pandemic, continued focus 
needs to remain on the risks posed by malicious and 
deadly pathogens, whether viral or biological. The latter, 
in particular, requires sustained and urgent attention. 
There is a significant concern that state and even non-
state actors can harness biological technologies to 
weaponize pathogens and fundamentally endanger public 
health. Today, biotechnologies have evolved to the point 
that they can threaten the survival of large populations, if 
not civilizations.2 To respond properly, the United States 
must seek novel ways of expanding oversight of these 
technologies and strengthening safeguards against their 
misuse. 

BIOTECHNOLOGY: THE NEXT NATIONAL 
SECURITY CONCERN

In recent years, the world has witnessed a revolution in 
biomedical sciences and broader biotechnology. As a result 
of these rapid advances, medical professionals now have 
an increased ability to treat diseases that were previously 
deemed incurable. Individuals living with deadly cancers 
and genetic disorders now have the potential to live long 
and prosperous lives. Biotechnologies have also created a 
range of applications to extend human lives and improve 
standard of living.3 For instance, biotechnologies allow 
for the growth of human organs and tissues, which 
can create a viable and enduring source for medical 

transplants. Additionally, these technologies allow for 
the quick synthetization and manufacturing of medicines 
and vaccines. In turn, biotechnologies provide immense 
benefits to the broader economy as well. In particular, 
when applied to agriculture, biotechnologies can 
improve the nutritional value of plants, decrease the 
need for insecticides and pesticides, and increase plant 
tolerance to environmental factors.4  

While largely positive, however, these same advances 
can be used for nefarious purposes. Greater technological 
sophistication makes it easier for ill-intentioned 
actors to create deadly pathogens or develop biological 
weapons.5 This threat potential, moreover, is amplified 
by current weaknesses in the international system and 
the patchwork nature of existing international controls. 
Specifically, the Biological Weapons Convention (BWC), 
the leading framework tasked with preventing the 
emergence and spread of biological weapons, has largely 
failed to regulate biological agents and prevent their 
weaponization. Whether we are discussing Russia’s 
declared biological weapons program6 or China’s 
suspected one,7  nation-states have not been sufficiently 
deterred from weaponizing biological agents. 

The BWC has been unsuccessful mainly due to 
its lack of verification, enforcement, and punishment 
mechanisms.8 The convention is explicitly intended to 
promote the peaceful uses of biological research and 
prevent the emergence of biological weapons. But the 
BWC has no capacity to verify the claims of its signatories, 
or to investigate potential weapons programs when 
evidence of such arises. For instance, although the U.S. 
contends that both China and Russia maintain active 
biological weapons programs,9 it lacks an institutional 
pathway via the BWC to report these offenders or pursue 
punitive actions. As a result, the Biological Weapons 
Convention is seen as essentially a “paper tiger” that 
allows clandestine programs to thrive. This, in turn, has 
concrete security implications for the United States and 
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the broader international system. 
First, the current lack of oversight on the transfer 

and use of biotechnologies facilitates the development of 
offensive biological weapons. Under existing governance 
structures, malign actors have ample opportunity 
to acquire increasingly dangerous technologies and 
weaponize biological agents. Lax international controls 
and a failure of international institutions have meant that 
a range of actors now have ready access to technologies 
that can potentially endanger public health. Malicious 
actors can harness the properties of genetic engineering to 
create pathogens that are resistant to and can circumvent 
known medical treatments. To weaponize these agents, 
these malign actors can notably exploit publicly available 
information and research studies. 

The potential for doing so abounds. For instance, 
researchers at the State University of New York created 
novel strains of the polio virus from publicly available 
biomedical information and chemicals.10 In another 
telling case, individuals at the University of Alberta used 
online DNA fragments to synthesize a contagious 
horsepox virus.11 By following these examples, ill-
intentioned actors can harness publicly available 
information to advance clandestine weapons 
programs.12 Furthermore, these actors can exploit 
the inherently weak cyber defenses of research 
facilities to gain access to sensitive information 
on pathogens and experimental research. Unless 
new protections are put in place, this permissive 
environment will invariably lead to the proliferation 
of biological agents.

Second, international organizations and 
regulatory frameworks at present fail to account for 
the effects of emerging technologies on biological 
weapons programs and global health security. Emerging 
technologies, when paired with biotechnologies, 
can degrade traditional barriers to weaponization. 
The convergence of emerging technologies, such as 
artificial intelligence or additive manufacturing, with 
biotechnologies can be catalytic—and potentially 
disastrous. This technological convergence can fill gaps 
in expertise and lead to rapid leaps in the development 
and weaponization of dangerous pathogens. 

Finally, limited safeguards and oversight on 
biotechnologies exponentially increase the risk for 
the accidental release of dangerous biological agents. 
Even while undertaking peaceful research endeavors, 

biotechnology threatens public health as limited oversight 
within the international system raises the potential 
for accidental release. As we saw with COVID-19, 
pathogens can disrupt the very fabric of our society. If 
weaponized pathogens are released, either intentionally 
or unintentionally, these agents have the potential to 
fundamentally alter the United States, destabilize the 
international system, and disrupt our democracy.

NEEDED: AN INTERNATIONAL EXPORT 
CONTROL REGIME

To alleviate these mounting risks, the international 
community needs to develop effective mechanisms 
to better control biotechnology and protect from 
its deleterious effects. To this end, the United States 
should prioritize the development of an international 
biotechnology export control regime. Such an instrument, 
if properly constructed, can play a key role in regulating 
the development of biotechnologies, protecting public 

health, and restricting biological weapons development. 
Such a mechanism could also enhance international 
accountability by developing novel pathways to report 
and punish potential offenders. Current frameworks 
simply do not have the capacity to verify compliance and 
punish potential offenders. By bolstering mechanisms 
to verify export control compliance, the United States 
and its allies can help deter cheating, inhibit biological 
weapons programs, and promote global health security. 

Such an objective, moreover, can be achieved 
through the institutional reform of existing international 
agreements. For instance, the Australia Group, an 
international agreement seeking to ensure that exports 
of biological agents and dual-use technologies do not 
contribute to the emergence of biological weapons, can 
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The biotechnology revolution is rapidly 
approaching  a critical juncture. Allowing 
the technology to advance and proliferate 
unimpeded will only exacerbate current threats 
and vulnerabilities, with lasting implications for 
the United States. Imagine if the next pandemic 
originates from a weaponized biological agent 
designed to circumvent traditional medicine and 
vaccines. What if smallpox, a disease that is no 
longer vaccinated against in the United States, is 
released in a major American city? Such scenarios 
should pose a significant concern, one that requires 
the United States to take a proactive approach. 

But here, leadership is needed. The United 
States can blaze the trail in creating comprehensive 
controls on biotechnology in ways that benefit its 
own national security and the public interest. If it 

doesn’t, however, the world will reach a stage where such 
technology simply won’t be able to be controlled.

be reformed and expanded.13 The Australia Group offers 
immense potential as an international biotechnology 
export control regime. Specifically, its focus on supply-
side proliferation can be broadened to encompass 
technological safeguards and export controls. 

Whatever avenue is pursued, however, the formation 
of a more robust export control regime would have 
immense benefits, such as harmonizing technological 
regulations and improving the current patchwork 
approach that has left biotechnology vulnerable to 
misuse. Such a policy mechanism can also foster norms 
that can guide behavior on the future use and transfer 
of biotechnologies. Just as significantly, it would create 
artificial “choke points” that can limit the development 
of biological weapons.14 An international export control 
regime can establish such bottlenecks by restricting 
access to advanced and sensitive biotechnologies, thereby 
preventing potential proliferators from quickly acquiring 
and synthesizing biological agents for offensive use. 

AN OPPORTUNITY FOR 
AMERICAN LEADERSHIP

The revolutionary nature of biotechnology underscores 
the need for effective policy responses. Current controls 
simply do not have the capacity to adequately regulate 
the technology and protect public health. As a result, 
advancements in biotechnology are dangerously 
outpacing legal controls and frameworks.15 
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In the last decade, biotechnology has become irrevers-
ibly digital. Every single major step, from research to 

development to manufacturing, from packaging to dis-
tribution, has been accelerated and improved by digital 
technologies. Most recently, this digitization has kicked 
off data science and artificial intelligence revolutions 
that are allowing us to discover new drugs and materials, 
produce materials in a more sustainable way, and even 
counteract climate threats at an unprecedented scale. But 
as innovation roars along,1 it is bringing with it rapid and 
significant changes to the threat landscape—changes that 
precious few across the public and private sectors are as 
yet examining and defending against.

Moreover, a new category of threats has emerged 
at the intersection of the digital and biological do-
mains – what might be called cyberbiosecurity. While 
the seedlings of this threat were present even before the 
COVID-19 pandemic, cyberbiosecurity issues were high-
lighted during the crisis as among the most critical, im-
mediate, pervasive, deniable, and affordable attack vec-
tors against bioeconomies around the world. It has now 
become a critical battleground, and potentially existen-
tial threat to the U.S. bioeconomy2 and that of its allies. 

CYBERBIOSECURITY, OR DIGITAL BIOSECURITY

In trying to define the unique properties of the cyberbi-
osecurity threat, we have witnessed a recurrent seman-
tic tiff that has detracted from the public sector’s ability 
to act against these threats. This has been true with the 
term “bioeconomy,” but also with the term at the heart 
of this article. The terms “cyberbiosecurity” and “digital 
biosecurity” can be used interchangeably, and are intend-

ed to point to the security implications arising from the 
convergence of the digital and biological fields. 

Cyberbiosecurity threats are defined as having a bio-
logical effect, either degrading or altering the biological 
function itself. In fact, the most devastating cyberbiose-
curity attacks are those that employ a cheap, accessible, 
deniable digital channel to erode the trust and integrity 
of the biological layer. For example, altering the digital 
records of a DNA sequencer to falsely indicate that the 
patient shows markers for a dangerous cancerous mu-
tation,3 or using artificial intelligence (AI) to discover 
novel biological threats or evade existing countermea-
sures,4 steal genomic data for identification or targeting 
of specific individuals, or even create disinformation 
campaigns targeting specific biological products.5

A troubling dynamic in both the public and private 
sector is the reduction of this threat to a cyber hygiene 
issue, therefore denying that it affects the integrity of bi-
ological processes themselves. In the public sector, this 
cultural divide is particularly strong, and has severely im-
peded the ability to address vulnerabilities and commit 
adequate resources to urgent cyberbiosecurity threats.

 
CATALYZING EVENTS

While cyberbiosecurity concerns have progressively 
grown in the last few decades, as the digital and biologi-
cal fields have increasingly intertwined, two events have 
marked major transitions in recent years.

In 2017, the NotPetya ransomware was unleashed on 
Ukrainian civil society by an unknown actor, though many 
have suggested that the attack bore the hallmarks of a Rus-
sian government-backed attack.6 The ransomware infect-
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When Organization Incident Impact Cost

Jun. 2017 Merck & Co. Ransomware Caused shortage of HPV vaccine $1.4 billion

Jan. 2020 Tissue Regenix Data breach 1 week downtime in  
manufacturing 22% stock price

Apr 2020 World Health Org. Data breach Internal data disclosed  
publicly Unknown

Sep 2020 Sputnik News Disinformation & 
Malware 

Targeted Oxford-AstraZeneca 
vaccine Unknown

Oct 2020 Dr Reddy’s Ransomware Several weeks, halted global 
operations Unknown

Dec 2020
EU Medicines 
Agency (EMA) Data Breach Pfizer regulatory filings stolen 

and misinformation Unknown

Feb 2021 Oxford University Equipment Quality assurance  
equipment modified Unknown

Mar 2021 Serum Inst. of India IP Theft Data stolen and other  
effects unknown Unknown

Spring 2021
North American 
Biomanufacturer Ransomware Indication of sophisticated actor >$3M + lost 

revenue

Jun 2022 Illumina Software 
vulnerabilities

Highest severity software  
vulnerability affects most  

prevalent DNA sequencers
Unknown

Jul 2022
Emerald Health 

Therapeutics Ransomware
Contract manufacturer affected, 

not directly the company.  
Company sold.

$19.3M raised

Jun 2023 Laronde Data integrity
Startup merged with other com-

pany from the venture capital 
firm

>$440M raised

Jul 2023 Evotec Ransomware Months of downtime, worldwide 
operations affected, data integrity 

>€10M IT costs + 
lost revenue

Oct 2023
23&Me  

(still active) Data Breach 6.9 million users affected, data 
leaked Unknown

Table 1. A non-exhaustive list of cyberbiosecurity issues that affected organizations in the bioeconomy and health sectors. It is difficult to 
determine the intent of attackers with precision, and in our experience, IP theft often precedes more disruptive and destructive attacks. 
Most, but not all, of the incidents listed are confirmed to be intentional attacks.

23

ISSUE 38

ed Merck & Co, an American company that happened to 
use the Ukrainian tax and accounting software M.E.Doc, 
which was used to spread the ransomware. The full extent 
of the damage only became clear in the years following the 
attack. In 2017, Merck initially claimed $135 million in lost 
revenue,7 only to raise its insurance claim to $1.4 billion in 

2018, citing the widespread impact on operations, includ-
ing halted production.8 Ultimately, the attack was linked 
to a shortage of Human Papilloma Virus (HPV) vaccine 
(Guardasil) in the U.S. Strategic National Stockpile.9 Mer-
ck & Co. is not believed to have been targeted or singled 
out as part of this attack, but instead was collateral damage. 
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The impact from this event was a wake-up call for 
leaders across the public and private sectors that a cyber-
attack’s collateral damage in Eastern Europe can lead to a 
shortage of vaccine in the U.S. Strategic National Stock-
pile. It demonstrated unequivocally that digital security 
has become an element of biological security and assur-
ance.

Subsequently, over the course of 2020, the COVID-19 
pandemic irreversibly changed the dynamics of the cy-
berbiosecurity threat. As SARS-CoV-2 started to spread, 
the race to develop and produce safe and efficacious vac-
cines became the absolute priority for nations around the 
world. Isolation, travel bans and quarantines all increased 
the pressure on remote, non-human means of stealing the 
coveted intellectual property for the vaccines. 

By this point, the field had been digitizing processes 
for over two decades, and none of the solutions that had 
been developed took into account adversarial actors of any 
kind. To this day, authentication and encryption are ex-
ceedingly rare – nor required – in the tools used across the 
biological field. The backbone that underpins all modern 
medicine, agriculture, livestock activity, novel material 
development, and bio-based climate mitigations is vulner-
able to simple cyberbiosecurity attacks.

It is imperative that leaders across the public and pri-
vate sectors recognize that the environment has changed. 
Digital technology is critical to biological technology, and 
it must be defended. Failing to protect it means we abdi-
cate our ability to produce safe and trustworthy medicines, 
and we jeopardize the continued economic growth of the 
U.S. bioeconomy.

NOTABLE ATTACKS

The Bioeconomy Information Sharing and Analysis 
Center (BIO-ISAC)10 has been tracking public incidents 
that have affected the bioeconomy internationally. We 
have seen attacks run the gamut, from rudimentary to so-
phisticated, from opportunistic to multi-year and strate-
gic, from anonymous to plausible public attribution. We 
have seen intellectual property theft, financially motivat-
ed activity (E.g.: Ransomware), destructive attacks with 
no apparent financial motive, mis/mal/disinformation, 
and multi-domain nation-state threats. This diversity of 
actors and types of attacks is a trenchant warning of how 
offenders have far outpaced any defensive activities.

ACTIONS TO BE TAKEN

Beyond the urgent defensive imperative, we must recog-
nize that tackling these threats also represents a unique 
opportunity for the U.S. to lead globally. It is an oppor-
tunity to share our belief that biological technologies are 
an engine for economic growth and a means for the in-
vention of life-saving medicines and materials. The U.S. 
can help allies defend against common adversaries who 
attack their biomedical and bioeconomy infrastructure – 
infrastructure critical to both their domestic production 
and continued U.S. innovation. Capitalizing on this op-
portunity will require greater public sector attention and 
strong partnership across the public-private divide.

Demand stronger security provisions from
instrument manufacturers

A significant contributing factor to the cyberbi-
osecurity threat has been the instrument man-
ufacturers’ lack of security provisions. These 
instruments are at the core of every single work-
flow, and their compromise means a product that 
cannot be trusted. While the FDA has recently 
updated its guidance regarding medical device 
cybersecurity,11 it affects only a portion of the 
devices at risk. For example, software and hard-
ware used to produce vaccines are not covered 
(e.g.: bioreactors, tangential filtration systems, 
liquid chromatographers, packer/fillers, etc.). 
At present device manufacturers are using this 
separation to deprioritize or to ignore vulner-
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abilities outright, even when they are disclosed 
responsibly to the vendor. In an effort to cut 
costs, vendors have also largely outsourced the 
development of key software and hardware com-
ponents, including to locations known to harbor 
adversary cyber activities and staff. There is an 
urgent need for requirements that will force ven-
dors to a) respond to responsible disclosures, b) 
fix critical issues within a reasonable timeframe, 
c) perform regular “red-teaming,” also known as 
“penetration testing,” of their software and hard-
ware infrastructure, and d) prohibit the develop-
ment of critical hardware and software systems 
in countries or with companies with known ties 
to adversary governments.

The BIO-ISAC has suggested that using mod-
ifications to the federal acquisition rules (FARs/DFARs) 
may be a proportionate way to push the industry toward 
greater security without creating undue regulatory bur-
den. However, if we do not act within a relatively short 
time (12 to 18 months), more drastic and sudden changes 
will become necessary to safeguard critical processes in 
the bioeconomy.

Regulatory landscape changes at FDA
The U.S. Food and Drug Administration (FDA) must 
build comprehensive cybersecurity expertise across its 
different centers. At present, the Center for Device and 
Radiological Health (CDRH) dominates the cybersecu-
rity conversation in the agency, focusing exclusively on 
medical devices. The Centers for Biological Evaluation 
and Research (CBER) and Drug Evaluation and Research 
(CDER) need to build cybersecurity expertise of their 
own, and do so with urgency. The plethora of attacks 
discussed above demonstrate that our ability to produce 
safe and efficacious drugs depends on the regulator de-
veloping much stronger and more broadly distributed 
cyberbio expertise.

Expand HHS efforts to tackle cyberbiosecurity issues
Efforts at the Administration for Strategic Preparedness 
and Response (ASPR) are making some progress towards 
a more coordinated and centralized resource to tack-
le cybersecurity issues at the Department of Health and 
Human Services (HHS).12 Strengthening and expanding 
these efforts to prioritize cyberbiosecurity is essential to 

the trust and integrity of processes across HHS. It is also 
critical that BARDA and FDA report into this central-
ized resource to minimize inconsistencies in enforce-
ment and prioritizations of threats. These discrepancies 
have been—and continue to be—a major hindrance to 
the fixing of vulnerabilities that have direct impact on 
the safety of the American public’s health data.

A whole of government assessment of cyberbiosecurity 
vulnerabilities

While the efforts at HHS ASPR are gathering steam, oth-
er U.S. government departments are virtually inactive on 
cyberbiosecurity. In particular, the Department of De-
fense and Department of Homeland Security need to act 
upon cyberbiosecurity threats that affect them.

With the signing of the National Defense Authoriza-
tion Act (NDAA) for financial year 2023, the DoD set out 
requirements that any biomanufacturing investments be 
accompanied with process security and assurance capa-
bilities, as well as cybersecurity protocols.13 Unfortunate-
ly, the department has not yet moved to meaningfully 
tackle cyberbiosecurity issues, leaving critical infrastruc-
ture and investments in biomanufacturing undefended. 
A $200 million funding announcement by the under-
secretary of research and evaluation aimed at biosecu-
rity and cyberbiosecurity threats14 seems to either have 
been diverted for other functions in biomanufacturing, 
or outright not deployed. There is an additional urgent 
need for the department to perform an in-depth assess-
ment of the vulnerabilities present at currently operat-
ing DoD laboratories. The current threat landscape is 
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such that a cyberbiosecurity incident could 
conceivably enable a false flag or similar 
scenario that would shatter the trust of the 
American public in the laboratories’ safety 
and transparency of their activities. While 
unsophisticated at the time, disinformation 
targeting some of these laboratories by U.S. 
adversaries was already uncovered during 
the pandemic.15

The Department of Homeland Security 
(DHS) does not currently designate the bio-
economy as a one of the critical infrastruc-
ture sectors on record. Following President 
Biden’s signing of Executive Order 14081 
in September 2022, entitled “Advancing 
Biotechnology and Biomanufacturing In-
novation for a Sustainable, Safe, and Secure 
American Bioeconomy,” debate has raged 
regarding the status of the bioeconomy as a 
critical infrastructure sector. Unfortunately, 
the reality is that parts of the “bioeconomy” 
are not currently protected by the existing 
definitions of critical infrastructure sectors 
such as the Health and Public Health, Food 
& Agriculture, Chemical, or Critical Manu-
facturing sectors. The DHS’ Cybersecurity 
and Infrastructure Agency (CISA) should, 
in collaboration with relevant sector risk 
management agencies, establish a cross-cutting “bio-
economy” pillar that will coordinate the alerts, actions, 
and public-private partnerships to defend more cohe-
sively. There have been around half a dozen threats in 
2023 alone where this lack of coordination either slowed 
down response or impeded it altogether.

Inter-agency exercises and planning
The most consequential and worrisome threats in cyber-
biosecurity exploit existing cultural and organizational 
seams. In March 2023, BIO-ISAC ran a tabletop exercise 
for senior government officials with the John Hopkins 
Applied Physics Laboratory (JHU APL), which illumi-
nated the urgent need to simulate incidents and practice 
response playbooks.16 The U.S. government should es-
tablish regular exercises that test the inter-agency pre-
paredness, coordination and response capability with 
particular focus on director-level coordination and part-
nerships across agencies.

ADAPT, OR PERISH

Today, we find ourselves at a crossroads for the bioecono-
my. Either we mobilize to defend it against cyberbiosecu-
rity threats, or we condemn ourselves to repeat the same 
mistakes that have left other critical sectors vulnerable to 
foreign influence and attack.17 Unfortunately, this threat 
is neither hypothetical nor far off in the future. The last 
few years have shown that attacks from nation states and 
cybercriminals alike are growing in number and sophis-
tication, with devastating effect. The continued growth 
of the U.S. bioeconomy depends on our ability to evolve 
along with the threat landscape. This necessary evolution 
requires strong partnership across the public-private di-
vide in order to prepare, share information, and protect 
public trust in these technologies. This challenge, how-
ever, is also an opportunity for the U.S. to work with its 
allies to create a more robust and prosperous bioeconomy 
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