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LETTER FROM THE EDITORS

Welcome to the December 2025 issue of AFPC’s Defense Dossier. Russia’s war against 
Ukraine has revealed how modern state competition is increasingly being waged through 
information, industry, and political coercion—often below the threshold of open conflict. 
The challenge for the United States and its allies is no longer whether Ukraine matters, but 
whether we are learning the right lessons from a conflict that spans continents, activates 
new domains, and increasingly blurs the traditional boundaries between peace and war.

This issue examines those lessons from multiple perspectives. We begin with Russia’s 
global ambitions, which persist despite material constraints, before exploring how Moscow 
weaponizes the information domain to erode Western cohesion. We then turn to the 
material foundations of modern warfare—how supply chains have become instruments of 
coercion and how Ukraine has transformed itself into a defense innovation laboratory under 
fire. The issue concludes with an analysis of NATO’s evolving mission as it confronts a 
spectrum of provocations calibrated to fracture unity without triggering collective defense.

Taken together, these essays argue that Ukraine is not only a battlefield, but a warning 
and an opportunity. The war has exposed vulnerabilities in Western institutions while 
demonstrating how adaptation and innovation can offset material disadvantage. Whether 
the United States and its allies absorb these lessons—or continue to rely on outdated 
assumptions—will help determine the global balance of power in the years ahead.

All the best,

Ilan Berman
Chief Editor

Richard M. Harrison
Managing Editor
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Russia’s aggression against Ukraine has become a 
global war against the West. Yet, in their analysis 

of the conflict, virtually all the experts emphasize the 
constraints on Russian power projection. How, then, to 
reconcile the Kremlin’s efforts global power projection 
with the very real limits that are now placed upon Rus-
sian capabilities? 

AN INTERNATIONAL FOOTPRINT
In Asia, Russia has forged an alliance with China, with-
out whose help it simply could not continue to prose-
cute this war.1 In return, it is supporting China’s mili-
tary machine in a manner of ways (including by training 
Chinese airborne forces for future assaults on Taiwan.)2  
Along with Chinese air and naval forces, Russia now 
regularly conducts military probes (i.e., submarine re-
connaissance and aerial overflights) of Japan, South 
Korea, and the Pacific Arctic, Alaska and the Aleutian 
Islands. The Kremlin has also signed a formal defense 
alliance with North Korea, without whose help its 
warmaking capabilities would be severely diminished. 
In return, it has rewarded Pyongyang with economic, 
diplomatic, and military support to the point of sending 
it nuclear submarine technologies.3 Finally, in East and 
South Asia, Russia’s aggression is being fueled by Indian 
and Chinese purchases of oil and gas.  

In the Middle East, Moscow has parlayed its part-
nership with Tehran into meaningful Iranian assistance 
in the form of supplies of thousands of drones, as well as 
help in building an indigenous capability to build more 
of the same. In return, Russia is believed to have provid-
ed material support in the forms of weapons or technol-
ogies for Iran’s military and its nuclear program.4 This 
help, moreover, has trickled down to Iranian proxies, 
with terrorist groups like Yemen’s Houthis receiving 
Russian weapons and intelligence support.5 

In Europe, the situation is even worse. Moscow was 

waging a non-kinetic war throughout the continent for 
at least a generation before its current claims of Europe-
an aggression. And that practice has continued.6 Apart 
from continental-wide attacks on infrastructure, Mos-
cow is carrying out assassinations, arsons, attempting 
to blow up civilian airline flights in mid-air, recruiting 
organized and individual criminals to execute these at-
tacks, spending billions to subsidize pro-Russian media, 
politicians, and parties, using energy blackmail, and in-
fluence operations to bring pro-Russian parties to power 
and disrupt if not reverse the continuing trend towards 
European integration.

In Africa and South America, the so-called “Global 
South,” Russia utilizes many of the same instruments to 
powerful effect. Indeed, some observers attribute Russia’s 
spreading influence in Africa, particularly in the Sahel 
and Southern Africa, to its long-running informational 
campaigns there.7 In the Sahel, Moscow has also gained 
leverage through its willingness to support local dicta-
torships against Islamic terrorist threats—first via the 
(ostensibly private) Wagner Group and now through its 
openly state-controlled Africa Corps. In return, Russia 
has gained valuable control over mining and raw materi-
als in these countries—resources that enrich the Russian 
state and help bankroll its war machine. The ultimate 
prize here, though, are naval and/or air bases from which 
Russia can expand its influence over local politics, posi-
tion itself as a global great power, and challenge NATO 
and U.S. power projection and fleets.8 Those same cam-
paigns are equally ubiquitous across Latin America, and 
aim to establish lasting influence over the politics and 
economics of Latin American states. 

RUSSIA’S IDEOLOGY OF WARFARE
Yet despite these global ambitions and the scope of Rus-
sian power, most observers tend to denigrate or belittle 
Russia’s capabilities. Admittedly, these are significantly 
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constrained as a result of Western pressure. Yet Russia’s 
record of power projection is still quite impressive. One 
way to understand the apparent disparity between re-
source constraints and global capacity is to grasp Russia’s 
ideology of warfare. 

First Russia has undergone a counter-revolution that 
has restored the patrimonial Muscovite autocracy with 
a service state headed by a Tsar, Vladimir Putin, who 
towers over his Boyar entourage. This service state—in 
which rank, status, and property are held on condition 
of loyalty and state service—has also become more re-
pressive, and is entwined with a neo-Tsarist ideology of 
autocracy, orthodoxy, and Russian nationality. This sys-
tem’s motor is its economic-political internal colonial-
ism and the ideology that has arisen around it.9 At the 
same time, it has gravitated to the idea that it possesses 
a unique, and holy, civilizational identity. This ideology 
derives from Russian reactionary thinking of the XIX 
-XXI centuries, including Russian Eurasianism.10 This 
ideology attributes to Russia a primordial and divinely 
ascribed status as a holy empire that must be reacquired 
in order for the state to survive.

Since empire is the fundamental corollary of autocra-
cy and intrinsically denotes the diminished sovereignty 
of all neighboring territories and states, Russia’s unceas-
ing quest to regain (and force others to acknowledge) 
its imperial and global great power status presupposes 
constant war with all its interlocutors. Yet, as its rulers 
fully grasp, Russia remains comparatively backward in 
the sinews of war, e.g. economics and military capabil-
ities except for manpower. Therefore, the current Rus-
sian government necessarily employs every conceivable 
instrument of war, as did its Soviet predecessor, to un-

hinge, derange, and 
destabilize govern-
ments in Europe, 
North and South 
America, and Asia. 
This should come 
as no surprise, 
since Russia’s cur-
rent leadership rep-
resents either KGB 
veterans or their 
biological and ideo-
logical heirs.  

From its incep-
tion, Putin’s Russia 

was forged in war—first against the Chechens and then 
increasingly against the West.  Since his mission, as many 
have attested, is to “regather Russian lands,” it is no sur-
prise that Russia under Putin has swung decisively to the 
embrace of an imperial ideology. Tactically too, Russian 
policy has moved steadily and with increasingly open co-
erciveness to subordinate the Caucasus, Central Asia and 
Belarus to the greatest degree possible.11

Since the concept of empire inherently presuppos-
es the ever-present use of force, it is to be expected that 
Russian security policy originates from the presupposi-
tion of conflict. Even when they are consciously lying, 
Russian spokesmen fully believe that Russia is constantly 
under siege, if not under actual threat of attack and even 
extinction.12  

Furthermore, because they believe in this threat, 
preservation of the governing system becomes inextri-
cably linked to the restoration of empire. Catherine the 
Great reportedly declared in her day that she had no way 
to preserve her frontiers other than to expand them. 
That opinion holds true today. 

THE PARAMETERS OF WAR
On this basis, we can see how Russia—in spite of all of 
its present problems—can nonetheless represent a global 
challenge. Since Russia’s strategic borders, as presented 
in official statements (rather than reality or international 
law), impinge on Europe, Central, and Northeast Asia, 
and the greater Middle East, it consistently demands a 
voice in those regions—whether or not such status is 
warranted.

Russia’s unceasing quest to regain (and force 

others to acknowledge) its imperial and global 

great power status presupposes constant war with 

all its interlocutors.“
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Third, the nature of 
the state allows it to pos-
it itself simultaneously as 
aggressor and victim, as 
colonizer and colonized. 
And it permits it to as-
sert itself, via incessant 
propaganda, as the leader 
of a great cause, notwith-
standing the venality of 
its motives. 

Fourth, since its lead-
ers can never be satisfied 
with their gains, Russia 
has long since globalized 
its interests and capabil-
ities. Since 1917, its mil-
itary thinking and state 
behavior, often manifested through proxies like the Co-
mintern, Wagner, and its current network of Eurasian 
proxies, has developed previously unimagined instru-
ments of power that extend the Kremlin’s capabilities 
and promote its interests abroad. These manifestations 
can be seen today in the so-called hybrid attacks plagu-
ing Europe, and in Russia’s reinvigorated weaponiza-
tion of disinformation and false narratives to change 
global perceptions about itself and its objectives. 

The innovative nature of Russian thinking concern-
ing war and peace enable it to punch above its weight 
globally. Russia is generating new sources and methods 
of power, and thereby greatly expanding the terms of 
reference for contemporary warfare. To the degree that 
we continue to, discount, overlook, and ignore Russia’s 
capabilities and the ideology underpinning them, we 
will continue to be surprised when Moscow behaves 
in unpredictable ways. That, in turn, is precisely what 
Moscow wants. 
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The Informational Front in Russia’s War

Ivana Stradner

While policymakers in Washington and Europe-
an capitals tend to debate troop movements and 

sanctions, focusing on conventional kinetic warfighting 
techniques, the Kremlin is busy waging a non-kinetic 
information war against the West. Russia’s theoretical 
framework positions information warfare as one of the 
key domains of future conflict, with prominent military 
leaders and theorists projecting a “sixth generation” of 
“non-contact” warfare where conflicts "will be resolved… 
primarily by taking advantage of information superiori-
ty."1 In this new domain of warfare, the strategic objec-
tive is not battlefield dominance, but rather degrading 
adversary decision-making, controlling perceptions, and 
eroding institutional and societal cohesion before kinetic 
engagement even begins. 

The United States, in turn, needs to recognize infor-
mation warfare as the threat it is. Countering it requires 
the same urgency as do responses to military threats, 
because in the Kremlin's conception of warfare, they are 
one and the same.

THE EVOLUTION OF RUSSIA’S 
INFLUENCE OPERATIONS

The Russian Ministry of Defense defines information 
warfare as a confrontation "between two or more States 
in the information space with the purpose of inflicting 
damage to information systems, processes and resources, 
critical and other structures, undermining the political, 
economic, and social systems, a massive psychological 
manipulation of the population to destabilize the society, 
as well as coercing the state to take decisions for the ben-
efit of the opposing force."2 The Kremlin has developed 
several techniques for influencing adversaries, which it 
has updated from the Cold War to the contemporary in-
formation environment. 
 

Reflexive control—Reflexive control is a Soviet concept 
from the 1950s. A key psychological component of in-
formation warfare, it exploits information to shape an 
adversary’s decision-making process.3 To make the in-
formation most effective, the Kremlin identifies and 
exploits existing vulnerabilities in the target society. 
Moscow then floods the information environment with 
related moral arguments and psychological pressures. 

Active measures—Active measures (aktivnye meropriyati-

ya) are the offensive operations through which reflexive 
control is executed. The concept encompasses disinfor-
mation, deception, sabotage, and espionage, and is insti-
tutionalized through networks of agents of influence and 
centralized military command structures.4

The Kremlin has operationalized these tools to conduct 
an array of disruptive information operations across Eu-
rope. 

REDEFINING UKRAINE
Most visibly, the Kremlin has intensified its informa-
tion campaigns surrounding Ukraine to justify its inva-
sion and continued aggression.5 Analysis of more than 
130,000 messages across major platforms in 2023 iden-
tified 86 incidents involving 462 Russia-affiliated sourc-
es and 223 detected bots, some of which impersonated 
Ukrainian outlets.6 In occupied Ukrainian territories, se-
vere water shortages are forcing residents to queue for 
hours while Kremlin disinformation places blame on the 
“evil and aggressive West.”7 The Kremlin has even wea-
ponized climate policy to attempt to evade blame for the 
war, framing the EU's Green Deal as "green tyranny" to 
protect its fossil fuel-dependent war economy.8

European NGO EUvsDisinfo identifies “Nazi 
Ukraine” and “lost sovereignty” as the two most domi-

7
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nant Kremlin information campaign narratives.9 This 
narrative exploits historic collective memory to achieve 
psychological control, portraying Kyiv as a proponent of 
Nazism and a puppet of the West to justify the Krem-
lin’s illegal invasion. Another prominent narrative links 
Ukrainian President Volodymyr Zelenskyy to corruption 
and alleges Ukraine resells the weapons it has received 
from the West. In April 2025, the Kremlin flooded 
Ukraine’s information environment with fake AI-gen-
erated TikTok videos portraying "ordinary Ukraini-
ans" promoting opposition to mobilization and blaming 
Ukraine for the inability to reach a peace agreement.10 
The Russian Ministry of Foreign Affairs also claimed 
Ukraine was building "dirty bombs” and alleged the U.S. 
shipped toxic chemicals to Ukraine in an effort to ham-
per continued U.S. aid to Ukraine and cast doubts around 
Zelenskyy’s administration.11

WEAPONIZING RELIGION
The Orthodox Church represents another important 
messaging device. Russian information operations rou-
tinely fuse religion with politics, and for good historical 
reason.12 After 1943, the leadership of the Russian Ortho-
dox Church consisted almost entirely of agents or collab-
orators of the state security services, thereby providing 
ideological cover and religious sanction to the USSR’s 
policies. That bond still persists, with Russian President 
Vladimir Putin exploiting the credibility of the Church to 
justify his illegal actions, portraying Moscow as a pillar of 
traditional, moral and spiritual values.

Russia’s National Security Strategy defines traditional 
values as "life, dignity, human rights and freedoms, pa-
triotism, civic consciousness, service to the Fatherland 

and responsibility for its fate, high moral 
ideals, strong family, constructive work, 
prioritizing the spiritual over the materi-
alistic, humanism, mercy, justice, collec-
tivism, mutual aid and respect, historical 
memory and continuity across genera-
tions, [and] unity of the nations of Rus-
sia."13 Mirroring this, Russia’s 2023 For-
eign Policy Concept prioritizes actions 
aimed at "countering the falsification of 
history” and "the incitement of hatred 
against Russia.”14 Russia’s Defense Min-
istry, for its part, links “upholding and 

preserving traditional values” as key to the “protection of 
our sovereignty.”15

Domestically, Putin has used the Church’s values to 
maintain censorship and control over the media space. 
Back in 2012, his government faced the largest protests 
since the fall of the Soviet Union. A large part of the suc-
cess of these protests was their organization via social 
media.16 In response, Putin enacted myriad internet cen-
sorship laws under the guise of protecting citizens from 
outside influence harmful to Russia’s traditional, spiritu-
al, and moral values.17 In discussing such laws, Russian 
Foreign Minister Sergei Lavrov emphasized the need to 
quell the West’s “destructive neoliberal attitudes” that 
cause “serious damage to people’s moral health.”18

Putin likewise exploits the Church’s reach to main-
tain geopolitical influence, claiming efforts to violate the 
sovereignty of European states represent an attempt to 
reunify the former Orthodox Russian Empire. Accord-
ing to Alexey Drobinin, Director of the Foreign Policy 
Planning Department of the Russian Foreign Ministry, 
the West distorts human rights concepts to “interfere in 
the internal affairs of other countries,” culminating in a 
“long list of ‘colour revolutions.”19 In 2014, Putin justified 
his annexation of Crimea in this fashion, claiming the re-
gion needed to be protected from attempts to “deprive 
Russians of their historical memory.”20 And in Spring 
2022, Putin launched his full-scale invasion of Ukraine 
under the religious guise of protecting traditional spiri-
tual values; he framed the war as a defensive reaction to 
the West’s efforts “to destroy our traditional values and 
force on us their false values that would erode us.”21 Pa-
triarch Kirill has repeatedly endorsed the war, blessing 
crosses for “war heroes” and casting the Ukraine inva-

“
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sion as "holy struggle" against the “satanic” 
West’s attempts to attack traditional values 
and Russian Orthodoxy.22 

NUCLEAR BLUSTER
Beyond A March 2025 report from the 
Office of the Director of National Intelli-
gence (ODNI) warned of the "catastrophic 
damage" that Russian nuclear forces could 
inflict on the United States.23 Putin, for 
his part, is all too aware of Washington’s 
intense fear of nuclear escalation. Since 
the start of Russia’s full-scale invasion of 
Ukraine in 2022, the Kremlin has relied on 
nuclear threats to instill fear and manipulate Ukraine's 
western allies to enact a policy of self-deterrence.24 Al-
though Russia has no rational incentive to conduct a nu-
clear strike, this cognitive manipulation does not rely on 
strategic reality; instead, it uses fear-inducing rhetoric to 
muddy the information waters. Through this environ-
ment of uncertainty, Putin can then bend key Western 
decision-makers to his will.  

In February 2022, Russia placed its nuclear forces on 
high alert. Putin's subsequent, September 2022 warnings 
prompted Washington to publicly suggest a future "Ar-
mageddon,” amplifying the fear that Russia sought to in-
still in U.S. leaders and citizens. This campaign resulted in 
the U.S. withholding long-range missiles from Ukraine, 
a move that aligned with the Kremlin’s agenda.25 Rus-
sia reinforced its pressure by moving tactical warheads 
to Belarus in 2023 and revising its nuclear doctrine to 
lower the threshold for nuclear retaliation. Yet, despite 
three years of threats, no nuclear action has occurred, re-
flecting the hollowness that reflexive control depends on 
concealing.26

ENGAGING THE GLOBAL SOUTH
At the same time, Russia is influencing the “Global 
South” through the BRICS organization. TV BRICS, 
headquartered in Moscow and linked to sanctioned en-
tities, broadcasts in six languages and claims to reach 1.5 
billion people through 100+ media partners.27 TV BRICS 
facilitates information laundering, where state media is 
disseminated through local outlets under the facade of 
cooperation.28 Most recently, TV BRICS has partnered 
with Prasar Bharati, India's largest media broadcaster.29 

Mexico is a prominent case in point. Russia maintains 85 
diplomats in Mexico, and SVR/GRU officers are known 
to use tourist resorts for covert exchanges.30 At Mexi-
co's National Autonomous University, Kremlin-affiliat-
ed media representatives have gained growing presence 
since 2022, with RT participating in panels on fake news 
and media manipulation.31

ELECTION INTERFERENCE
In September 2024, the U.S. Justice Department charged 
two employees of Russia’s state-backed RT in connection 
with the transfer of $10 million to a Tennessee-based 
media startup.32 U.S. officials accused these individuals 
of money laundering and failing to register as foreign 
agents, but their case revealed a wider threat: the contin-
ued efforts of Russia and other U.S. adversaries to poison 
the U.S. information environment. Prior presidential 
election cycles, in 2016 and 2020, saw similar attempts by 
Russia and other actors to introduce disinformation into 
the media diets of Americans.33

Russia has also meddled in elections abroad, seeking 
to elect Kremlin-aligned officials. For instance, Roma-
nia annulled its November 2024 presidential election af-
ter determining Russian interference compromised the 
vote.34 Moldova faced similar campaigns, and Georgia's 
ruling Georgian Dream party has been linked to Russian 
influence operations.35

TAKING THE OFFENSE
Since 2016, the United States has taken some steps to 
protect its domestic information space. U.S. Cyber Com-
mand has targeted Russian trolls and hackers to deter 
them from threatening U.S. elections.36 U.S. intelligence 
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officials have worked to publicly expose foreign influ-
ence operations and the U.S. government has sanctioned 
individuals and media outlets involved in these malign 
activities.37 Unfortunately, such efforts are typically un-
coordinated and organizationally stunted. Furthermore, 
the U.S. typically waits to be attacked, then approaches 
combatting information operations on the defensive. In-
stead, the U.S. needs to adopt a proactive approach. 

Historically, the U.S. has gone on the offensive 
during periods of heightened concern regarding na-
tional security. During the Cold War, the U.S. success-
fully ran offensive information operations through the 
inter-agency Active Measures Working Group and the 
State Department’s U.S. Information Agency.38 Through 
these mechanisms, the U.S. influenced those living in the 
Soviet Union and across the globe with music, art, and 
literature lauding American culture and quality of life. 
The U.S. further amplified its campaigns through net-
works like the Voice of America and Radio Free Europe/

Radio Liberty.39 By allowing foreign publics to see the ap-
parent lies in Soviet information, and to decide for them-
selves which narrative they preferred, the U.S. was able 
to successfully shift public support toward the West. 

That experience is relevant today. Although recent 
months have seen governmental efforts to dismantle 
much of it, the U.S. still has an arsenal of tools that it can 
harness to fight back against Putin’s information warfare 
and target Russia’s command and control in the informa-
tion space. It should do so without delay. 
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Supply Chains and Security: Lessons from the Ukrainian Front 

In December 2024, Oleksandr Yakovenko, founder of 
TAF Drones, was finalizing negotiations to purchase 

100,000 FPV (first person view) drone motors from a 
Chinese factory. But before Yakovenko could close the 
deal, Russian buyers acquired the factory outright. In a 
similar story, Oleksii Babenko of Vyriy Drone watched 
his Chinese motor supplier suddenly regain the capacity 
to sell to them once again—but only after rival Russian 
buyers went elsewhere.1  

These episodes tell a larger story. To casual observers, 
China may appear to have remained relatively “neutral” 
in the Russia-Ukraine war. Indeed, Beijing speaks of ter-
ritorial integrity and the UN Charter, while emphasizing 
Russia’s “legitimate security concerns.”2 And while the 
PRC provides immense industrial capacity to Russia’s war 
machine, Ukrainian drone companies buy their motors 
and magnets from China, too. 

But this apparent evenhandedness obscures a delib-
erate strategy. China’s control of nearly the entire drone 
component supply chain gives it immense leverage—
leverage that Beijing deploys without hesitation. Denying 
Ukraine access to critical components, imposing export 
restrictions that triple prices, allowing Russia to localize 
supply lines while constricting Ukraine’s: these are policy 
choices that directly impact the battlefield, and show Chi-
na’s hand in tipping the geopolitical scales.

World War II was won by Allied industrial might—
what FDR called the Arsenal of Democracy. The war in 
Ukraine is likewise a war of industrial scale. But this time, 
the Allies are on the back foot. We’ve abandoned military 
industrial doctrine, while our adversaries have perfected 
it. America’s greatest victories have come when the U.S. 
treated industrial capacity as the weapon system it is. It’s 
time to reindustrialize once again.

INDUSTRIAL POLICY AS WARFARE 
Watching Russia operate is a lesson in how industrial 
military doctrine works in practice: the systematic use 
of state power to shape supply chains and production 
as instruments of war. Acquiring factories, relocating 
production lines, and establishing exclusive supply 
relationships. When Russian buyers purchased the 
Chinese motor factory that TAF Drones was nego-
tiating with, they executed a state-backed strategy 
with clear military objectives: deny adversaries access 
while building domestic capacity.

The United States cannot replicate this approach 
directly. China won't sell strategic capacity to Wash-
ington the way it does to Moscow. But the doctrinal 
lesson remains: adversaries treat supply chains as a 
battlespace requiring state resources and strategic 
planning. Western responses, meanwhile, remain re-
active and commercial.

Consider the contrast: Russia spends an estimat-
ed $145 billion annually on defense, with significant 
portions directed toward industrial base expansion.3  
Europe's Defence Fund, meanwhile, allocates €7.3 
billion for the entire continent over the span of six 
years.4 When China imposed export controls in Sep-
tember 2024, Ukrainian firms were forced to adapt 
by diversifying suppliers, accelerating domestic pro-
duction, and substituting vulnerable components. 
Similarly, when it was discovered in 2022 that there 
was a Chinese component in the F-35, the Pentagon 
was forced to issue a waiver allowing continued Chi-
nese magnet use while scrambling to fund domestic 
alternatives—a process that has taken years. For the 
most advanced fighter program in history, costing 
$1.7 trillion, the United States didn’t have full supply 
chain visibility. 
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The path forward doesn't necessarily require 
matching Russian tactics. But it does require 
adopting the same seriousness as Russia regard-
ing industrial capacity. Rather than waiting for 
market forces to diversify supply chains, NATO 
should be deploying state resources to cultivate 
allied production: subsidizing component facto-
ries in partner nations, licensing technology to 
accelerate localization, and establishing long-
term contracts that justify private investment in 
strategic capacity. Ukraine's existing production 
base, meanwhile, offers a fast track to this sort of 
diversification.

RUSSIAN INDUSTRIAL WARFARE 
IN ACTION 

Moscow’s military industrial doctrine is clear: 
deploy state resources to capture supply chains, 
while denying adversaries access to critical ma-
terials and assembly lines. One of Russia’s largest 
manufacturers reportedly imported $577 million 
in parts from China between 2023 and 2025.5 In August 
of 2025, China’s exports of lithium-ion batteries to Russia 
stood at $47 million. Their exports of lithium-ion batter-
ies to Ukraine, meanwhile, were a mere $11 million.6

But Russia’s real strategy rests on acquisition and de-
nial. Russia operates with state backing and can absorb 
higher costs, longer timelines, and supplier consolidation. 
Ukrainian manufacturers report Russian buyers routinely 
outbidding them for entire production runs, or even pur-
chasing complete assembly lines for relocation to Russia.7 
Russia, in other words, is running an industrial-scale de-
nial operation to weaken and disrupt the Ukrainian de-
fense industrial base. 

As a result, Ukrainian firms are forced to compete in 
fragmented commercial markets, where every export re-
striction translates into weeks of delay and a doubling of 
prices. Meanwhile, in exchange for components, Moscow 
transfers advanced military technology to China, includ-
ing submarine operations, stealth aeronautical design, and 
missile capabilities—technology that Moscow had previ-
ously been reluctant to share.8 The partnership deepens 
China's defense capabilities while weakening Ukraine's 
industrial base through systematic supply chain denial.

TOWARD A UKRAINIAN 
ARSENAL OF DEMOCRACY

Ukraine’s wartime drone industry is unprecedented. It 
surged from just a handful of producers at the outset of 
the war in 2022 to more than 500 in 2024, and now pro-
duces millions of systems annually.9 It is also increasingly 
self-sufficient; from 99% import dependence in 2022—
when perhaps only a few thousand drones were produced 
domestically—Ukraine now boasts roughly 95% of sys-
tems assembled inside the country.10 This represents an 
industrial renaissance that rivals the freedom’s forge of 
old. 

As a result, Ukraine is well positioned to serve as the 
arsenal of Europe. It has the best experience in scaling a 
defense industrial base, it produces equipment at unri-
valed levels and is the absolute best bet for Western na-
tions that want to outcompete China, Russia, and Iran 
and stock their arsenals fast enough to potentially defend 
themselves from a larger Russian onslaught or to defend 
Taiwan from Chinese aggression. Ukrainian IP, know-
how, and particularly its feedback and R&D loop make 
the country a very attractive armory.

Ukraine is also actively working on localization. Over 
70% of Ukrainian manufacturers say that they want to 
move away from Chinese components, and the number 
of Ukrainian-based components manufacturers is steadily 

”



Source: Lawrence Livermore National Laboratory - SBI Technology Overview 
Briefing 2001, by Dr. Arno G. Ledebuhr
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”
increasing.11 But what’s important to understand now is 
that if the United States wants a self-sufficient Europe-
an defense industry, a diversified supply chain, and less of 
dependence (by itself or its allies) on China, it should be 
making real, up-front investments in securing the drone 
supply chain all the way down to the components level. 

Rebuilding the West’s industrial military doctrine re-
quires several shifts:

Secure component chokepoints through direct investment now, 

and fund immediate capacity expansion. This involves li-
censing magnet production technology, subsidizing bat-
tery cell factories in allied nations, and establishing redun-
dant supply chains. The CHIPS Act model should extend 
beyond semiconductors to other component categories 
where adversaries hold monopolistic positions.

Consider a joint program with Ukraine by supporting them 

in acquiring components as a complement to complete drones. 

Ukrainian manufacturers can integrate such components 
(including video transmitters, antennas, motors, nav-
igation modules) into battle-tested designs faster than 
Western contractors can deliver finished systems. This 
approach stimulates Ukraine's defense industry, sustains 
the military R&D workshops that drive rapid iteration, 
and ensures steady component flows for the exchange 
networks that accelerate battlefield adaptation. Ukrainian 
military R&D workshops consume hundreds of thou-
sands of these components daily, providing the steady de-
mand and persistent usage patterns that justify scaled-up 
production.

Integrate Ukraine's existing produc-

tion base into NATO procurement 

systematically. Ukrainian firms 
already operate at wartime scale 
with battle-tested designs and 
rapid iteration capacity. Each 
Ukrainian-made motor, sensor, 
or avionics package adopted by 
Alliance members reduces col-
lective dependence on Chinese 
suppliers. Ukrainian component 
manufacturers consistently cite 
lack of guaranteed contracts as the 

primary barrier to scaling production, even when man-
ufacturing capacity exists. Changing this state of affairs 
requires structured support, including the fast-tracking 
of certifications, guaranteed procurement volumes that 
justify factory expansion, and technology transfers that 
accelerate component localization.

Treat supply chain warfare as actual warfare. When Rus-
sian buyers acquire Chinese factories to deny Ukrainian 
access, that constitutes military operations conducted 
through commercial channels. When China imposes 
export controls that triple component prices overnight, 
that represents economic coercion with battlefield intent. 
Western responses should deploy state resources accord-
ingly: counter-acquisitions, export financing for allied 
suppliers, and secondary sanctions on entities enabling 
adversary supply chain capture.

Western policymakers face a choice with narrowing time 
horizons. Europe's rare earth alternatives won't mature 
until 2030. Ukraine's component dependencies persist 
despite rapid localization. Russia continues executing 
industrial denial operations backed by state resources. 
Every month of inaction allows adversary supply chain 
advantages to harden into permanent strategic exposure. 
But the solutions are specific and achievable, provided we 
decide to take the supply chain security threat seriously.

When Russian buyers purchased the 

Chinese motor factory that TAF Drones 

was negotiating with, they executed a 

state-backed strategy with clear military 

objectives: deny adversaries access while 

building domestic capacity.“
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Ukraine and the Making of a Defense Innovation Industry

Anna Harvey

When Russian President Vladimir Putin launched 
his full-scale invasion on February 24, 2022, he 

expected to topple the Ukrainian government swiftly and 
with little opposition from its people. Instead, the Russian 
military met fierce resistance, both from the professional 
Ukrainian military and from the country’s civilians, who 
formed territorial defense units, provided intelligence to 
authorities, and resisted the invading force in individual 
acts of bravery.1

Since the initial days of the invasion, Ukraine’s armed 
forces have continued to battle back against larger Russian 
military through asymmetric solutions and technological 
ingenuity. Ukrainian military units independently 
innovated existing drone technologies and tactics in 
new combat conditions, and Ukrainian engineers and 
military enterprises stepped up to design, field, and scale 
new unmanned systems. The Ukrainian government, 
meanwhile, has sought to cut bureaucratic red tape 
in the research and development process, accelerate 
procurement timelines, increase communication between 
engineers and frontline warfighters, and increase joint 
agreements with foreign producers to facilitate defense 
cooperation with and testing within Ukraine. The 
country’s Brave1 initiative has further allowed foreign 
defense companies to collaborate with Ukrainian defense 
firms to test weapons systems in battle conditions and to 
receive immediate feedback on their effectiveness. 

In the process, Ukraine has become a vital testing 
ground for both domestically produced and foreign 
weapons systems, especially unmanned systems (UAS) 
and counter-UAS technologies. The United States, in 
turn, needs to leverage the opportunity to learn from the 
Ukrainian military and integrate improvements into its 
own military.

THE EVOLUTION OF THE UKRAINIAN
DEFENSE INDUSTRY

Following the collapse of the USSR in 1991, Ukraine 
inherited approximately thirty percent of the Soviet arms 
industry, including production capacity and research and 
development facilities.2 However, in the immediate post-
Soviet era, Ukraine’s defense industry was still deeply 
integrated with Russia’s, relying on Russian supply 
chains for production and research partnerships for 
innovation.3 Additionally, Ukraine exported the majority 
of its inventory without investing in modernization, 
limiting production capacity and stymying innovation.4 

This left the Ukrainian defense industry, despite its 
substantial size, weak and reliant on foreign partnerships 
and purchasers. 

Fast forward to 2014, and Kyiv faced the task of 
rapidly disentangling its defense industry from that of 
Russia after the latter’s annexation of Crimea and support 
for separatists in eastern Ukraine.5 To do so, Ukraine had 
to rapidly diversify its international procurement and 
ramp up domestic manufacturing.6 The country further 
banned defense cooperation with Russia and focused 
on indigenizing production through its state-owned 
defense conglomerate, Ukroboronprom. But on the whole, 
between 2014 and 2022, the state-backed revival of this 
industry was inefficient and impaired by both corruption 
and bureaucracy.7 

During this time, Ukraine and Russia both used 
drones, albeit predominantly for reconnaissance and 
surveillance.8 The most common drone used in Ukraine 
between 2014 and 2022 was the Chinese DJI Mavic.9 

However, its high cost prohibited widespread usage, and 
prompted Ukrainian manufacturers to begin developing 
Ukrainian-designed and -manufactured unmanned 
systems. The Ukrainian government began contracting 
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Ukrainian drone companies to develop 
systems for use on the frontline, and 
drone engineers introduced domestically 
tested and developed drones to the 
Ukrainian Armed Forces in 2015.10 
Between 2014 and 2022, private 
Ukrainian defense companies developed 
close relationships with the military.11 
These private companies were often 
founded by veterans and engineers, 
were smaller and more agile than 
Ukroboronprom, and focused on emerging 
technologies, including unmanned 
systems.12 Ukrainian manufacturers 
initially prioritized low-cost first-
person-view (FPV) quadcopter drones as 
sustainable systems to counter Russian-
backed separatists in eastern Ukraine. By 
2024, Ukraine had developed a domestic 
analogue to the DJI Mavic, known as the 
“Shmavik,” which better resisted combat 
damage and electronic warfare.13

UKRAINE’S DRONE INDUSTRY FACES 
THE FULL-SCALE INVASION

When the full-scale invasion began in February of 2022, 
the Ukrainian defense industry was initially unprepared 
to meet the needs of the Ukrainian military. But it 
grew rapidly thereafter.14 Officials in Kyiv immediately 
grasped the need to bolster Ukraine’s drone capabilities 
in order to counter Russia’s superiority in manpower and 
traditional systems, including mechanized vehicles and 
aircraft, as well as to provide frontline reconnaissance 
support.15

The result was notable. In February 2022, there 
were only a handful of unmanned systems companies in 
Ukraine, but by April 2025 there were over 500 with more 
than 1,100 individual products. And such firms continue 
to emerge; over 200 new munitions companies have been 
established since the start of the full-scale invasion.16  In 
the process, drones became the primary strike asset of the 
Ukrainian military, helping to compensate for artillery 
shell shortages and limited air defense systems.17 

By 2023, Ukrainian President Volodymyr Zelenskyy 
introduced a wartime economic model to direct 
government resources toward defense, including through 
a “military-tech cluster” initiative that incentivizes joint 

ventures, technology transfer between the military 
and IT companies, and public-private collaboration.18 

Ukraine also introduced significant tax incentives to 
encourage growth among defense start-ups.19 In May 
2023, Ukraine’s legislature, the Verkhovna Rada, voted 
to exempt domestic drone producers from customs 
duties and valued-added tax (VAT) in order to lower 
the production costs shouldered by defense companies.20  
(Two years later, the Rada endorsed bills to provide tax 
and customs breaks for fiber-optic drone manufacturers, 
as well—an indicator that the Ukrainian government 
remains committed to lowering costs for drone producers 
as new technologies emerge.21)

However, economic incentives and low barriers to 
entry are not the only factors driving the rapid growth 
and remarkable success of the Ukrainian drone sector. 
The country has created a defense industry that is able to 
respond within weeks to emerging Russian technologies. 
It does so by conducting research and development rapidly 
and in communication with frontline warfighters, who 
test innovations and provide feedback to rear engineers.22  
In other words, Ukraine has created an environment in 
which frontline warfighters play the role of forward-
deployed engineers.23

This has been made possible by developing a bottom-
up defense innovation cycle and fostering immediate 
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”
communication between frontline warfighters and 
suppliers. To that end, Ukraine introduced an official 
military-wide app, dubbed Army+, that is integrated 
with the DOT-Chain online weapons marketplace 
and which allows Ukrainian units to purchase needed 
materiel directly from suppliers, thereby cutting out 
lengthy procurement timelines and bureaucratic 
bottlenecks.24 The DOT-Chain initiative reportedly 
delivered 17,000 drones to frontline units in its first 
two months of operation. The average delivery time for 
ordered equipment is approximately ten days, with some 
deliveries made in as few as three.25 The incorporation 
of frontline feedback into the research and development 
process and the removal of red tape in procurement 
have produced a drone industry that is agile and highly 
responsive. 

Ukraine’s innovations are now going global. In July 
2025, Brave1, the procurement and investment hub 
originally established to allow Ukrainian military units to 
order arms directly from Ukrainian defense companies, 
announced that it would begin collaborating with foreign 
arms companies to allow them to test their weapons on the 
front lines and Ukrainian testing grounds.26 The testing 
system is similar to that of the U.S. Defense Advanced 
Research Projects Agency (DARPA), but significantly 
cuts down on development timelines, allowing for the 
implementation of innovations over the course of weeks 
rather than years.27 The majority of foreign applications 
to participate in the testing program are from drone 
manufacturers, as well as producers of communications, 
navigation and electronic warfare systems, and Ukraine 

is prioritizing the 
testing of unmanned 
systems, counter-
drone technologies, 
and air defense 
systems.28  

UKRAINE AS 
LABORATORY

Drones have come 
to dominate and 
define warfighting 
in Ukraine, 
where the smaller 
Ukrainian military 
has sought to inflict 

asymmetric damage on Russia’s more numerous forces. 
Ukraine and Russia have normalized drone warfare as a 
means of frontline combat and are locked in an arms race 
to control the skies. As a result, drones currently account 
for approximately 80% of casualties on both sides of the 
conflict.29 This situation is unlikely to change, especially 
as Russia continues to employ meatgrinder tactics on 
the battlefield, sending wave after wave of disposable 
and poorly-trained Russian (or foreign) soldiers toward 
Ukrainian positions in hopes of making marginal tactical 
gains.

This dynamic should be instructive for Washington 
as well. Supporting the Ukrainian military and defense 
industry should rank as a strategic priority for the 
United States, insofar as Ukraine’s transition into an 
efficient and agile defense innovation hub represents 
a massive transformation in modern warfare. Despite 
the overwhelming pressure of Russia’s full-scale 
invasion, Ukraine constructed an environment that 
fosters innovation through warfighter feedback, rapid 
iteration, decentralized production, and public-private 
collaboration. The drone industry in particular has 
proven itself to be agile and creative, responding in days 
to the changing needs on the frontline. 

America can learn from these wartime successes. 
The war in Ukraine has proven that inexpensive, rapidly 
adaptable weapons systems can inflict asymmetric 
damage on a larger, better-resourced adversary. As the 
United States faces pacing threats not only from Russia 
but also from China, seizing the opportunity to gain real-

Ukraine has become a vital testing ground for 

both domestically produced and foreign weapons 

systems, especially unmanned systems (UAS) and 

counter-UAS technologies. The United States, 

in turn, needs to leverage the opportunity to 

learn from the Ukrainian military and integrate 

improvements into its own military.
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time insights into how drones, counter-drone systems, 
electronic warfare, and other weapons perform in 
combat conditions will help strengthen U.S. security and 
preparedness. By treating Ukraine not just as a recipient 
of aid but as a partner in military innovation in its own 
right, Washington can strengthen both Ukrainian 
sovereignty and its own defense industrial base and long-
term military edge.
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When NATO was formed in 1949, its mission was 
clear: deterring Soviet expansionism through 

armed collective security, anchored by an enduring 
American military commitment to Western Europe. Af-
ter the Cold War, some questioned whether this mission, 
and more broadly the NATO alliance itself, was still nec-
essary. However, Russia’s aggressive strategic posture has 
reaffirmed NATO’s purpose, showing Moscow’s willing-
ness to engage in sustained confrontation with the At-
lantic order that the Alliance was created to defend.

But while NATO’s original mission is still relevant, 
military deterrence is no longer sufficient. As recent 
events have shown, the Alliance now faces a continuum 
of provocation from Russia that includes probing oper-
ations, coercion, sabotage, and various forms of political 
warfare. These actions are carefully calibrated by Mos-
cow to fracture Alliance cohesion without triggering an 
Article 5 cause for collective military action.

Thus, NATO’s new mission is to deter, confront and 
deny Russian strategic gains even below the threshold of 
war. Deterrence in this framework is not only preventing 
armed invasion but being able to rapidly respond to Rus-
sian gray-area operations aimed at subverting alliance 
member states. The continued credibility of NATO’s de-
terrence increasingly depends on how the Alliance deals 
with actions that fall short of tanks crossing borders.

RUSSIA’S GRAY-ZONE PLAYBOOK
NATO’s deterrence strategy has been effective at pre-
venting large scale conflict involving member states. 
However, while the Kremlin has thus far avoided direct-
ly confronting NATO on the battlefield, Moscow has 
sought other ways to pursue the strategic objectives of 
expanding Russian influence and territorial control.

The 2022 NATO Strategic Concept notes that au-

thoritarian actors “interfere in our democratic process-
es and institutions and target the security of our citizens 
through hybrid tactics, both directly and through prox-
ies. They conduct malicious activities in cyberspace and 
space, promote disinformation campaigns, instrumen-
talize migration, manipulate energy supplies and employ 
economic coercion.” Their purpose is to “undermine 
multilateral norms and institutions and promote author-
itarian models of governance.”1

When targeting NATO members, Russia stays below 
the Article 5 threshold but still tests the political resolve 
of the alliance using hybrid methods intending to create 
instability. It does so in a number of key ways.

Cyber operations

Cyberattacks play an increasing role in Russia’s gray area 
activities. The most notable Russian cyber attack took 
place in Estonia in 2007, in which large-scale distributed 
denial-of-service (DDoS) attacks crippled government 
websites, banks, media outlets, and telecommunications. 
The conflict was triggered by a political dispute over Es-
tonia relocating a Soviet-era war memorial. This was the 
first overt, major cyberattack against a NATO member 
state, and in response NATO set up the Cooperative Cy-
ber Defense Centre of Excellence (CCDCOE) in Tallinn 
the following year.

Other malign cyber activities include the GRU-linked 
APT28/Fancy Bear hacking group penetrating the Ger-
man Bundestag’s IT systems in 2015 and stealing stole 
large volumes of data, including MPs’ emails and sen-
sitive documents. In the United States, there have been 
persistent cyber intrusions into political institutions, 
think tanks, defense contractors, and election infrastruc-
ture. Across NATO countries, we have seen ransomware 
attacks targeting global corporations, as well as assaults 
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on critical infrastructure. These pressures prompted 
NATO to declare cyberspace a domain of operations in 
2014, and to subsequently state that a cyberattack could 
in fact trigger an Article 5 response.

Drone incursions

Russia has also made use of drones for probing missions. 
In September 2025, a wave of drones appeared over Po-
land, some of which were shot down. Days later, drones 
penetrated Romanian airspace, and other incidents took 
place in Denmark, Belgium, the Netherlands, and Ger-
many, targeting both military and civilian infrastructure. 
Russia has either denied culpability in these incidents or 
claimed that the incursions were due to technical mal-
functions.

In the case of Poland, NATO initially responded 
with a massive, coordinated air operation involving 
Polish, Dutch and Italian aircraft, though in general it is 
impractical and expensive to launch such operations in 
response to every drone incursion. In September 2025, 
the Alliance launched Operation Eastern Sentry, a flex-
ible and continuing mission to strengthen allied air and 
multi-domain defenses, enhance integrated surveillance 
and readiness, and reinforce NATO’s political and mili-
tary resolve to deter further such provocations below the 
threshold of open conflict. NATO is also consulting with 
Ukrainian experts on counter-drone technology.2

GPS jamming and electronic warfare

Countries bordering Russia – especially Estonia, Lithu-
ania, Latvia, and Finland – have reported a significant 
surge in GPS interference and signal disruption inci-
dents. Lithuania in particular has reported hundreds of 
GPS jamming incidents, likely originating from the Rus-
sian Baltic enclave of Kaliningrad. Estonia and Finland 
reported interference with air and maritime navigation 
which was traced to Russian sources in the Kola penin-
sula.3

On June 23, 2025, Finland, Latvia, Lithuania and Es-
tonia protested the “substantial growth” in such disrup-
tions to the International Telecommunication Union. 
Estonia noted that 85 percent of flights in the country 
experience problems with navigation signals and coor-
dinate spoofing. This activity presents an obvious dan-
ger to travel and commerce and can even be targeted. In 
March of 2024, an aircraft carrying UK Defence Minister 

Grant Shapps experienced 30 minutes of GPS signal jam-
ming while flying near Kaliningrad from Poland to Brit-
ain. And in September 2025, a plane on which European 
Commission President Ursula von der Leyen was flying 
was hit by GPS jamming while over Bulgaria.

At the same time, Russia planes often fly with their 
transponders off, and Russian military ships and aircraft 
conduct close approaches, aggressive maneuvers and oth-
er harassing moves. These incidents, like other gray-area 
activities, are difficult to attribute and create persistent 
safety risks without an obvious attack taking place. They 
are a signal from the Kremlin that Russia has the capacity 
to degrade civilian and military systems without kinetic 
action.

Sabotage, covert action and targeted violence

Russia is also suspected to be conducting a covert sabo-
tage campaign on NATO territory, particularly (though 
not exclusively) linked to interdicting arms and other aid 
bound for Ukraine. Back in 2014, agents of Russia’s GRU 
were identified as responsible for blowing up two am-
munition depots in the Czech Republic that were storing 
weapons heading for Ukraine. Multiple explosions and 
sabotage incidents have also occurred at arms factories 
and warehouses in Bulgaria and are allegedly linked to 
Russian intelligence.

Some attacks are meant more to destabilize and in-
timidate, such as the May 2024 fire at the Marywilska 44 
shopping center in Warsaw, which the Polish govern-
ment blamed on Russian intelligence. Around the same 
time, German police broke up a group planning bomb-
ings and arson inside Germany targeting military facil-
ities, transport infrastructure, and other targets. Other 
similar plots have been suspected in Lithuania, Latvia, 
the UK and Sweden.

There have also been several cases of sabotage in-
volving undersea telecommunications and power cables 
in the Baltic Sea that likewise fall under the hybrid war-
fare model. In January 2025, Sweden seized the cargo 
vessel Vezhen for damaging an undersea communications 
cable in what Stockholm called “a serious act of sabotage.” 
Subsequently, in late December 2025, Finnish authori-
ties seized the commercial ship Fitburg, sailing from St. 
Petersburg, which also had severed an undersea telecom-
munications cable. 
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Weaponized migration and border pressure

Another Russian gray zone tactic is weaponizing migra-
tion flows to destabilize European countries. Russia not 
only facilitates migrant movement across borders but 
engages in disinformation campaigns to encourage mi-
grants to travel to targeted countries. This has a direct 
impact in terms of putting pressure on the social support 
systems of NATO countries, and exacerbates political 
pressures within them. 

Russia is known to exploit networks in North Afri-
ca and the Middle East to facilitate migrant flows. This 
is coordinated by mercenary factions active in the area, 
such as the RSB group led by fugitive former tech boss 
Jan Marsalek.4 In 2024, Finland was forced to close its 
border with Russia after a surge in the number of un-
documented migrants, mostly from the Middle East and 
Africa.

Disinformation and influence operations 

Moscow has a long tradition of using disinformation 
and influence operations to exploit the openness of 
democratic systems and erode political cohesion within 
NATO. Russia’s primary objective is delegitimization, 
undermining trust in elections, media, and governing 
institutions. Russian-linked actors amplify polarizing 
narratives on immigration, national identity, energy pol-
icy, and NATO itself through coordinated social media 
campaigns, proxy outlets, and fringe media ecosystems. 
Hack-and-leak operations, such as those targeting elec-
tions in the United States, France, and Germany, are 
timed to maximize disruption rather than persuasion, re-
inforcing public cynicism and uncertainty at critical po-
litical moments. These efforts are deliberately calibrated 
to remain below legal and political thresholds that would 
prompt decisive collective responses.

Crucially, Russian in-
fluence operations are cu-
mulative and asymmetric: 
small, persistent interven-
tions can generate outsized 
political effects in pluralistic 
societies constrained by free 
speech norms and decen-
tralized media landscapes. 
Moscow leverages local 
grievances and domestic 
actors to launder narratives 

that weaken support for sanctions, military assistance, 
and alliance solidarity. For NATO, the challenge is not 
simply countering falsehoods but recognizing that infor-
mation manipulation has become a core instrument of 
state power, aimed at hollowing out the political foun-
dations on which collective security ultimately depends.

THE LARGER PATTERN
Russian gray-zone actions are not episodic, disconnected 
or simply opportunistic. Rather, they are mutually rein-
forcing elements of a deliberate strategy to erode NATO 
cohesion, slow decision-making, weaken Western mo-
rale and political resilience, and normalize a state of per-
manent confrontation below the threshold of war. Their 
strategic effect lies in the normalization of fatigue.

Moscow’s theory of victory emphasizes fragmenta-
tion, intimidation, and erosion of trust. Russia’s goal is to 
produce concern in frontline allies they are perpetually 
vulnerable, to convince Western publics that resistance is 
costly and escalation inevitable, and to influence NATO 
leaders so they believe that restraint is the safest course. 

Using these and other hybrid warfare methods to di-
minish the resilience and cohesion of NATO may also be 
a strategic precursor to more aggressive action. In some 
cases, such as the Baltic states (which have significant 
ethnic Russia populations), demoralization could be the 
prelude to the type of “plausibly denied” armed action 
seen in the emergence of the “little green men” in eastern 
Ukraine in 2014. Russia looks to create and nurture a po-
litical environment in which NATO members question 
whether it is worth supporting such small and difficult to 
defend member states and make insufficient preparations 
to do so. Ideally, from the Kremlin’s point of view, this 
effort will contribute to Moscow’s longstanding dream of 

NATO’s new mission is to deter, confront, and 

deny Russian gains below the threshold of 

war.

”



The greatest risk the Alliance faces is not 

military escalation, but political erosion: 

of credibility, cohesion, and will. NATO’s 

success in the coming decade will be 

measured less by whether it fights a war—

and more by whether it prevents Russia 

from winning without one.
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driving a wedge between the U.S. and Europe and sepa-
rating America from the Alliance.

However, seen in this light, Russia’s invasion of 
Ukraine in 2022 was a strategic blunder that strengthened 
NATO. It renewed the sense of threat from Moscow that 
had spurred the Alliance’s formation and focused NATO 
members on increasing their military expenditures. It 
drove two historically neutral countries, Sweden and 
Finland, into NATO ranks. And it showed that Russia 
was willing to use conventional force against a sovereign 
state to pursue its revisionist aims – something not seen 
in Europe on this scale since World War II. 

EXPANDING NATO’S TOOLKIT
To bolster deterrence in the face of Russian gray-area 
aggression, NATO must internalize several premises, 
among them:
•	 Political warfare is now as central a battlefield as con-

ventional military warfare.
•	 Alliance cohesion and resilience are strategic assets, 

not supporting functions.
•	 Deterrence must operate below the level of armed 

attack.
To be successful in this effort, NATO must comple-

ment military deterrence with societal and political re-
silience and deny Russia the ability to achieve political 
effects through non-military means.

One aspect of this evolution is not to allow Article 5 
issues to dominate NATO thinking and planning. While 
Moscow calibrates its activities to stay below the Article 5 
threshold, the rise of hybrid methods has 
brought increased attention to Article 4. 
Under this provision, any member coun-
try can bring an issue to the attention of 
the North Atlantic Council “whenever, in 
the opinion of any of them, the territorial 
integrity, political independence or secu-
rity of any of the Parties is threatened.” 
As soon as Article 4 is invoked, the issue 
is discussed and can potentially lead to a 
joint decision or action on behalf of the 
Alliance. 

Article 4 has been invoked 9 times in 
its history, and more clearly applies to the 
type of political warfare strategy Russia 
is pursuing. For example, on September 

10, 2025, Poland requested to hold consultations in the 
North Atlantic Council under Article 4 following the vi-
olation of Polish airspace by Russian drones. This led to 
the robust NATO response, which may have had a deter-
rent effect on the Kremlin.

While Article 4 does not expressly commit member 
states to act beyond consultation, it does broaden the 
framework for decision making and collective action 
and could evolve into a quick-reaction mechanism for 
responding to non-military, gray-area or hybrid provo-
cations.

REDEFINING THE MISSION, 
PRESERVING PURPOSE

NATO’s mission must evolve to face the new and evolv-
ing strategic environment. NATO’s concept of what 
aggression means in the hybrid war environment must 
adapt to how warfare is actually being waged. Alliance 
cohesion depends on aligning these threat perceptions, 
not just military capabilities.

Deterrence remains the foundation of NATO’s 
mission, but it is no longer simply military deterrence. 
Maintaining political cohesion and being able rapidly to 
respond to gray-area provocations are now part of the 
credible deterrence framework. The greatest risk the Al-
liance faces is not military escalation, but political ero-
sion: of credibility, cohesion, and will. NATO’s success 
in the coming decade will be measured less by whether 
it fights a war—and more by whether it prevents Russia 
from winning without one.

”
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