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LETTER FROM THE EDITORS

Welcome to the October 2022 edition of the Defense Dossier, the e-journal of the American
Foreign Policy Council. In this edition, we assess the modern battlespace, and the evolution
of technology that is both driving new threats to U.S. national security and responses

to them. We explore how Russia’s war in Ukraine has highlighted the effectiveness of
asymmetric tactics, as well as the lessons learned to date from the conflict’'s non-kinetic
battles. We examine the centrality of space to future conflicts, and the steps nations are
taking to capture that high ground. We also take a look at biotechnology, a field that could
potentially make an outsized impact on the evolution of the warfighter—and on national
security writ large. And we assess the emerging field of wargaming, which is becoming
essential to the modern warfighter. These challenges, and others, illustrate the dynamic,
changing nature of today’s battlefield—and provide important lessons for persevering in it.

Sincerely,

[lan Berman
Chief Editor

Richard M. Harrison
Managing Editor
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Assessing the Non-Kinetic Battlespace

Dustin Carmack

Kinetic warfare continues to evolve, though its bru-
tality is enduring (as witnessed by the current war
in Ukraine). But in the shadows, a preview of future
conflict is playing out—that hybrid, non-kinetic future
war.

Cyberwarfare, electronic warfare, information oper-
ations, intelligence, and space technology all came into
play in the lead-up to the Ukraine war, and remain
salient. The ongoing conflict offers many lessons that
can help the United States and its allies not only to as-
sist the Ukrainians in resisting Russian aggression, but
also to prepare the West to prevail in future conflicts.
All sides are keenly watching these “gray-zone” tactics
play out, hoping to determine how best to use them
for the battlespaces of tomorrow.

Prior to its invasion of Ukraine, the Kremlin
had already used cyber and informational warfare,
with varying levels of effect, in Estonia, Georgia,
and Ukraine. Thus, when Russian tanks rolled into
Ukraine in February, many experts expected to see
coordinated, large-scale offensive cyber and electronic
warfare operations aimed at severing communications
in much of Ukraine. Also expected was a replay of
previous power grid tactics meant to undermine con-
fidence and stability in the government of Ukrainian
president Volodymyr Zelensky.

The expected attacks did, in fact, come in the early
days of the war. But many were stymied or blunted
by cyber defense preparation, aggressive remediation,
and timely assistance from allied partners and pri-
vate-sector technology and cybersecurity companies
who helped identify problems and provide solutions to
Ukrainian networks. Microsoft, for example, identified
and attributed a vast network of Russian activity that
preceding physical battlespace movements in the war.!

Today, Russia continues to pursue aggressive hybrid
actions in tandem with brutal land, air, and sea war-

fare. And allied and private sector partners continue to
help Ukraine battle back. Through it all, these players
as well as other world nations are watching to deter-
mine what has worked, and what has not. Those who
learn the lessons now playing out in Ukraine will gain a
greater understanding of how to deal with future shad-
ow-war challenges—and, perhaps, how to use non-ki-
netic tools to deter or defuse kinetic conflicts.

THE EVOLUTION OF CYBER

When U.S. Cyber Command was officially stood up a
little over a decade ago, strategists saw the need to in-
vest in and understand our vulnerabilities in the inter-
net domain, as well as those of our adversaries. Various
strategies have been implemented since, albeit with
fits and starts. Recently, significant attention has been
devoted to boosting domestic cyber resilience, establish-
ing a network of international partners, and increasing
cooperation between the government and the private
sector on matters of critical infrastructure protection.
For their part, adversaries and allies alike continue
to test out various strategic roles of cyber. Historically,
the “red line” for cyber operations has been ambig-
uous, unlike the casus belli for conventional warfare.
This has caused new policy dilemmas which are as yet
unresolved. In recent months, for instance, NATO has
discussed that Russian cyber attacks on any Alliance
partner could activate Article 5 collective defense provi-
sions. > But what, exactly, is considered a substantive at-
tack? Because of a lack of clarity on this front, it has led
to ambiguous interpretations—and emboldened hos-
tile actors to press forward with their offensive cyber
operations despite the threat of a theoretical western
non-kinetic or physical response. Hostile nations can
likewise be expected to harness cyber against a range
of vulnerabilities in the critical infrastructure, military

Dustin Carmack is a Research Fellow in Cybersecurity, Intelligence, and Emerging Technologies at The Heritage Foundation.
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establishments, and civil society mechanisms of western
nations.

At the same time, multilateral cyber relationships
in both the government and private sector are both
growing and evolving. The United States has a critical
role to play in this development. Because of its interna-
tional standing, the U.S. needs to move beyond high-
brow agreements to day-to-day engagements that can
build trust and improve our overall cyber resilience and
architecture.

The threat is very real. China, for example, is well
known to be looking for a competitive advantage in the
cyber battlespace, and its cyber espionage teams have
consistently targeted the defense industrial bases of the
U.S. and our allies in an attempt to understand, assess,
and seek vulnerabilities.’ This represents part of a
larger—and disquieting—pattern; in time of both peace
and war, skilled cyber adversaries will look to target
and disrupt the data-rich network capabilities needed
to properly provide command and control, intelligence,
surveillance, and reconnaissance (ISR).

Just as space is getting more crowded every day with
additional government and commercial actors, so too
is cyber space. Since the invasion of Ukraine, a pleth-
ora of new actors has emerged. They include state and
non-state sponsored entities, enigmatic “hacktivists,”
and criminal syndicates. All of these actors will con-
tinue to use cyber as a peace time tool for espionage,
vulnerability exploration and exploitation, supply chain
injections, and activities just below the threshold of
armed conflict. Some, such as the Iranians, have contin-
ued to test the bounds of these vague thresholds in its
proxy shadow wars with Israel and the United States.
The addition of a swirl of hacktivists into the battle-

Those who learn the lessons now
playing out in Ukraine will gain a
greater understanding of how to deal

with future shadow-war challenges—

and, perhaps, how to use non-kinetic
tools to deter or defuse kinetic conflicts.

fields could likewise lead to missteps and accusations of
state-backing or false flag operations meant to elicit a
more aggressive response.

ELECTRONIC WARFARE, QUANTUM AND SPACE

Rapidly advancing technological developments in elec-
tronic warfare (EW) will be a major factor in any future
conflict as well. The U.S,, its allies, and its adversaries
continue to pour resources into the development and
environmental architectures needed to operate these
systems amid a live fire conflict or as part of shadow
campaigns.

As scholar Dean Cheng noted in the Heritage Foun-
dation’s 2022 Index of U.S. Military Strength, “Chinese
military writings suggest that a great deal of attention
has been focused on developing an integrated computer
network and electronic warfare (INEW) capability...al-
low[ing] the PLA to reconnoiter a potential adversary’s
computer systems in peacetime, influence opponent
decision-makers by threatening those same systems
in times of crisis, and disrupt or destroy information
networks and systems by cyber and electronic warfare
means in the event of conflict.” The preponderant
strategic goal of achieving “information dominance”
sees Chinese electronic warfare capabilities as a comple-
mentary addition to the PRC’s psychological and kinetic
warfare.®

Last year, after a wargame “failed miserably,” outgoing
Vice Chairman of the Joint Chiefs of Staff Gen. John
E. Hyten noted that, over the last 30 years, the U.S. had
built its warfighting concepts on the assumption that it
would enjoy unparalleled information dominance.® That
assumption is no longer valid. China and Russia have
invested heavily in building electronic, cyber, and space
warfare capabilities to severely inhibit our military’s
ability to communicate fully and quickly. Building resil-
ient systems, refining our own EW and counter-EW ca-
pabilities, and harnessing the electromagnetic spectrum
in our favor will be crucial in any future conflict.

The U.S. Army Research Laboratory recently made
significant headway in advancing the prospect of quan-
tum electronic warfare. By using lasers to create Ryd-
berg atoms, researchers were able to build a quantum
sensor to detect the complete radio spectrum. This
breakthrough could “unleash radical new potentials for
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military communications, spectrum awareness, and
quantum electronic warfare.”

For the military applications of quantum technolo-
gy, the U.S. Defense Science Board has concluded that
quantum sensing, quantum computers, and quantum
communications are the most promising fields.® Quan-
tum sensing will lead to significant improvements in
submarine detection and prove useful in positioning
and navigation. It could enable military personnel
to detect underground structures, nuclear materials,
electromagnetic emissions and enemy forces. Quantum
computations will advance machine learning, which
would enhance kinetic warfare systems by aiding the
targeting algorithms of autonomous weapons—some-
thing that would revolutionize the battlespace.” The
government could also make use of post-quantum
encryption (PQE).”° PQE remains a top priority for the
National Security Agency (NSA), which is developing
quantum key distribution and quantum key cryptogra-
phy to protect military and U.S. government commu-
nications and information." PQE would be resistant
to both traditional and quantum-enabled decrypting
software.

Future success in electronic warfare hinges on making
technological advancements in artificial intelligence,
achieving quantum superiority first, using quantum
sensing and computation to develop advanced capabil-
ities, and protecting our systems with post-quantum
encryption.

INFORMATION AND COGNITIVE WARFARE IN
THE AGE OF Al

Much has been written about informational warfare
tactics of Russia and China in recent years. Recently,
discussions have turned to the concept of “cognitive
warfare,” in which a nation state tries to alter public
opinion and the resolve of leaders via technological
developments in “Al, neuroscience, and digital applica-
tions like social media.”” Col. Koichiro Takagi, a visiting
fellow at the Hudson Institute, points out that, in terms
of current technology, the PLA has considered the use of
disinformation, preparation for operations of strategic
nuclear weapons units, and various military exercises for
intimidation purposes. Disinformation tactics could in-
clude “deception of enemy intelligence, surveillance, and
reconnaissance activities by electromagnetic or cyber

In informational and cognitive warfare,
it is essential to get independent,
truthful information to those living
behind autocratic lines. To this end, the
U.S. must prioritize the development
of technologies that can circumvent
the censorship of our adversaries and

preserve the privacy of those receiving

the information.

means to mislead the commander’s judgment.”

Increasingly, the use of synthetic content in influence
campaigns and technological advances in “deepfakes” for
visual and voice are creating issues in today’s fast moving
digital environment. Even a subpar deepfake can circu-
late quickly. And, even if it is promptly identified as a
fake, an initial presumption of legitimacy can produce
the intended cognitive effect on an adversary.

In informational and cognitive warfare, it is essential
to get independent, truthful information to those living
behind autocratic lines. To this end, the U.S. must prior-
itize the development of technologies that can circum-
vent the censorship of our adversaries and preserve the
privacy of those receiving the information.

Digital authoritarianism dynamics and technological
advances around the world, especially from states such as
China, will continue to challenge U.S. national security
and American interests. Massive data mining collects
vast stores of information that can jeopardize operational
security and potentially produce cognitive effects on mil-
itary personnel. Additionally, there have been rapid ad-
vancements in ubiquitous technical surveillance (UTS),
facial recognition, and data collection from smartphones
and vehicles. Advances in artificial intelligence will allow
efficient sorting through these data inputs, producing
valuable targeting information." As such, understanding
how China could exploit its surveillance and censorship
technology—and how it might exploit its ability to col-
lect sensitive, personal data on millions of Americans—is
essential.

In response, the U.S. can lead the way by developing
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technology, software, and algorithms to help repressed
populations counter censorship and disinformation.
This potential has been put on displace in recent weeks
by Ukraine’s use of SpaceX’s Starlink satellite con-
stellation to counter Russian information operations
and allow Ukrainians freedom of communication in a
denied environment.

NON-KINETIC WARFARE CAN'T WIN A FUTURE
WAR...BUT CAN HELP DEFINE IT

If organized and conditioned properly, non-kinetic tac-
tics (both current and future) can play a key role in any
overall strategy. However, they cannot, by themselves,
win a battle. As Gen. Patrick Sanders, Britain’s chief of
general staff, recently put it in the context of Ukraine:
“You can'’t cyber your way across a river.””

Hard, kinetic tools still dominate an active bat-
tlespace, but hybrid activities can help shape battle-
fields. To persevere, those seeking strategic advantage
in future warfare will need to integrate leading-edge
technologies into their broader arsenals of convention-
al military tactics, systems, and strategy.
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Space as a Factor in Future Conflicts
Dee McHardy, Margaux Miller, and Peter Garretson

pace has been a key element of U.S. national security

since even before mankind’s first Lunar landing. Sat-
ellites, for instance, have been instrumental in modern
military operations for decades, providing strategic in-
telligence on troop and equipment movements, detect-
ing nuclear detonations and launches, and enabling un-
paralleled military readiness through missile warning,
precision timing, and overhead reconnaissance. Simply
put, space technology has made America the dominant
military power that it is today.

But as space technology continues to advance, can

the U.S. maintain this strategic advantage? What new
advancements in space operations have the potential to
give us an edge over our contemporary competitors?
And which of them present a threat to our security
and primacy? The answers to those questions will help
shape American attitudes toward space — as well as the
place that space occupies in our national security calcu-
lations.

GRAY ZONE WARFARE

Satellites have been a key component of American mili-
tary and commercial might for the last forty years. And
today, thanks to advancements in technology, satellites
are far more common in both the private sector and the
militaries of other spacefaring nations. In turn, this new
field of near-Earth space technology has opened a new
and complicated area of conflict.

First, the gray area between neutrality and direct
involvement in a conflict has widened even farther.
Once upon a time, the U.S. could send weapons or ad-
visors to aid a nation in a conflict zone without directly
dispatching troops. Now, the U.S. can offer significant
advantages to allies in combat without sending a single
officer or weapon—simply by providing space-gath-
ered intelligence. By sharing geospatial intelligence, for

instance, the U.S. has been aiding Ukraine in defending
itself against Russia’s current onslaught.! This aid comes
at both minimal risk and cost to the American public,
but provides significant advantages to the Ukrainian
military. This expanded gray zone in military conflict

is undoubtedly a boon to U.S. interests in the present
conflict. However, it also provides the potential for
adversarial spacefaring nations to do the same in future
scenarios.

Another unforeseen outcome of space technology be-
coming widely available has also played out in Ukraine:
private citizens can now take active, impactful roles in
conflict. When Russian artillery targeted Ukrainian
cellular towers, SpaceX CEO Elon Musk moved his
company’s Starlink satellites over Ukraine to fill the
resulting communications gap.” This use of private-
ly-owned property helped not only to direct military
communications, but also allowed for Ukrainian citi-
zens to broadcast their plight to the rest of the world
through social media as never before. While SpaceX's
decision here aligned with U.S. interests, it leaves open
the question of how private interests, especially those
of foreign nationals, will shape warfare in years to come
through space technology.

ADDRESSING THE HYPERSONIC THREAT

Space-based assets are critical for another reason as
well: utilizing them may be the only way to counter
the burgeoning threat of hypersonic weapons. Hyper-
sonic weapons employ fast missiles with substantial
maneuverability, the trajectory of which can be altered
during flight.* This class of missiles differ from ballis-
tic missiles, which travel at similar speeds but have a
predetermined trajectory that cannot be manipulated
until the terminal phase of flight. Hypersonics also
trump traditional cruise missiles, which have similar

Dee McHardy and Margaux Miller are researchers at the American Foreign Policy Council in Washington, DC.
Peter Garretson is co-director of AFPC’s Space Policy Initiative and co-author of The Next Space Race: A Blueprint for

American Primacy (forthcoming in 2023 from Praeger).
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maneuverability during flight but travel at much slower
rates of speed. Research to counter hypersonic weapons
includes kill mechanisms, such as high-powered micro-
waves and particle-dispensing warheads, which exploit
their vulnerability as a result of operating at high speed
and have shown promise in interception.* However, any
interception technology first requires knowing the path
of the missile itself. Unchecked, these weapons pose a
serious threat to the U.S. military, because of an inabili-
ty to accurately track and respond to them.

Since hypersonic weapons fly outside the parameters
of our traditional radar systems, there is now a push to
develop a constellation of satellites in low Earth orbit
(LEO) to track these threats.® The proliferation of LEO
constellations is enabling a wealth of novel commercial
services, but it is also driving new methods for tactical
intelligence, surveillance, and reconnaissance (ISR),
including low-latency missile warning and tracking.
According to the Pentagon, the U.S. will launch 28 sat-
ellites into LEO to combat adversarial threats by 2025.°
More specifically, these satellites will track the move-
ment of missiles and predict their points of impact.
Over time, the DoD’s Space Development Agency plans
to create a collective group of over 100 satellites in LEO
to expand its coverage of threats and better prepare for
defense against hypersonics.

When Russian artillery targeted
Ukrainian cellular towers, SpaceX
CEO Elon Musk moved his company’s
Starlink satellites over Ukraine to fill
the resulting communications gap. ...

While SpaceX's decision here aligned
with U.S. interests, it leaves open the
question of how private interests,
especially those of foreign nationals,
will shape warfare in years to come
through space technology.

OFFENSIVE SPACE ACTIVITIES

Significant advancements have also been made by
America’s adversaries in anti-satellite (ASAT) technol-
ogy. ASAT weapons, if used against U.S. satellites, can
cause unfathomable destruction across many industries
on which the United States has become dependent, in-
cluding GPS, telecommunications, and weather moni-
toring. This poses a clear national security vulnerability,
since our economy relies heavily upon certain critical
military and commercial space systems. If the functions
of these systems are interrupted, the U.S. may lose in-
ternal connectivity, or connectivity with the rest of the
globe.

There are currently several types of ASAT technol-
ogies, including direct ascent missiles (missiles shot
toward a satellite for a kinetic impact), co-orbital
satellites (satellites orbiting near the target satellite that
crash into it, grab it, or spray it), jamming (preventing
communication), cyber attacks on satellites or ground
stations, or directed energy weapons (lasers or micro-
waves beamed from the ground or from other satellites).
Several nations have already demonstrated the ability
to target their own satellites in space with destructive
ASAT tests, but countries are developing other methods
of satellite attack. China, for instance, recently con-
ducted a docking maneuver with one
of their satellites that had launched
earlier this year. The Shijan-21 (SJ-21)
attached to the CompassG2 network
satellite, functioning as a space tug.’
This raises concerns about a future
Chinese capability to latch onto satel-
lites from other countries, removing
them from their orbit or restricting
their controls.

How is the U.S. responding? In
April, Vice President Kamala Har-
ris announced that the U.S. will not
partake in direct-ascent ASAT missile
testing.® The announcement followed
Russia’s detonation of its own satellite
last year, which threatened the lives
of the crew aboard the International
Space Station (ISS). Harris’ decision
reflects the fact that the U.S. recog-
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nizes the danger of debris-causing direct
ascent ASAT (DA-ASAT) weapons.” While
protecting our satellites is paramount, the
debris caused by exploding enemy satellites
creates dangers for all.

However, there is potential for Directed
Energy Weapons (DEW) to be imple-
mented by the Space Force as a response.
According to Todd Harrison, formerly of
the Center for Strategic & International
Studies, a DEW “has the advantage of pro-
tecting satellites without producing space
debris, which is important to the long-
term viability of the space domain for all
users, not just the U.S. military.”

Space has become an operational center
of gravity for a major theater war in which
both sides perceive the ability to have space
enhancements and deny them to others,
leading to an offense dominant and unsta-
ble regime. Given the numerous satellite
attack vectors and reliance on space for national security
and economic purposes, it is difficult to determine how
a nation can truly protect essential space assets. These
vulnerabilities could drive an ASAT arms race, as well as
one to develop counter-ASAT capabilities, in the years
to come.

SPACE-BASED SOLAR POWER

In the face of rising energy insecurity, space-based
solar power (SSP) stands poised to provide consistent,
renewable energy on a massive scale." The technology
itself consists of photovoltaic satellites that convert solar
energy into microwaves and wirelessly beam them to a
receiver site on the ground anywhere in the world. This
24-hour solar energy collection can provide gigawatt
levels of clean energy, giving the state that develops
the technology massive advantages in everything from
manufacturing to transportation. Once considered pro-
hibitively expensive, recent advancements have made
this technology not only feasible, but even potentially
commercially cost effective.'”” SSP holds the key to both
energy security and combatting climate change, while
still supporting sustainable economic growth.

Militarily, SSP could support expeditionary operations

Space has become an operational center
of gravity for a major theater war in
which both sides perceive the ability

to have space enhancements and deny
them to others, leading to an offense

dominant and unstable regime. Given
the numerous satellite attack vectors
and reliance on space for national
security and economic purposes, it is
difficult to determine how a nation can
truly protect essential space assets.

or a forward operating base powering everything from
refueling stations to missile radar systems. Combat ve-
hicles and remote outposts would no longer need to rely
on precarious fossil fuel supplies. Additionally, smaller
military SSP satellites could power critical surveillance
drones, granting them indefinite flight times without
the need to refuel. SSP allows our military to become
energy independent, no matter where in the world it is
located.

However, the U.S. is not currently leading in the
development of this technology. Here, the advantage is
China’s. China has had a dedicated SSP research pro-
gram since 2006, and completed a successful ground
test of the technology in 2018.” The PRC has plans to
launch a small-scale test satellite in 2025, having com-
pleted a ground receiver earlier this year. The Chinese
government is determined to be the pioneer of com-
mercial scale SSP by 2050, in line with its goal of carbon
neutrality by 2060." Japan and the EU have similar
goals.” By contrast, while the U.S. is the only state
known to have ground and orbital test projects, our
programs are tenuous.'® Currently, DoD and Air Force
Research Laboratory (AFRL) projects in SSP are not
fully funded and subject to cancellation, while compara-
ble Chinese efforts receive sustained support.
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The potential dividends are enormous. The first na-
tion-state to develop SSP will gain incredible military,
economic, and geopolitical advantages. Failing to invest
in this technology would be a terrible strategic and geo-
political oversight, and would massively complicate the
future of warfare for the U.S.

THE NEW ARENA

Earth-facing space technology is not the only field

the military needs to worry about, however. As space
economies grow, competition with other nations will
as well. Malign parties could occupy or blockade access
to key areas, engage in sabotage, or carry out outright
damage to expensive property in the contested frontier.
Thus, nations have incentives to defend their commer-
cial ventures with military might. As our private sector
ventures into Cislunar space (the space under the gravi-
tational influence of the Earth and Moon, including the
Moon’s surface and surrounding area), the potential for
military conflict will follow.

Yet defending space beyond our own orbit presents
technical complications that, as it stands, our Space
Force cannot yet overcome. Navigating in Cislunar
space requires calculations of the Moon's gravity, better
in-situ sensors capable of navigating that vast empti-
ness, and autonomous systems that can handle delays
and reroutings."” U.S. space infrastructure developers
are working to build up these capabilities through the
development of in-space manufacturing, Cislunar-spe-
cific space domain awareness, refueling stations, and
even novel power and propulsion. And they are mak-
ing progress. In the near future, infrastructure needs
will be able to be met in space.”® Mined materials from
asteroids could be processed and 3D printed into us-
able replacement parts, powered by renewable solar or
long-lasting nuclear power, all without ever returning
to Earth. This rapid development of space infrastructure
opens a whole new field of possibilities, and thus poten-
tial dangers. Space itself could become the site of future
conflicts.

The next few decades will be critical in deciding
whether space exploration will be a cooperative or a
competitive international effort. The U.S.-lead Arte-
mis Accords follow the cooperative pattern of the ISS,
now aiming to put a permanent base at the Lunar South
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Pole.” In contrast, the Chinese are pushing a “long-term
civil, commercial, and military strategy to explore and
economically develop the Cislunar domain with the
explicit aim of displacing the U.S. as the leading space
power.”?® Our ability to militarily defend our satellites
and other assets from Chinese interference will be criti-
cal to thwarting that strategy.

Today, a multitude of technological breakthroughs
in space have the potential to drastically change the
geopolitical balance on Earth. The operative question
is whether the democratic model of economic compe-
tition within the rule of law will prevail, or whether,
as former NASA administrator Jim Bridenstine has put
it, "it will take the form of totalitarian state control."*
The answer to that question lies with the U.S. China,
after all, has repeatedly demonstrated its commitment to
developing this key strategic arena. America now needs
to decide whether it will.
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Biotechnology and Today’s Warfighter

Tim Marler and Daniel M. Gerstein

Biotechnology has a broad and often misunderstood
scope, one with significant implications for today’s
warfighter. In many respects, biotechnology—and the
bioeconomy more broadly—is still an emerging field, and
this can exacerbate the already limited understanding of
their scope. Despite a 2020 National Academies of Sci-
ences, Engineering, and Medicine study that character-
ized the bioeconomy as more than 5% of the U.S. gross
domestic product (or $959.2 billion) in 2016," it is rela-
tively young and often ill defined. It may have far greater
potential than even these impressive totals would suggest.
Furthermore, just as the technology is emerging, so too
are the definitions that govern these areas. Fundamental-
ly, however, biotechnology involves the manipulation of
living organisms or their components to produce useful
products.” Meanwhile, the broader term, bioeconomyj is
based on products, services, and processes derived from
biological resources.?

In addition to an unclear definition, public awareness,
understanding, and acceptance of biotechnology may
sometimes be insufficient,’®®and this presents yet another
confounding factor. It makes gaining attention for these
issues and developing pro-active policies challenging.
Policy makers may also underestimate what biotechnol-
ogy entails or how important it can be. Yet, the field can
provide a wide range of opportunities to the United States
while also presenting challenges and risks. Mitigating
these risks and capitalizing on the opportunities could
provide substantial competitive advantages for the U.S.—
but only if we better understand biotechnology's scope
and implications.

RELEVANT TO NATIONAL SECURITY

The broad implications of and use cases for biotechnology
have emerged over many decades and ultimately impact
national security and the individual warfighter. With the
beginning of the genomic era and the discovery of the

structure of DNA, humankind has increased its under-
standing of, experimentation with, and employment of
biotechnology in a widening range of applications. This
includes opportunities for improving the human experi-
ence and developing personalized medicine. In addition,
biotechnology can help improve agricultural yields and
develop novel ways to feed populations. It can offer op-
portunities in environmental remediation and industry,
using modified organisms to mitigate polluted waterways
and providing substitutes for industrial materials such as
concrete. Benefits also include safer and healthier foods,
cleaner manufacturing, disease treatment and perhaps
even obsolescence, reduction of environmental pollutants,
and harnessing of scarce natural resources. Furthermore,
the broader bioeconomy also covers numerous commer-
cial sectors, including pharmaceuticals, crop production,
plastics and rubbers, as well as manufacturing and more.

The same applications that can support the rapidly
emerging bioeconomy can have significant benefits for
national security. Using engineered biomaterials can pro-
vide capabilities for rapidly preparing cantonment areas,
building structures, and monitoring the environment. De-
fensive capabilities and the ability to sense attacks could
be a priority in addressing these concerns. Of course, the
potential for weaponization of biological material, either
by states or non-state actors, remains an important con-
cern that must factor into operational planning, as such
attacks could negatively impact force health protection
and mission readiness.”

In addition, the warfighter will undoubtedly be im-
pacted directly by biotechnology innovations, including
capabilities specifically related to improving force health
protection and mission readiness. Important examples
of applications for improving performance encompass
a variety of products that will ensure peak physical and
cognitive abilities of the warfighter. Efforts to balance the
human microbiome, which is important to both digestive
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and mental health, will be part of these enhancements.
Optimizing warfighter performance will also include en-
hanced abilities to sense the environment. Furthermore,
advanced neural interfaces are being developed that will
improve cognition and decision-making skills.

While the human performance aspects of biotechnology
offer great opportunities, the possibilities for industrial
applications are perhaps equally as important. Biomateri-
als could be used to develop new reagents for next gen-
eration explosives, harvest rare earth materials, enhance
armor protection (including protection for the individual
soldier), biobased construction for airfields, and develop
specialized bio resins and polymers that offer increased
performance in various applications.® As the field of bio-
technology continues to expand, still more useful applica-

Biotechnology is inherently dual use,

meaning it could be used both for
legitimate and nefarious purposes.

tions are likely to surface.

Biotechnology is inherently dual use, however, meaning
it could be used both for legitimate and nefarious pur-
poses. While the opportunities for combatting disease,
cleaning up environmental pollutants, and harnessing
scarce natural resources are positive outcomes, we should
also be aware of the challenges and risks such as a rogue
actor developing offensive biological warfare capabilities
or the weaponization of pathogens to harm fragile biolog-
ical ecosystems (perhaps through the inadvertent release
of a modified species into the wild).’

Making matters more complicated, today a growing
number of organizations that directly consider biotech-
nology capabilities and the issues that can affect warfight-
ers. These include the White House Office of Science and
Technology Policy, the Department of Homeland Security,
the Department of Defense (DoD), the Federal Bureau of
Investigation, and an assortment of national labs, just to
name a few. In addition, some organizations are increas-
ingly active in the field of biotechnology, and their work
can affect the warfighter indirectly—among them, the
Department of Commerce, the Department of Energy, the
National Institute of Health, the Department of Health
and Human Services, and the Center for Disease Control.
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Though not comprehensive, this list demonstrates the
depth and breadth of stakeholders that exist just within
the federal government, and it highlights the potential
risk of disparate and uncoordinated policies.

A CONFLUENCE OF FACTORS

Given the breadth of applications and the history of
relevance to the warfighter, the question arises as to why
there should now be increased focus on biotechnology
and why might policy considerations be especially import-
ant. Simply put, a confluence of conditions imposes a new
since of urgency and momentum in harnessing the field’s
relevance and benefits to the warfighter.

First, there is increasing competition in this arena from
“near peers” like China."”’ China has spurred
a significant increase in biotechnology
research and development (R&D), with an
anticipated increase of 7% per year between
2021 and 2025." More specifically, China
has made efforts to acquire international
data that can facilitate assessment and con-
trol of health care for different countries,'
not to mention potential efforts to weap-
onize various aspects of biological data.”® China’s strategic
investments inf the U.S. are relevant as well. While the
U.S. Government’s Committee on Foreign Investment
in the United States (CFIUS) provides a mechanism for
monitoring investments that may threaten national secu-
rity, its purview is incomplete. In particular, international
companies that build facilities in the United States from
the ground up are not subject to scrutiny. And WuXi
Biologics' is doing just that."” Although the construction,
associated tax base, and potential job creation can be
appealing locally, the risk to national security could well
go unnoticed and unregulated. Consequently, near peer
competitors could gather data about U.S. technologies and
citizens without being noticed.

Second, the DoD must maintain a strong biodefense
program to address the risks of deliberate use of biological
weapons. As biotechnology advances and proliferates, the
DoD will need to keep track of how various capabilities
could be used for nefarious purposes, including deliber-
ate attacks against populations and deployed forces. For
instance, despite existing international prohibitions on
biowarfare, like the 1975 Biological and Toxin Weapons
Convention, the United States still has questions about

13



‘%‘ DEFENSE DOSSIER

the intentions of actors such as China, Russia,
North Korea, and Iran, each of which has active
biotechnology programs. Engaging with the in-
ternational community, including international
partners and allies as well as those nations with
questionable programs, could help protect the
U.S. against threats.

Third, the COVID-19 pandemic has demon-
strated that the U.S. is not prepared for a signif-
icant biological incident. To be sure, the prob-
lem is not new. But outbreaks and pandemics
over the last decade, including Ebola (2014),
Zika (2016), COVID-19 (2019-present), and

DoD must maintain a strong
biodefense program to address the
risks of deliberate use of biological

weapons. As biotechnology advances

and proliferates, the DoD will need to

keep track of how various capabilities

could be used for nefarious purposes,
including deliberate attacks against

now monkeypox, have demonstrated the degree
to which we need to reevaluate our prepared-
ness and response capability. This need extends
to the DoD as well. The March 2020 outbreak
on the aircraft carrier Theodore Roosevelt highlighted
the challenges of maintaining force health protection and
mission readiness in the face of a large-scale biological
incident."

Finally, information and capabilities related to biotech-
nology have proliferated and are more readily available.
This availability of data, technology, and capabilities (to
governments and the public) has increased substantially
over recent decades, and data availability in general is an
increasingly prevalent factor concerning the warfighter.”
For example, an individual’s DNA, can be mapped, stored,
and used to assess a variety of personal information
including susceptibility to various diseases and physical
endurance and strength. New tools like CRISPR have
become available in some high schools, which has de-
mocratized and deskilled biotechnology, making it more
available to a wider array of people at less cost.”®

GETTING AHEAD

Given this confluence of issues, now could be the time
for the U.S. government to plan ahead. To begin with,

a greater degree of visibility into the various biotech-
nology applications being developed across government
departments and agencies could be helpful. A broad and
common understanding of the scope of biotechnology as
it relates to the warfighter could facilitate more coordi-
nated discussions in this regard. Greater transparency and
collaboration between government, industry, academic,
and international partners may also be beneficial. The
recent executive order and accompanying implementation
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populations and deployed forces.

strategy go a long way in addressing these issues and help
provide a common baseline for discussion.” %

Hierarchy and deconfliction may be necessary. Today
there are overlapping and perhaps even underlapping
biotechnology areas that could be addressed to ensure
proper cooperation and collaboration. There may be a
need to balance centralized coordination with decentral-
ized needs within the government. Each organization
that works with biotechnology faces unique challenges
and needs, and thus may require unique management.
However, increasing higher-level coordination could net
real benefits to the agencies themselves, as well as to the
warfighter.

Finally, a greater synergy with the private sector may be
necessary. Industry and academia will undoubtedly drive
biotechnology R&D advancements of tomorrow. Pro-
moting and supporting these leadership efforts, including
the pace of development and innovation, will provide the
DoD with the “inside track” on emerging technologies
and their potential applications for national security pur-
poses. One only need consider how government support
of R&D was vital to the Human Genome Project. More
recently, the government and DoD played a pivotal role
in the success of Operation Warp Speed for COVID-19
vaccine development and procurement, employing such
authorities as the Defense Production Act and providing
funding to several of the vaccine developers.

Biotechnology may be reaching a critical junction. As it
continues to mature, pro-active policy becomes necessary
for the federal government to leverage emerging capa-
bilities effectively and remain competitive. Consistent



communication, coordination, and collaboration may help
retain this competitiveness and support today’s warfighter
most effectively.
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The Future of Wargaming
Chris Dougherty

he field and practice of wargaming has exploded

in popularity in the seven years since then-
Deputy Secretary of Defense Bob Work and then-Vice
Chairman of the Joint Chiefs of Staff Gen. Paul Selva
published their call to reinvigorate the practice in
the Department of Defense and the broader defense
community.! Their paper—and subsequent critical
attention and investments—had the desired effect.
But it has also created challenges in designing and
executing wargames, as well as applying wargaming
insights to broader campaigns of research to inform
defense decisions. These challenges include: quality,
repeatability, and incorporation with modeling and
real-world exercises into campaigns of learning.

REVITALIZING THE DISCIPLINE

A defense analyst recently commented on Twitter that
we had reached, “peak wargaming,” suggesting a bubble
of interest in the method that was due for a downward
correction.? While I disagreed with the conclusion, the
sentiment isn’t unfounded. Work and Selva’s article
sparked a surge in demand for wargaming that far
outstripped available supply.

Defense organizations rallied to fill this gap. Before
2015, only a handful of organizations regularly ran
wargames for the Department of Defense. Internally,
these included the Joint Staff’s Studies, Analysis,
and Gaming Division (SAGD), the Center for Army
Analysis, (CAA), and the wargaming department at
the Naval War College. Today, there are gaming cells
or teams spread across the department (e.g., the Air
Force’s Agile Wargaming Team) and its research and
educational institutions such as the war colleges, service
academies, and the research laboratories.

A similar trend occurred outside the Pentagon.
Pre-2015, among the Federally Funded Research and

Development Corporations (FFRDCs), only the Center
for Naval Analyses (CNA) had a full-time gaming staff.
The RAND Corporation ran games as part of their
research efforts, but did not have a gaming team per

se. The other major FFRDCs that directly support

the Pentagon, MITRE and the Institute for Defense
Analyses (IDA), had no gaming capability. Today,
however, CNA, RAND, and IDA all have standing
wargaming programs, while MITRE is in the process of
developing one.

Non-governmental research institutes (i.e., think
tanks) also followed this pattern. Prior to 2014, only
the Center for Strategic & Budgetary Assessments
(CSBA) regularly ran wargames. Today, the Center
for a New American Security (CNAS) and the Center
for Strategic & International Studies (CSIS) also have
wargaming teams, and the Atlantic Council, Hoover
Institute, and other think tanks have started running
wargames. Additionally, academic institutions including
the Massachusetts Institute of Technology have started
wargaming.

This growth has clearly increased the supply of
wargames in the marketplace, but at the cost of quality.
The decline of wargaming during the post-Cold
War period and the post-9/11 wars that Work and
Selva hoped to reverse created a generational gap in
wargame designers, players, and analysts. Games are
a fundamentally human endeavor, and their output is
only as good as the people involved.’ A variety of efforts
are underway to fill this gap, however, and if properly
executed, could spawn sustainable innovation in
wargaming. The Military Operations Research Society
(MORS), for example, has multiple programs to develop
wargamers. Georgetown University’s Security Studies
Program, the Johns Hopkins School of Advanced
International Studies, and George Washington
University’s Elliot School of Foreign Affairs also have
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wargaming coursework and clubs. Sebastian Bae, a
wargamer at CNA and a former Marine, recently edited

a book on this topic, Forging Wargamers: a Framework for

Wargaming Education.*

These initiatives are developing a new generation
of game designers and players who are bringing
enthusiasm and new perspectives to a field that needs
both. Like past generations of wargamers, many of
these new recruits started as hobby gamers. Unlike
the previous generation that became interested in
wargaming during the heyday of traditional “hex and
counter” wargames in the 1970s and 1980s, this new

Wargames, it must be clear, are not
computer models, nor should they
attempt to replicate them. The

richness of gaming comes from
exploring human decision-making
in competitive and uncertain
situations.

generation is more familiar with computer strategy
games, “Euro-style” boardgames like “Settlers of Catan,
and card-driven games like “Magic: the Gathering.™
This familiarity with different media and methods is
breaking down barriers and driving innovation.

RAND’s “Hedgemony” is a good example of this
innovation (full disclosure, the author sponsored
development of Hedgemony while serving in the
Pentagon to support the 2018 National Defense
Strategy).® Hedgemony is defense strategy game
designed to look, feel, and play like a Euro-style board
game. It has pieces, cards, a point tracker, and “victory”
conditions. Its board-game feel allows it to educate
laypeople about defense strategy while its analytic
rigor allows it to inform major strategic decisions.
Tim Barrick’s “Operational Wargaming System” and
Sebastian Bae et al.’s “Littoral Commander” are two
further examples of innovative wargame design.’

“Hedgemony,” the “Operational Wargaming System,”
and “Littoral Commander” also share another key

”

feature: they are repeatable. Professional wargames have
historically used bespoke or nearly bespoke designs.
This enables designers to develop and run games that
are specific to a particular problem. The downside of
this approach is that it is time- and resource-intensive,
and it limits the broader applicability of a game and
any data or insights that it generates. “Hedgemony,”
by contrast, was designed specifically to be played
repeatedly at low cost to allow for exploration of
different strategic futures and assumptions. This
decision limited the flexibility of the design, but the
benefits in terms of playability and data capture for
analysis were well worth it.

NETWORKING DATA

Data capture and analysis are the next frontier
for wargaming. Deputy Secretary of Defense
Kathleen Hicks and others are now striving to
turn the Department of Defense into a data-
driven organization that can leverage “big
data” and artificial intelligence (AI) to make
better decisions. The reality, however, is that
most wargames do not capture or use data in
ways that support this vision. This shortfall
in data management reinforces unhelpful
cultural schisms in the defense community
between qualitatively minded wargamers
and quantitatively minded operations researchers
and modelers. Wargames, it must be clear, are not
computer models, nor should they attempt to replicate
them. The richness of gaming comes from exploring
human decision-making in competitive and uncertain
situations. That doesn’t mean, however, that games—
provided they deal ethically with researching human
subjects—cannot capture good data for follow-on
analysis. Indeed, if wargaming is going to survive in a
data- and Al-driven future, this is as much a necessity as
an opportunity.

This future vision is best captured by BrainSTORM,
which is the work of Dr. Alec Barker et al., and won
the prestigious Barchi Prize in 2021.* BrainSTORM,
which was sponsored by the Defense Advanced
Research Projects Agency (DARPA), took the Defense
Department’s most credible joint campaign model,
the Synthetic Theater Research Operations Model, or
STORM, and turned it into a simple online wargame.
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Data capture and analysis are the next
frontier for wargaming. Deputy Secretary
of Defense Kathleen Hicks and others are
now striving to turn the Department of
Defense into a data-driven organization

that can leverage “big data” and artificial
intelligence (AI) to make better decisions.
The reality, however, is that most
wargames do not capture or use data in
ways that support this vision.

This crossover between wargaming and modeling
would have been interesting on its own, but the team
also developed sophisticated Al that could “play”
BrainSTORM and act as an advisor to players in a
version of “centaur” wargaming.’

BrainSTORM is the bellwether of a future in which
wargames use transparent and automated tools for
adjudication and data capture. Like BrainSTORM,
these games could use Al to advise players on different
courses of action during gameplay, or use Al and
underlying model for robust and credible post-game
analysis. The beauty of this vision is two-fold. First, it
combines the best of wargames (human interaction) and
models (rigor and data capture). Second, it would enable
incorporation with emerging technologies in training
and exercises to create a rapid “cycle of research.”

First described Peter Perla, the dean of modern
wargaming, a cycle of research includes wargaming,
quantitative analysis and modeling, and real-world
exercises.” Though sometimes described as a linear
process, Perla’s vision was more a complex interaction
between three different methodologies, with each
providing its unique contribution.” Unfortunately, as
alluded to above, wargaming and analysis/modeling
have a fraught relationship.

There are neither robust relationships between the
organizations that conduct wargames and analysis and
those that conduct exercises, nor are there shared data
standards or frameworks for understanding that data.
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The result is that the cycle of research
is instead three stovepipes of learning
operating in parallel. Insights derived
from wargames are not examined using
models to determine their robustness.
Models lack insights from wargames
and instead make assumptions about
human behavior and decisions. Both
methods lack a real-world check

on their assumptions and insights.
Likewise, real-world exercises often
seem detached from the wargames
and analysis occurring inside the
department.

BrainSTORM demonstrated that
wargames and models can coexist and
act synergistically. Closing the loop
on a truly interactive cycle of research
requires incorporating training
and exercises through the use of live, virtual, and
constructive (LVC) training."” LVC training can provide
a real-world but data-driven check on insights from
wargames and models that, by their nature, are wholly
simulated.

THE WAY FORWARD

From the challenges facing wargaming today—quality,
repeatability, and incorporation with modeling and
exercises into a cycle of research—we can begin to see a
tentative vision for the future of defense wargaming and
analysis. A new, younger cadre of wargamers pushing
boundaries to develop innovative and repeatable
wargames that iterate closely with computer models
and LVC training to generate vast quantities of data

for analysis, training, and education. This future isn’t
quite here today, and there are obstacles. Traditionally
fractious bureaucracies will need to agree on methods,
models, algorithms, and data standards, knowing full
well that these agreements will heavily influence future
analysis and with it the shape of the future force.

If the Pentagon and defense community can hurdle
these obstacles, however, there is an immense
opportunity to exploit the full potential of wargaming
in campaigns of research that improve the ability of
U.S. and allied forces to compete with, deter, and if
necessary, defeat Chinese or Russian aggression.
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The Future of Defense Learning and Development
Sae Schatz

he Defense workforce carries a heavy burden. It’s

expected to operate across all phases of competition
and perform an expanded set of missions (from tradi-
tional engagements to counterinsurgency, cybersecurity,
civil affairs, battlefield medicine, humanitarian assis-
tance, and so on). It needs to possess the independent
decision-making skills to operate on intent, balance tac-
tical actions against strategic effects, and apply complex
skills within a joint, interagency, intergovernmental,
and multinational context.

Put another way, today’s Department of Defense
(DoD) workforce is expected to develop a broader and
more sophisticated set of capabilities than any previous
generation—and do so in the same (or even less) time
as before. It’s also expected to continuously learn, adapt,
and grow as new technologies emerge and the volatile
global environment shifts. Yet our conventional train-
ing and education methods aren’t well-suited to these
challenges. Consequently, across DoD, organizations are
evolving their learning and development approaches.

THE MOTHER OF INVENTION

This demand for reform is echoed throughout DoD
policy and Congressional legislation, including recent
documents like the 2022 National Defense Authorization
Act, the 2022 National Defense Strategy, the Army’s Learn-
ing Concept for 2020~2040, the Navy’s Ready, Relevant
Learning, the Air Force’s Strategic Master Plan Human
Capital Annex, the Marine Corps’ Training and Education
Command (TECOM) Strategy 2020-2030, and the Space
Force’s Guardian Ideal. Looking back a bit further, sim-
ilar calls were made by then-Secretary of Defense Ash
Carter and the Force of the Future reform led by the
Office of the Under Secretary of Defense for Personnel
and Readiness under his tenure. Retired General Mar-
tin Dempsey, then-commander of the Army’s Training

and Doctrine Command (TRADOC), also called for “a
Campaign of Learning” in 2010, and the Marine Corps
released a series of plans in 2008 that led TECOM to
explore Small Unit Decision Making and Instructor Profes-
sionalization projects.!

Although the antecedents began nearly two decades
ago, DoD has reached a tipping point in terms of orga-
nizational support for reform and the external pressures
necessitating it. These changes have taken the form of at
least six specific trends:

1. Increased use of online learning

Like the rest of the world, the pandemic pushed DoD to
move more of its training and education online. This is
largely a good thing. Online learning is vastly more af-
fordable in terms of both time and money,* and research
has firmly established that it’s as good as—if not better
than—conventional classroom methods.* DoD’s scale
means it can greatly benefit from the resource incen-
tives, and over the last two years DoD (and even organi-
zations in the intelligence community) have shown they
can safely shift many courses online.

To be effective, though, e-courses need to be wellde-
signed. Learners need to be held accountable for learn-
ing, not simply copying answers from internet discus-
sion boards or outright cheating. And individuals need
dedicated time to learn without frequent interruptions
or relegating their studies to nights and weekends. So,
although e-learning is a proven approach and DoD has
shown it can migrate coursework online, broad organi-
zational changes are still needed to use e-learning most
effectively in practice.

2. Integration of new technologies

The ed-tech market is exploding with new possibilities.
A few popular trends include microlearning (delivering
content in 1-15 minutes chunks, often via a smartphone
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app), adaptive learning (also called intelligent tutors;
Al-enabled systems that adjust to learners’ characteris-
tics or performance), and mixed reality (also called XR,
which spans the continuum of virtual to augmented re-
ality). Some of these technologies offer notable benefits.
For example, DARPA sponsored a famous intelligent
tutor to train IT professionals.* It produced remarkable
effect sizes up to 3-40,° and its learners outperformed
seasoned Navy professionals after only 16 weeks of
training.

However, despite ed-tech’s promise, many new sys-
tems fail to live up to their hype because they ignore
core principles. For instance, new technologies may
lack a strong pedagogical® foundation, or they may be
employed in old ways—simply substituted for an analog
component in an outdated system. In other words, to be
effective, new technologies require systematic organiza-
tional change and thoughtful implementation by experts
skilled in learning science, not only I'T administration.

Although e-learning is a proven
approach and DoD has shown it
can migrate coursework online,

broad organizational changes are
still needed to use e-learning most
effectively in practice.

3. An emphasis on outcomes—especially
competencies

Learning is most effective when outcomes are assessed
and learners are held accountable to reaching those
goals, while allowing time on task and instructional
methods to vary. This approach is called mastery learn-
ing. It stands in contrast to settings where factors like
classroom time or teaching methods are constant, and
individuals’ performance varies. The Joint Staff recently
updated the Officer Professional Military Education Pol-
icy (CJCSI 1800.01F), shifting its requirements from
process- to outcomes-focused. Similarly, the Under
Secretary for Personnel and Readiness just signed the
inaugural Military Education policy (DoDI 1322.35),
which emphasizes outcomes-based military education

and makes a nod toward the more advanced competen-
cy-based approach.

Competencies are the patterns of knowledge, skills,
abilities, behaviors, and other characteristics needed
to successfully perform a role or task. They're usually
defined as observable indicators at different levels of
mastery (e.g., novice, intermediate, advanced). Us-
ing a competency-based approach not only improves
achievement; it can also serve as a Rosetta Stone to align
learning, employment, and personnel data across orga-
nizations. For these reasons, the Services have begun
releasing policy directing the use of competency-based
approaches, including the Air Force’s Competency Model-
ing (2022), the USMC’s TECOM Strategy 2020-2030, and
Space Force’s Guardian Ideal.

Implementing a competency-based approach may be
difficult for DoD to achieve, however. Doing so prop-
erly requires a combination of technical skill (to imple-
ment the enterprise data systems and accurately define
each node’s characteristics) and organizational change
(to transform training, education, and employment
paradigms). Additionally, DoD needs strong, central
leadership to build a department-wide approach and
common frameworks. Without these, the Depart-
ment will squander the opportunity for interorgani-
zational interoperability and limit its ability to realize
enterprise-scale learning innovations (see #6 below).

4. Creative ways to estimate capability
Assessments are a quintessential part of training and
education. They come in various familiar forms, like
quizzes and observer/trainer checklists, but these
aren’t the only ways to estimate individual or team ca-
pabilities. Professor Valerie Shute, for example, popular-
ized the concept of “stealth assessment,” which inter-
weaves evidence-collection directly and invisibly into
an application environment. In a series of studies, Shute
and her colleagues were able to infer individuals’ skills,
such as problem-solving ability, simply via their inter-
actions in the popular video game Plants vs. Zombies 2.
Other emerging evaluation methods include hardware
sensors (e.g., brain-monitoring EEGs, eye trackers, and
position sensors), emotion recognition through camera
inputs, mouse and keyboard clickstreams, and data fused
from multiple sources.

There are increasingly numerous ways to collect
evidence, albeit largely thanks to advancements in
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sensor technologies, Al, and interoperability. Still,
those advancements are inconsequential for learning
contexts without corresponding investments in reli-
able, valid measures and learning analytics methods.®
DoD organizations, such as those participating the
Personalized Assessment, Education, and Training
subdivision under DoD’s Human Systems Communi-
ty of Interest have invested decades of research into
relevant methods, and it’s important that their quiet,
nuance work is integrated with the showier technol-
ogy components.

5. Acceptance of credentials and micro-

credentials

Credentials are qualifications (such as diplomas, cer-
tificates, or licenses) granted by an authoritative body
like a university or industry association. They're best
paired with a competency-based approach as indica-
tors of accomplishment against defined competencies.
Credentials can reflect large or small achievements, but
the latest trend is to award micro-credentials (also called
nano-degrees or digital badges). These are often stack-
able, so that completing a series earns a larger credential
like a certificate or bachelor’s degree.

Micro-credentials are typically personalized, allowing
individuals to mix-and-match across a set of stackable
options, available flexibly (including on-demand online),
and shareable in the form of digital tokens. Case stud-
ies demonstrate that these features improve access to
education for lower income students’ and help close the
opportunity gap. For DoD, this approach could also help
offload some of its swelling learning and development
requirements, aid interorganizational and interagency
permeability, and improve learning personalization.

Current DoD systems adequately manage credentials
earned within the agency, with efforts such as DoD’s
Credentialing Opportunities On-Line (COOL) and DoD
Instruction 1322.33 (“DoD Credentialing Programs”)
opening the door to limited external credentials. Still,
notable policy and process reforms are needed be-
fore the Pentagon can reliably accept credentials from
external organizations and treat them equivalently to
conventional markers of achievement like four-year
degrees or time in grade.
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To be effective, new technologies
require systematic organizational
change and thoughtful

implementation by experts skilled
in learning science, not only IT
administration.

6. Progress toward the “Learning Ecosystem”
approach
There’s a growing movement to comprehensively
evolve the classical model of training and education. A
learning ecosystem is a system of systems comprised
of interconnected technologies that operate cohesively
through interoperable interfaces and data interchange.
The idea is for an individuals’ lifelong learning to be
personalized across their everchanging contexts, goals,
areas of study, and personal characteristics. That is, for
individuals to have access to optimized learning expe-
riences—delivered when and how they’re needed—
throughout their lives, whether those experiences be a
multiyear educational program on military strategy or
an on-demand XR micro-trainer on engine repair.

Several sources have popularized this concept, includ-
ing a book from DoD’s Advanced Distributed Learning
(ADL) called Modernizing Learning: Building the Future
Learning Ecosystem,"® Harvard’s 60-Year Curriculum,"
and the learning engineering movement championed
by IEEE’s Industry Consortium on Learning Engineer-
ing.”? DoD is also making progress toward this vision via
its Enterprise Digital Learning Modernization reform
as well as Service-level efforts like MyNavy Learning,
MarineNet Ecosystem, Air Force’s myLearning, and var-
ious Defense Acquisition University DAUx projects.”

Fully achieving the learning ecosystem approach will
require sweeping enterprise data modernization, new
learning engineering methods, updates to instructional
technologies, and new processes for DoD talent de-
velopment—if not talent management, overall. These
steps, however, can be taken incrementally, and each of
the trends described above is part of the solution.

The learning ecosystem approach is, in part, a realiza-
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tion of the human domain portion of Joint All-Domain
Command and Control (JADC2)—DoD’s strategy to
achieve victory through data and interconnected tech-
nologies. In fact, “‘Human Enterprise” is one of JADC2’s
five lines of effort, and many learning ecosystem com-
ponents dovetail with it."* Like JADC2 more broadly,
the learning ecosystem approach represents an ambi-
tious integration of many other advancements, with
data at its center.

Also like JADC2, the learning ecosystem concept was
crafted out of necessity, to meet the growing demands
of our volatile, complex world. The learning ecosystem
and other reforms described in this article aren’t mere
“nice to haves.” They're critical advancements necessary
to maintain overmatch. Learning and development
transformation is an obvious way to upgrade the Total
Force, but true change—not merely more resources—is
needed to realize the desired benefits.
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