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BRIEFING HIGHLIGHTS  

Britain’s decision [to allow Huawei 
built 5G infrastructure] presents acute 
challenges to the U.S. In making its 
choice, London failed to consider the 
way in which the Chinese Communist 
Party (CCP) conceptualizes economic 
competition and military development 
– and how this context might impact 
its own network security. The UK’s 
decision may jeopardize intelligence 
sharing within the FVEY network, and 
will almost certainly complicate strategic 
planning within NATO.

London claims to share concerns about 
the security risks Huawei’s presence 
poses to telecommunication networks.
Britain’s National Cyber Security Centre 
stated that it has always considered the 
company higher risk, that Huawei’s low 
quality products made them susceptible to 
exploitation, and that the PRC could order 
Huawei to conduct espionage activity 
under China’s 2017 National Intelligence 
Law. Even so, the British government 
is basing its technical understanding of 
5G on Huawei’s own assessments that 
directly contradict the positions of the 
United States, Australia, and European 
telecommunication companies. 

In testimony before the Senate Armed 
Services Committee in March 2020 
Secretary of Defense Mark Esper stated, 
“If our NATO allies incorporate Huawei 
technology it may very well have a severe 
impact on our ability to share information, 
to share intelligence, to share operational 
plans, and for the alliance to conduct itself 
as an alliance.” 

It is unclear whether the U.S. still has a 
window of opportunity to blunt Huawei’s 
5G market dominance. Washington 
can protect its own networks, and even 
encourage private companies like Dell 
and Microsoft to further their plans for a 
homegrown 5G solution, but it is unclear 
whether any such company would be 
competitive globally soon enough to 
offer an alternative.

On January 28, 2020, the British government concluded its 
security assessment on the nation’s 5G infrastructure buildout. 

At the center of Downing Street’s internal deliberations was Chinese 
telecommunications giant Huawei, and the implications of allowing 
an entity with connections to the Chinese government into its next-
generation networks. The timing of the decision coincided with “Brexit,” 
the UK’s withdrawal from the European Union, which saddled Britain 
with the need to negotiate a series of new bilateral free trade agreements, 
most urgently with Washington and Beijing. But Britain’s commercial 
reliance on China’s market clashed with its longstanding intelligence 
partnership with the Five Eyes (FVEY) countries – the United States, 
Canada, Australia, and New Zealand – further politicizing the review.

Ultimately, British Prime Minister Boris Johnson decided to al-
low “high risk vendors” like Huawei to participate in the country’s 5G 
buildout, subject to a 35% market cap with technological and geograph-
ic restrictions.2 British authorities claimed they had forged a win-win 
solution that achieved market diversity while protecting networks, thus 
avoiding the need to choose politically between the U.S. and China. 
In public remarks with Prime Minister Johnson two days later, U.S. 

5G, or “fifth generation,” is the latest iteration of telecommunications 
technology. Unlike the transition from 3G to 4G ten years ago, which 
brought about marginally faster processing speeds, this upcoming tran-
sition will revolutionize technology in everyday life. A 5G network will 
be able to service ten times more devices in a given square mile than a 
4G system, and do so at twenty times the processing speed.1 This capa-
bility enables new possibilities for devices to interact with each other. 
This synergy, called the Internet of Things (IoT), will underpin a broad 
range of technology, from autonomous vehicles and remote medicine 
to “smart houses” and “smart cities.”
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Secretary of State Mike Pompeo insisted that he was 
“very confident that our two nations will find a way to 
work together to resolve this difference,” and that “the 
Five Eyes relationship… is deep, it is strong, and it will 
remain.”3 A month after these comments, however, 
President Trump approved an interagency review led 
by the National Security Council (NSC) to determine 
whether the U.S. needs to relocate military and intelli-
gence assets from the UK.4 

Despite Washington’s public efforts to save face, 
Britain’s decision handed a significant defeat to the 
United States and a commensurate victory to the Peo-
ple’s Republic of China (PRC). Moreover, the British 
decision could become part of a larger 
pattern. For instance, German Chancellor 
Angela Merkel has signaled her desire to 
avoid an outright ban on Huawei and her 
inclination to adopt security standards 
that mirror Britain’s approach.5 Recent 
reports also indicate that France will allow 
high risk vendors like Huawei to equip 
portions of its 5G network.6 

Britain’s decision presents acute challenges to the 
U.S. In making its choice, London failed to consider 
the way in which the Chinese Communist Party (CCP) 
conceptualizes economic competition and military de-
velopment – and how this context might impact its own 
network security. The UK’s decision may jeopardize 
intelligence sharing within the FVEY network, and will 
almost certainly complicate strategic planning with-
in the North Atlantic Treaty Organization (NATO). 
Policymakers in Washington will need to grapple with 
these challenges in the months ahead.

THE ESSENCE OF THE DISPUTE

Behind Washington and London’s antipodal positions 
on Huawei is a fundamental disagreement over the 
structure of a 5G network. Central to this disagreement 
is the concept of a network “core” and “edge.”

In the 4G networks that populate the world today, 
personal devices like computers and smart phones 
connect to the internet via a series of antennae and base 
stations called the Radio Access Network (RAN). RAN 
hardware and software is located at a network’s “edge,” 
where people live, work, and travel. Telecommunica-
tions companies install base stations and antennae in 
alleyways, along highways and throughout city blocks to 
service the general population. 

When someone at the edge connects to the internet, 
the RAN relays queries from devices to the “core,” the 
network’s hub that handles sensitive functions related to 
privacy and information content like online credit card 
payments and messages. RAN equipment routes this 
encrypted content appropriately, but in theory it only 
serves a “dumb” function while software at the “smart” 
core decrypts data and resolves queries. In practice, law 
enforcement agencies and designated individuals at 
network providers retain access to information passing 
through base stations (a concept known as “lawful inter-
cept”), but RAN manufacturers like Huawei, Nokia, and 
Ericsson do not have this authorized access.7 

For many countries, this distinction between a 4G 
network’s core and edge provided an elegant solution 
for securing information. As long as core hardware and 
software were secure, the thinking went, the entire 
network was secure. Even if a high risk vendor’s equip-
ment and components were present in the RAN, they 
merely performed routing functions, and the vendor 
itself could not enter or exploit the system because the 
data remained encrypted while in transit. This assump-
tion opened many doors for Huawei into developed 
nations, including Britain.8 In 2010, the UK’s National 
Cyber Security Centre (NCSC) partnered with Huawei 
and established the Huawei Cyber Security Evaluation 
Centre (HCSEC), an organization that allows British en-
gineers to examine Huawei products and test for vulner-
abilities.9 NCSC Technical Director Ian Levy pointed to 
the HCSEC as a factor that informed Britain’s decision 
to continue partnering with Huawei in 5G.10 

However, the shift from 4G to 5G marks a funda-
mental break in network structure. Because the Internet 
of Things (IoT) depends on low latency and essentially 
zero-buffering, processing speeds need to run orders 
of magnitude faster than those a 4G system can service. 
Reducing lag in 5G demands that the physical space 
between a network’s core and edge be at least signifi-
cantly reduced – at most, it must be blurred. In the short 
term, telecommunications companies will install more 

Behind Washington and London’s antipodal positions 
on Huawei is a fundamental disagreement over the 
structure of a 5G network. Central to this disagreement is 
the concept of a network “core” and “edge.” 
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base stations in a given area while bringing core hard-
ware physically closer to the edge. In the medium- to 
long-term, virtualized functions (i.e., core software) will 
by necessity run on edge hardware as devices within 
the IoT grow increasingly interdependent. The seam-
less integration and zero-lag that autonomous vehicles, 
remote medicine, and “smart cities” demand will neces-
sitate this shift.11  

As core functions move to the edge, network secu-
rity will grow in importance and complexity. The State 
Department has insisted that this structure places a 
premium on vendor trust, not on a government’s ability 
to control risk.12 Australia reached this conclusion 
after its 5G review in 2018, forecasting that in 5G “the 
distinction between the core and the edge will disappear 
over time… Government has found no combination of 
technical security controls that sufficiently mitigate the 
risks.”13 

The British government does not share this under-
standing of 5G networks, however. When NCSC Tech-
nical Director Ian Levy announced the Huawei 
decision in January 2020, he insisted that “sensitive 
functions [i.e. the network core] are still sensi-
tive functions and you can put your arms around 
them.”14  According to Levy, even if a mature 
next-generation network required core processing 
within edge infrastructure – a technology called 
mobile edge compute (MEC) – as long as a high 
risk vendor like Huawei was not supplying MEC 
software, the network would remain “equivalently 
safe.”15  For its part, Huawei had commissioned a 
report from consulting firm Ovum that reached 
similar conclusions in July 2019. It noted: “From a secu-
rity perspective, this separation means that RAN oper-
ation cannot affect core security protocols. The RAN is 
the ‘idiot savant’ of the 5G mobile network. It is brilliant 
at transferring radio data between user devices and the 
core, but it does little else. The focus of 5G security con-
cerns is therefore the 5G core.”16 

Shortly before British Prime Minister Boris Johnson 
announced the final Huawei decision, U.S. government 
officials traveled to Europe to dispute these assump-
tions. Led by Deputy National Security Council Advisor 
Matthew Pottinger, the delegation delivered intelligence 
to British and German officials that indicated Huawei 
has maintained backdoor access into its equipment 
since 2009. According to an exclusive February 12, 2020 
Wall Street Journal report, Washington shared evidence 

of the Chinese company’s ability to exploit the “lawful 
intercept interfaces” reserved for law enforcement and 
service providers.17 A German Federal Foreign Office 
document characterized the U.S. intelligence as akin to a 
“smoking gun.”18 Moreover, European telecommunica-
tions company Ericsson has raised concerns about high-
risk vendors operation within 5G edge networks that 
directly contradict the position of Ovum and Huawei: 

Some papers, such as Ovum’s The Facts on 5G ar-
gue that RAN is a largely insignificant part of a 5G 
network and cannot affect the confidentiality and 
integrity of 5G services. Technically however, this 
is wrong, as the [5G base station] is the termination 
point for encryption and integrity protection and, 
potentially, the user plane can be accessed in clear 
text… the technical aspect of security in RAN is as crit-

ical as the core network when it comes to confidentiality 

and integrity (emphasis added).19 

London claims to share concerns about the security 
risks Huawei’s presence poses to telecommunication 
networks. In its final announcement on January 28, 
2020, Britain’s National Cyber Security Centre stated 
that it has always considered the company higher risk, 
that Huawei’s low quality products made them suscepti-
ble to exploitation, and that the PRC could order Hua-
wei to conduct espionage activity under China’s 2017 
National Intelligence Law.20 Article 7 of that law mandates 
that PRC citizens and organizations “shall support, assist 
and cooperate with the state intelligence network…”21 

Even so, the British government is basing its technical 
understanding of 5G on Huawei’s own assessments that 
directly contradict the positions of the United States, 
Australia, and European telecommunication companies. 

Moreover, the UK insists that it has never found 

The UK insists that it has never found a concrete 
instance of Huawei behaving nefariously. This 
assessment ignores the CCP’s unique understanding 
of warfare, expressed within its autarkic economy, 
that birthed Huawei and fostered its current 
dominance. The company’s success is a microcosm 
of the Party’s decades-long campaign to subvert 
the U.S.-led international order.
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a concrete instance of Huawei behaving nefariously.22 
This assessment ignores the CCP’s unique understand-
ing of warfare, expressed within its autarkic economy, 
that birthed Huawei and fostered its current dominance. 
The company’s success is a microcosm of the Party’s 
decades-long campaign to subvert the U.S.-led interna-
tional order.

HUAWEI AND CHINESE STRATEGY

The CCP’s concept of national security is expansive. In 
remarks to the PRC National Security Commission in 
April 2014, Secretary General Xi Jinping advocated for 
a “holistic view” based on “political, homeland, military, 
economic, cultural, social, science and technology, in-
formation, ecological, resource, and nuclear security.”23 
The PRC finalized its National Security Law the follow-
ing year and adopted Xi’s framework. Article 2 defines 
national security as “the relative absence of international 
or domestic threats to the state’s power to govern… 
and the ability to ensure a continued state of security.”24 
This broad understanding of national security colors 
the Party’s approach to economic development and 
geopolitical competition. In remarks to members of the 
Chinese Academy of Sciences (CAS) and the Chinese 
Academy of Engineering (CAE) the same year, the sub-
text in Xi’s exhortation to “catch up” and “surpass” world 
leaders in scientific and technological development was 
unmistakable. Both institutions have links to the State 
Administration for Science, Technology and Industry 
for National Defense (SASTIND), the lead policymaking 
body within the PRC for integrating civil and military 
development.25

From the days of Mao Zedong to Deng Xiaoping, 
catching up to the industrialized world was the over-
riding strategic objective of the CCP. The tragedy of 
the “Great Leap Forward,” a dual-tracked agrarian and 
industrial plan designed to leapfrog past the Soviet 
Union that induced mass starvation and death, was the 
CCP’s first attempt to do so. Under Deng Xiaoping’s 
market-oriented reforms, the People’s Republic of Chi-
na (PRC) grew from a backwater Communist economy 
to an industrial juggernaut within 20 years. By 2012, 
the PRC was one of the world’s largest economies and 
constituted 18% of global manufacturing.26 

But simply catching up was never the ultimate goal. 
Mao made his intentions clear in a conversation with 
Soviet Premier Alexei Kosygin in 1965: “The U.S. and 
the USSR are now deciding the world’s destiny. Well, 

go ahead and decide. But within the next 10-15 years 
you will not be able to decide the world’s destiny. It is 
in the hands of the nations of the world, and not in the 
hands of the imperialists, exploiters, or revisionists.”27 
Ten years prior, Mao had been even more candid: 
“Our objective is to catch up with America and then to 
surpass America.”28 Deng Xiaoping’s dictum to “hide our 
capabilities and bide our time” was a tactical decision to 
conceal these intentions from the world. 

When the United States and other Western govern-
ments welcomed the PRC into the World Trade Orga-
nization (WTO), they were hopeful that the Chinese 
leadership would realize the economic gains of free 
trade and become a willing participant, or a “responsi-
ble stakeholder,” in the global free trade regime.29 Chief 
among Western expectations was that China would 
transition away from a planned economy to a market 
economy. But the Party’s ambitions, as well as its fu-
sion of economic and security competition, required an 
innovative approach to capitalism – specifically, retain-
ing state ownership and control of critical industries30  
and restricting foreign access to its domestic market.31  
Huawei’s rapid ascent and success occurred within this 
context, and typifies the Party’s determination to main-
tain state control of a wide range of industries it views 
as strategically important. 

In 1983, Ren Zhengfei, a member of the PLA en-
gineering corps, retired from military service. After 
brief employment at state-owned Shenzhen Electron-
ics Corp., Ren left and founded Huawei with an $8.5 
million loan from a state bank. By 1993, Huawei had 
secured a contract with the PLA and sourced indige-
nously-produced components directly to the army. The 
following year, Ren scored a meeting with Communist 
Party General Secretary Jiang Zemin and pushed him 
to close China’s market to foreign telecommunications 
companies, a step that Jiang took in 1996. Huawei domi-
nated the market in China by offering steep discounts 
and undercutting its competition, in some cases offering 
free services to government entities.32  

Today, Huawei’s market dominance is global and 
covers next generation equipment, components, and 
devices. Within China, the PRC reserves 70% of its 
telecommunications market for Huawei and fellow tech 
giant ZTE. In global markets, Chinese subsidies and 
government financing have allowed Huawei to undercut 
Western companies. A leaked 2017 White House mem-
orandum warned that “Huawei has gone from a market 
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share in radio infrastructure of roughly 11 percent in 
2011 to a share equal to or greater than Ericsson and 
Nokia, the two largest Western mobile infrastructure 
suppliers. Similarly, in routing, Huawei more than dou-
bled its market share in an 18-month period, and in sev-
eral areas or routing it has caught or surpassed market 
leader Cisco.”33 Two years later, Huawei’s telecommu-
nications equipment captured 29% of the global market, 
surpassing European competitors Nokia and Ericsson 
with 17% and 13% respectively (see Figure 1).34  Within 
Europe, Huawei and ZTE succeeded in capturing 40% 
market share of 4G equipment within fifteen years.35 

According to a 2012 report from the House Perma-
nent Select Committee on Intelligence (HPSCI), nom-
inally private companies like Huawei and ZTE are still 
beholden to the CCP, which can “exert influence over 
the corporate boards and management of private sector 
companies, either formally through personal choices, or 
in more subtle ways.”36

As such, it is impossible to separate Huawei as 
a company from the Party’s strategic ambitions. Its 
historical links to the PLA are troubling enough, but 
the CCP’s broad understanding of national security 
turns every policy realm into a battleground. The 2013 
edition of The Science of Military Strategy singles out 
telecommunication networks as the “basic foundation 
of society and have become critical for national security 
and the development of national interest and a major 
new domain for military conflict.”37 Telecommunica-

tions equipment from companies like Huawei therefore 
expose host nations to risk of exploitation, espionage, 
influence, and disruption.     

THE CRUX OF THE CHALLENGE

In February 2019, Secretary Pompeo traveled through-
out Europe to warn partners of these risks. While in 
Hungary, he was candid about the stakes involved: “It 
also makes it more difficult for America to be present. If 
that equipment is co-located where we have important 
American systems, it makes it more difficult for us to 
partner alongside them.”38 However, Pompeo did not 
publicly specify equipment or locations, and Hungary’s 
Foreign Minister Peter Szijjarto deflected his concern: 
“When it comes to cooperation with Russia or coop-
eration with the People’s Republic of China, that does 
not harm us being reliable as a NATO ally.”39 And when 
Britain announced its decision in January 2020, Foreign 
Secretary Dominic Raab insisted that Huawei’s presence 
in 5G networks was a separate issue from the security 
and intelligence considerations. “I want to be absolutely 
clear that nothing in this review affects the country’s 
ability to share highly sensitive intelligence data over 
highly secure networks both within the UK and our 
partners including the Five Eyes,” he said.40

Raab could technically be correct. The FVEY net-
work is secretive, but intelligence sharing among 
partners likely takes place over highly secured networks 
independent of civilian infrastructure. Pompeo’s public 
vote of confidence in FVEY reinforces this assumption. 
Even so, neither Raab nor Szijjarto addressed the broad-
er issue of co-location.

The United States military maintains 259 military 
sites throughout 13 European countries (see Figure 2).41 
Its presence there reassures NATO partners and deters 
Russian territorial ambitions, but these bases and the 
personnel that man them are also integrated into Amer-
ica’s global posture. In a crisis scenario, the Department 
of Defense’s (DoD) top priority is joint mobilization 
– the process of deploying personnel and material into 
the priority theater efficiently and quickly. This process 
is global in scope. According to DoD’s guidance on the 
subject, “Two important attributes of [Global Force 
Management] include being able to globally assess force 
sourcing risk to address mitigation options and enabling 
global sourcing with the best force sourcing option, re-
gardless of command, organization, or Service to which 
the force or personnel are assigned.”42
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FIGURE 1

Source:  “Telecommunications equipment” encompasses Broadband Access, Carrier IP
Telephony, Microwave, Mobile RAN, Optical, SP Router and CE Switch, and Wireless Packet
Core. See Stefan Pongratz, “Key Takeaways – Worldwide Telecom Equipment Market 2018,”
Dell’Oro Group, March 4, 2019, https://www.delloro.com/telecom-equipment-market-2018-2/.
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Joint mobilization is also complex. DoD divides 
joint mobilization into twelve resource areas,43  but key 
among them are manpower, equipment, facilities, ser-
vices, and communications. The forward-deployed U.S. 
military relies on host-nation support to supplement 
these resources and “offset requirements for corre-
sponding US military resources that are not affordable 
or practical to maintain in peacetime.”44 While most 
of this process takes place over classified U.S. military 
networks, logistics functions like administration and 
personnel data, communications with contractors, and 
deployment force lists often rely on unclassified net-
works, including the U.S. military’s Non-secure Internet 
Protocol Routing Network (NIPRNet) and commercial 
telecommunication infrastructure.45 Relying solely 
on secured networks in a crisis may be difficult 
because the joint mobilization process by defi-
nition bleeds into domestic infrastructure.46 The 
DoD has openly identified its reliance on unclassi-

fied networks as a primary threat.47 
In 4G networks, a vendor like Huawei could moni-

tor network traffic and gain advance intelligence of mo-
bilization by virtue of lawful intercept exploitation. In 
the age of 5G, Huawei’s ability to intercept, surveil, and 
disrupt networks increases as the core/edge distinction 
breaks down. According to Mike Burgess of the Austra-
lian Signals Directorate, “[t]he distinction between core 
and edge collapses in 5G networks. That means a poten-
tial threat anywhere in the network will be a threat to 
the whole network.”48 

Put bluntly, Huawei infrastructure has the ability to de-
tect early warning indicators of NATO military mobiliza-
tion, and could sabotage active operations in a host nation. 

The U.S. maintains 259 military sites
across 13 European countries.
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Source:  U.S. Department of Defense, “Base Structure Report – Fiscal Year 2018 Baseline: A Summary of the Real Property Inventory Data,” n.d.,
https://www.acq.osd.mil/eie/Downloads/BSI/Base%20Structure%20Report%20FY18.pdf.

DOD MILITARY SITES IN EUROPE

Put bluntly, Huawei infrastructure has the 
ability to detect early warning indicators of NATO 
military mobilization, and could sabotage active 
operations in a host nation. 
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This risk is not theoretical. In April 2019, the Wash-

ington Post reported that the U.S. Embassy in Germany 
had warned Berlin that Huawei’s presence in German 
5G networks “could in the future jeopardize nimble 
cooperation and joint mobilization, particularly in 
times of crisis.”49 The Department of State has relayed 
these concerns to Capitol Hill as well. After Britain 
announced its decision to limit Huawei equipment to 
the RAN, Senator Ted Cruz (R-TX) cautioned that 
doing so “will not succeed in limiting Huawei’s ability to 
conduct espionage, interfere with critical infrastructure 
or mobilization, or even access more sensitive nodes 
in the telecom network.”50 Secretary of Defense Mark 
Esper echoed these assessments in testimony before 
the Senate Armed Services Committee in March 2020. 
“If our NATO allies incorporate Huawei technology,” 
Esper noted, “it may very well have a severe impact on 
our ability to share information, to share intelligence, to 
share operational plans, and for the alliance to conduct 
itself as an alliance.”51 

These military risks could have political ramifica-
tions within FVEY in ways that are difficult to quantify. 
The partnership collects and shares highly sensitive 
signals intelligence (SIGINT) on space tracking, early 
warning indicators, and ballistic missile defense kill 
chain.52 This cooperation among the U.S., UK, Can-
ada, Australia, and New Zealand is based on implicit 
trust. Even assuming communications remain 
secure within the FVEY network, the United 
States and other participants will now need 
to weigh the political risk of a partner whose 
critical infrastructure and digital economy rely 
on potentially compromised equipment. 

GIVING IN, OR GIVING UP?

The United States faces difficult decisions regarding its 
relationship with Great Britain, the NATO alliance, and 
Europe as a whole. Washington’s campaign to isolate 
Huawei through legal action53 and financial sanctions54 
has on the whole failed to persuade European allies and 
partners of the risk the company poses to their govern-
ments. A 2019 report by Oxford Information Labs char-
acterizes these actions as little more than “white noise” 
that “impairs [America’s] ability to make the case for an 
American-led international order as it did in the Cold 
War.”55  Recent disagreements between the U.S. and the 
“E3” (Great Britain, France, and Germany) on the Nord 
Stream II natural gas pipeline and the 2015 Iran nuclear 

deal known as the Joint Comprehensive Plan of Action 
provide the backdrop for the contemporary impression 
of America that prevails in Europe today: one that is un-
willing to cooperate and resistant to seeking multilateral 
outcomes. The final report of the 2020 Munich Security 
Conference eloquently captured the current divide. “To-
day, however, it is evident that something more funda-
mental at play,” it reads. “The Audience came away with 
a distinct impression that there was no common under-
standing of what the West represents.”56

As America grapples with this challenge, policy-
makers are caught between two antipodal perspectives. 
Some in Washington are calling for the U.S. govern-
ment to step into the telecommunications market and 
inject capital into Western companies, even buying a 
controlling stake in them, as a way to more effectively 
compete with Huawei. U.S. Attorney General William 
Barr made this very argument back in February,57  but 
others inside the Trump administration had already 
proposed a similar plan in 2017 for the American 5G 
buildout.58 The Better Utilization of Investment Leading 

to Development (BUILD) Act of 2018, a law passed by the 
115th Congress that authorizes the International De-
velopment Finance Corporation (formerly the Overseas 
Private Investment Corporation) to buy a controlling 
stake in overseas companies, typifies this approach of 
countering Chinese economic influence.59 

Simultaneously, several members of Congress are 
raising doubts about the health of U.S.-UK relations and 
the outlook for FVEY. Weeks before Britain’s Huawei 
decision, senators introduced legislation that would 
prohibit U.S. intelligence agencies from sharing intelli-
gence products with any country that permits Huawei 
to operate within its 5G networks.60 And in response to 
the British government’s choice, some members have 
even gone so far as to call into question the viability 
of the “special relationship” between Washington and 
London.61 The frustration captured in these statements 
and legislation stems from a longstanding ideologi-
cal division between America and Europe on security 
matters. “It is time,” Robert Kagan wrote in 2003, “to 

Washington’s campaign to isolate Huawei through 
legal action  and financial sanctions  has on the whole 
failed to persuade European allies and partners of 
the risk the company poses to their governments. 
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stop pretending that Europeans and Americans share 
a common view of the world, or even that they occupy 
the same world.”62 There is an appetite among some in 
Washington to call it quits with Europe if its countries 
jeopardize NATO cooperation and fail to take their own 
security seriously. 

Policymakers should weigh these options with 
care. Marshalling state resources to create a “Western 
Huawei” does not play to America’s strengths. In-
deed, adopting the PRC’s economic model moves the 
U.S.-China competition to territory favorable to the 
CCP, for the American political system will never be 
able to match Chinese funding dollar-for-dollar. By 
definition, the free market cannot produce “national 
champions.” Western governments flirt with statist 
economic agendas if they seek to replicate China’s strat-
egy. Moreover, it is unclear whether the U.S. still has 
a window of opportunity to blunt Huawei’s 5G market 
dominance. Washington can protect its own networks, 
and even encourage private companies like Dell and 
Microsoft to further their plans for a homegrown 5G 
solution, but it is unclear whether any such company 
would be competitive globally soon enough to offer an 
alternative.63 

Moreover, attempting to do so plays into CCP pro-
paganda. PRC diplomats regularly call on Western gov-
ernments to allow fair competition and open markets to 
Huawei, and more recently they have portrayed Amer-
ican concerns about network security as a protectionist 
agenda.64 British Prime Minister Boris Johnson adopted 
this rhetoric as well, challenging Washington to “tell us 
what is the alternative.”65 German Chancellor Angela 
Merkel, for her part, has expressed reservations about 
banning a company “simply because it’s from a certain 
country.”66 Of course, taking these statements at face 
value ignores the PRC’s autarkic model that produced 
Huawei, the company’s track record of intellectual prop-
erty theft,67 and the CCP’s political control over com-
panies like Huawei via China’s 2017 National Intelligence 

Law. Nonetheless, they reflect a significant wellspring of 

support that China now enjoys among Western nations.
Moreover, the United States needs to take steps to 

insulate and protect its “special relationship” with the 
UK. This means that Washington should refrain from 
reflexively seeking to blacklist the UK from FVEY on 
the basis of its concerns over China. The history of 
U.S.-UK intelligence sharing, after all, began in 1917 
when London intercepted the “Zimmerman Telegram” 
and warned Washington about Germany’s intent to 
bring Mexico into World War I.68  Britain also shared 
intelligence on the Nazi ENIGMA code with the U.S. 
during World War II.69 And America’s successful reso-
lution of the Cuban Missile Crisis owed a great deal to 
the British Secret Intelligence Service and its Russian 
asset Colonel Oleg Penkovsky.70  Britain, in short, has a 
proven track record as a dependable intelligence ally for 
America. 

The United States, moreover, continues to derive 
great benefit from British intelligence today. According 
to James S. Cox, the former Deputy Assistant Chief of 
Staff Intelligence at NATO Supreme Headquarters, the 
FVEY network relies extensively on UK intelligence for 
Western Russia.  Other sources also suggest that the UK 

has a special assignment for Africa.71 Given Rus-
sia’s 2014 invasion of Ukraine and Vladimir Putin’s 
larger territorial ambitions, as well as China’s 
extensive operations throughout Africa, U.S. intel-
ligence agencies would be rash to hastily discard a 
relationship with British counterparts that spans a 
century. Doing so would risk isolating the United 
States from erstwhile partners and fulfill the fears 

of many governments who are not yet prepared or able 
to make a strategic choice between Washington and 
Beijing.

MEND THE GAP

What, then, is the proper way forward? It begins with 
an internal review. Before Washington weighs adjust-
ments in economic policy or reevaluates strategic part-
nerships, policymakers in Executive Branch agencies 
should complete the NSC-led risk assessment that seeks 
to glean the answers to a number of critical questions.

For the Department of Defense, these include:
•	 How does the DoD expect 5G technology to 

impact military mobilization, specifically with 
resource areas it relies upon from host nations?

•	 How many active acquisition and cross-servic-

The United States needs to take steps to insulate 
and protect its “special relationship” with the 
UK. This means that Washington should refrain 
from reflexively seeking to blacklist the UK from 
FVEY on the basis of its concerns over China.
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ing agreements does the DoD have with host 
nations that allow high-risk vendors into their 
domestic telecommunications networks?

•	 Of those agreements, what resource area(s) of 
joint mobilization do these host nations provide 
to the DoD?

•	 What is the level of dependence these resource 
areas have on telecommunications networks 
with equipment from high-risk vendors?

•	 What is the likelihood of a high-risk vendor’s 
ability to intercept, surveil, or disrupt host na-
tion support?

•	 What is the estimated impact of interception, 
surveillance, and disruption? If it is substantial, 
can the DoD mitigate risk while maintaining 
partnerships with the host nations in question?

For the Office of the Director of National Intelligence, a 
different set of questions applies, among them:

•	 Is the U.S. intelligence community (IC) confi-
dent in its ability to share intelligence in a secure 
manner with governments that have high-risk 
vendors operating in domestic telecommunica-
tions networks?

•	 Could the presence of high-risk vendors in 
foreign telecommunications networks impact 
or compromise the work of American assets in-
field?

As for the Department of State, it should determine 
whether foreign governments have acknowledged or 
share U.S. government concerns about the impact of 
high-risk vendors on joint mobilization efforts. If not, 
why not?

The stakes are high. Huawei’s dominance and 
market share complicates America’s national security 
equities throughout Europe. The company’s success 
threatens to bifurcate the West and weaken America’s 
alliance network. U.S. policymakers need to recognize 
this threat. But they also need to avoid acting hastily, in-
stead taking the time to assess risk and measure impact. 
The global security network that served Americans so 
well in the previous century depends on it.
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