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BRIEFING HIGHLIGHTS

Drones as Strategic Threats:
Unmanned Aerial Systems (UAS)
have transformed modern warfare,
giving adversaries a low-cost,
high-impact tool to threaten critical
infrastructure, disable military
operations, and exploit U.S.
vulnerabilities.

Rising Adversarial Activity:
Drone incursions by adversaries have
targeted U.S. bases and infrastructure
domestically and abroad, probing
defense readiness while evading
attribution.

Lessons from Ukraine: Ukraine’s
battlefield innovation—fiber-

optic comms, swarm tactics, and
improvised countermeasures—
shows how agile, necessity-driven
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responses, and weakened national . . . . .
security. remain vulnerable to adversarial drone incursions that exploit
Legal and Operational current jurisdictional and strategic gaps in our existing system.

Constraints: Current laws restrict
the military and law enforcement
from using effective counter- WHY DRONES ARE A UNIQUE THREAT

drone technologies, complicating Drones have fundamentally altered the nature of conflict, possessing

engagement with drones even when several characteristics that make them particularly dangerous.

threats are evident. State and tate act h tric advant
USS. Innovation Deficit: Despite ate and non-state actors now have an asymmetric advantage

its resources, the U.S. has lagged in against conventional military forces. Rapid and coordinated
practical counter-UAS innovation swarms have the ability to overwhelm defenses, targeting

€95 (9 pUiceRarLie ud Tps L eming critical infrastructure such as power grids, airports, and
it ill-prepared for rapidly evolving

drone threats.

Policy Roadmap: Treat drone
Incursions as air sovereignty
violations under NORTHCOM/
NORAD; deploy pursuit drones

via Guard units; launch a DARPA
counter-UAS innovation challenge;
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communications systems. They are also easily
concealed, deployed, and can be operated by small
remote teams. Low-cost drones can also disable
expensive military assets (including major investments
such as bombers, fighters, or surface combatants)

or infrastructure (such as fuel depots), making for
exceptionally cost-effective destructive capabilities.
The precision these advanced systems possess also
heightens their psychological and strategic impact as
they can recognize and eliminate specific targets. The
consequences for our defense systems as they
now stand are clear: our air force is paralyzed

if it cannot launch, our naval power is useless

if vessels cannot deploy, and our army units

will be ineffective if they are stranded without
communication.

Countering unmanned aerial systems (UAS) poses
significant challenges due to both technological and
jurisdictional limitations. Technologically, the use of
kinetic countermeasures, including lasers, high-pow-
ered microwaves, and jammers, is also highly restrict-
ed due to legal restraints and the risk of potentially
harming satellites, civilian infrastructure, or military
systems.' The difficulty of distinguishing hostile drones
from legitimate civilian or commercial ones complicates
effective targeting, with the cost disparity between low-
cost drones and expensive interceptors further straining
resources.

A NEW ERA OF WARFARE
Over the past few decades, the growing sophistication
of drone technology has been highlighted by key
international incidents showcasing its expanding
capabilities. From the early use of drones by terrorist
organizations in Iraq to Ukrainian battlefields* and
attacks on Saudi oil facilities,’ these events underscore
the strategic use of drones in modern conflicts. China’s
demonstrations of drone swarms underscore the
alarming advancements in UAS capabilities. While
the U.S. has thus far avoided catastrophic domestic
drone attacks, it is only a matter of time before
adversaries exploit gaps in our readiness and
challenge the security of U.S. airspace.

The operational capabilities of UAS in military
affairs have been recognized for years. Since the Air
Force released its Unmanned Aircraft Systems Road-
map 2005-2030,* outlining plans to integrate UAS into
military operations, the tactical advantages of small and

DEFENSE TECHNOLOGY PROGRAM BRIEF

medium UAS have been evident.

These systems provide flexible tactical superiority
that traditional boots on the ground could not match.
However, despite their clear advantages, efforts to
address the threat have lagged behind the pace of
technological advancement. Early attempts to count-
er this emerging challenge include the Defense Intelli-
gence Agency’s (DIA) Defense Warning Office-led Black
Dart exercises’ in the early 2000s, which were among
the first to focus on testing and developing count-
er-UAS strategies.

[t was not until 2019, following a significant inci-
dent involving drones at Offutt Air Force Base,® that the
then DoD (now the Department of War, DoW) began
to emphasize the need for proactive countermeasures
in the face of risks posed by UAS to critical military
installations and operations. Failure to respond quickly
to evolving drone capacities and proliferation will only
risk the U.S. falling behind in addressing one of the
most significant threats in modern warfare.

NECESSITY DRIVES INNOVATION IN UKRAINE
Russia’s invasion of Ukraine has also dramatically
reshaped the nature of the modern battlefield,
illustrating how necessity drives rapid innovation
and adaptation. Ukraine’s battlefield is an active
testing ground for cutting-edge technologies, where
advanced UAS systems—once controlled only by the
most technologically sophisticated militaries—are now
accessible due to both external support and domestic
innovation. In a war where deterrence has already
failed, innovation is a form of survival. Ukrainian
forces—uninterested in limitations—have forged ahead
with technological innovations that have redefined the
battlefield, shifting a war that Putin seemed positioned
to win.

One of the most striking developments has been
the application of fiber optic cables, immune to elec-
tromagnetic interference, which provide communica-
tion channels that are nearly impossible to jam.” This
marks a fundamental shift in how information flows in
combat environments, enabling much faster and more
efficient situational awareness that has allowed Ukraine
to outmaneuver a technically superior adversary both
offensively and defensively. On the defensive, Ukrainian
forces have resorted to using fishnets to catch Russian
drones when conventional defenses fail.* This is a clear
example of how Ukrainian innovation is transforming
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both the tactics and tools that have long defined the
landscape of modern warfare.

On the battlefield, drones are proving to be decisive
tools, as demonstrated by Ukraine’s successful defenses
against Russian attacks. Operation Spiderweb exem-
plifies this transformation.’ Over the course of 18
months, Ukrainian forces smuggled short-range drones
and explosives into Russia. Once positioned near key
airbases, the drone strike penetrated deep into Russian
territory, marking Ukraine’s longest-range attack of
the conflict. The attack hit four Russian airbases across
three time zones, including locations as distant as Si-
beria, such as Belaya in Irkutsk, Olenya in Murmansk,
Dyagilevo in Ryazan, and Ivanovo Severny. According
to Ukrainian officials, the operation damaged or
destroyed 41 military aircraft, including strategic
bombers like the Tu-95 and Tu-160, with total loss-
es estimated at $7 billion."” The operation involved
117 drones, highlighting Ukraine’s growing capacity
to expose deep strategic vulnerabilities inside Russia
despite being outgunned.

In addition to the stunning success of Operation
Spiderweb, an engagement in January 2025 near the
Kursk region, Ukraine’s 47th Mechanized Brigade
“Magura,” in coordination with SOU affiliates, effec-
tively neutralized a large-scale Russian assault involving
nearly 50 armored vehicles.”? However, the damage

FIGURE 1: HEAD OF THE SECURITY SERVICE OF
UKRAINE (SBU)"

@ Olenya‘air base
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Source: SBU, Google
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extends both ways. Over the course of the conflict, Rus-
sia has launched massive drone assault operations
on Ukraine’s critical infrastructure, sending over
14,700 one-way attack drones since 2022." These
attacks are part of a strategic effort to recover from its
military setbacks by crippling energy grids, commu-
nications, and other vital infrastructure to com-
pensate for battlefield losses.

Today, the United States remains vulnerable to
a surprise drone attack. The United States has largely
lagged behind in research and development for drone
technologies.” The pace of meaningful innovation
within the U.S. military has been hindered by
bureaucratic intertia. In contrast to Ukraine, which is
directly involved in a hot war with Russia and has been
driven to create practical solutions, the U.S. defense
base seems to be caught in a protracted cycle of unmoti-
vated technological development. This gap risks leav-
ing the U.S. unprepared for future conflicts where
adversaries may leverage the rapid innovation cycles
that active warfare demands, as demonstrated by tech-
nological advances emerging from the Ukraine conflict.

DRONES ON AMERICAN SOIL
Drone operations frequently function in the “grey zone”
of warfare, leveraging deniability to achieve strategic
goals without triggering direct military confrontation.
Adversaries have used drones as a litmus test to gauge
the strength of U.S. defense systems, as demonstrated
by recent balloon flyovers and drone incursions. By
exploiting public interest in unidentified anamolous
phenomena (UAPs), they can obscure their activities
and erode confidence in national security systems.
These actions align with asymmetric warfare doctrine
aimed at undermining U.S. defense readiness through
persistent, low-level threats without provoking direct
confrontation.

Adversarial drone incidents are already de-
grading U.S. military operations. Incidents involving
UAPs have led to temporary shutdowns of U.S. military
bases, highlighting security vulnerabilities. In December
2024, the Wright-Patterson Air Force Base® in Ohio
closed its airspace due to “heavy drone activity,” and
security forces were mobilized to address the situation.
Similarly, the U.S. Air Force bases in the United King-
dom, including RAF Lakenheath, RAF Mildenhall, and
RAF Feltwell, reported sightings of drones." These
incidents triggered investigations by U.K. and U.S. au-



September 2025

DEFENSE TECHNOLOGY PROGRAM BRIEF

FIGURE 2: LOCATIONS OF UAP SIGHTING CLUSTERS, MILITARY INSTALLATIONS, AND MOAS,

1998-202222

FIGURE 3.2

Locations of UAP Sighting Clusters, Military Installations, and MOAs, 1998-2022
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thorities into possible Russian involvement, as these
critical military bases house cutting-edge aircraft and
defense technology.” These activities are part of broader
concerns about Russia’s influence operations that may
have been testing the readiness of U.S. forces without
directly engaging in military confrontation.” The DoW
has acknowledged a concentration of UAP reports near
U.S. military assets and sensors, and continues to moni-
tor activity with various agencies to develop appropriate
responses to these emerging threats.”

Gen. Gregory Guillot testified before the Senate
Armed Services Committee, reporting that 350 drone
incursions were detected last year across 100 U.S.
military installations.”® He emphasized the need for
expanded authorities under Section 130i of Title 10 U.S.
Code to allow all base commanders to counter these
threats, rather than just those at “covered installations.”

Recognizing these limitations, Sen. Tom Cotton and
Sen. Kirsten Gillibrand are advocating for legislation to
grant commanders the necessary authority and capability
to protect their bases from drone surveillance and other
potential threats. Meanwhile, the War Department has
taken steps to bolster counter-drone measures, includ-
ing creating a dedicated operations branch and hosting
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250 500

counter-drone technology demonstrations. NORAD and
NORTHCOM are coordinating efforts to integrate new
detection and mitigation technologies. However, the
current legal framework is hindering the military’s
ability to effectively engage with hostile or suspi-
cious drones that enter U.S. airspace.

Drone espionage has impacted America’s most clas-
sified military projects. Recent United States Air Force
(USAF) reports suggest that seven drone incursions over
Plant 42 and Palmdale Regional Airport have also raised
significant concerns of espionage.”” The drones displayed
advanced capabilities far beyond that of typical hobbyist
drones and moved in coordinated flight patterns. Despite
security patrols and assistance from the Federal Aviation
Administration (FAA) and local law enforcement, the
drones could not be identified.

Earlier this year, numerous reports of drones operat-
ing over the New York and New Jersey areas,* particu-
larly near military installations, as well as civilian infra-
structure, triggered investigations by federal and state
authorities, including DHS and the FBI. These incidents
showcased a deficit in America’s ability to respond
effectively.” In response, the FAA imposed temporary
flight restrictions in certain areas, and state officials called
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Fragmented jurisdiction and technological limitations have
created a catastrophic gap in U.S. readiness to counter drone

threats.

for advanced radar systems capable of detecting drones
to assist ongoing investigations.*® The failure of local NJ
law enforcement advanced industrial drones failed to
intercept the unidentified aircraft, which demonstrated
superior maneuverability and speed capabilities. The
situation highlights the challenges authorities face in
regulating drone usage and ensuring public safety from
UAS and UAP threats under the current regulatory
system.

NEW JERSEY'S WAKE-UP CALL
The series of unidentified drone sightings over New
Jersey sparked alarm among the public and triggered
a multi-agency investigation, revealing significant
challenges in America’s ability to counter aerial threats.
Reports indicated that drones were operating near
critical infrastructure. Despite deploying advanced
detection systems and high-speed pursuit drones,
authorities could not intercept or identify the origin of
the drones. The drones demonstrated unexpected
agility, outmaneuvering law enforcement equip-
ment.

State leadership, the FAA, DHS, and other domes-
tic agencies offered no clear reassurances about wheth-
er a threat existed. The case exposed the troubling
reality that fragmented jurisdiction and techno-
logical limitations have created a major gap in U.S.
readiness to counter drone threats. The inability to
track or verify the drones’ origins underscores the ur-
gent need for better interagency coordination to block
UAS capabilities.

Initial reports of drone activity in New Jersey
surfaced on November 19, 2024, when local law en-
forcement in Morris County observed drones in the
area.”’ On November 22, the FAA issued temporary
flight restrictions (TFRs) over critical infrastructure in
New Jersey, followed by another TFR over the Pica-
tinny Arsenal only days later, a premier research and
development center for the U.S. Army that focuses on
the innovation and production of advanced weaponry,
ammunition, and military technology.”® Finally, on De-
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cember 12, the FBI, DHS, FAA, and
DoW issued a joint statement that
there was no evidence of a threat.””
Frustration from the response to
the drone sightings along the East
Coast was plagued by fragmented
interagency communication and
a slow escalation of security measures, resulting in
mounting public frustration that ultimately led to
dangerous actions by civilians.

The potential ramifications of these incidents were
significant. The failure to respond effectively to
these drone sightings exposed serious vulnerabil-
ities. If the drones spotted over New Jersey airspace
were adversarial, they could have conducted surveillance
on sensitive military installations or carried out unprec-
edented attacks on critical infrastructure. Key targets
such as military bases, dams, airports, nuclear pow-
er plants, power transformers, and bridges were

FIGURE 3: CRITICAL INFRASTRUCTURE IN NEW JERSEY
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all within range of the sight-
ings. New Jersey is home to sev-
eral critical military and defense
installations, including Joint
Base McGuire-Dix-Lakehurst,
which serves as a hub for the
U.S. Air Force, Army, and Navy,
supporting air mobility, training,
and logistical operations. Addi-
tionally, Naval Weapons Station
Earle is a key facility for the U.S.
Navy responsible for storing and
supplying munitions to naval
vessels. This case study serves
as a stark reminder that the
U.S. must urgently enhance its
capabilities to prevent future
security breaches.

Commercial
Facilities

Dams

INTERAGENCY COOPERATION AND
RESPONSIBILITIES

The division of jurisdiction over U.S. airspace is frag-
mented, with various entities operating under their
own limited authority and resources. The DoW does
not have the authority to defend critical infra-
structure such as nuclear power plants, power
transformers, bridges, and dams. This confines
military action to within their own perimeters, leaving
domestic threats to be handled by DHS.?*® The DoW de-
pends on a vast network of critical infrastructure that is
vulnerable to adversarial attacks, and while it has been
developing protective policies, including the Defense
Critical Infrastructure Program (DCIP), there are still
challenges to effectively identifying and coordinating
the safeguarding of critical assets.*

Local law enforcement lacks the expertise and
legal authority to address threats effectively, and
the FAA’s role is confined to regulating civilian airspace
without sufficient capacity to deal with security issues.
Federal laws further restrict the use of count-
er-drone technologies, such as jammers and kinetic
defense, with specific exceptions only from federal
agencies. The military’s inability to intervene domesti-
cally without extensive coordination delays responses
and allows for gaps in areas where countermeasures are
ineffective. A unified approach is critical to protect
U.S. airspace from emerging threats and project con-
fidence in U.S. aerial defense systems.
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FIGURE 4: ESSENTIAL CRITICAL INFRASTRUCTURE?*?
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These legal and jurisdictional barriers are hinder-
ing our readiness to respond to threats in U.S. airspace.
Adversaries can exploit delayed response times
by operating in areas where ambiguous jurisdic-
tional ambiguity limits effective countermeasures.
Addressing these challenges requires a more unified
approach to securing our airspace. This includes en-
hancing interagency coordination and ensuring that
the U.S. is investing in technology that strengthens our
counter-UAS capabilities. Without decisive action,
these inefficiencies will continue to create exploit-
able vulnerabilities that undermine U.S. national
security infrastructure.

Fragmented jurisdiction over U.S. airspace pos-
es significant challenges to coordinating responses to
aerial security threats. Military bases have authority
only within their perimeters, local law enforcement
often lacks the necessary expertise and resources, and
the FAA has limited capacity to address security threats
in civilian airspace. This fragmented system creates
vulnerabilities and makes effective countermea-
sures easier for adversaries to exploit.

Determining who has the authority to neutralize a
drone involves complex legal and jurisdictional consid-
erations. The use of kinetic counter-drone technology
is heavily restricted under U.S. federal law. According to
the U.S. Department of Justice, the Aircraft Sabotage
Act, 18 U.S.C. § 32(a)® criminalizes certain destructive
actions with respect to “aircraft,” including damaging,
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destroying, or disabling those aircraft. Sim-
ilarly, the Aircraft Piracy Act,49 U.S.C.§
46502** criminalizes the act of seizing or exer-
cising control of an “aircraft” with “wrongful
intent.”

Federal agencies such as the DoW and De-
partment of Homeland Security (DHS) have
limited exemptions under certain circumstances, par-
ticularly in protecting critical infrastructure or military
facilities. When questioned about the DHS’ inaction
against illegal drones, Mayorkas explained that DHS’s
authority is limited, highlighting the roles of the Coast
Guard, Secret Service, and Customs and Border Protec-
tion.”” Local law enforcement, however, typically lacks
the authority to respond, primarily relying on federal
support.

The U.S. military has sophisticated counter-UAS
technologies, including directed energy weapons, signal
jamming systems, and advanced radar. However, the
Posse Comitatus Act largely restricts the use of mili-
tary personnel for domestic law enforcement purposes.
These limitations directly undermine successful count-
er-UAS operations and highlight the need for reform.

Military intervention is typically limited to defend-
ing military installations and responding to national
security threats, requiring coordination with federal
civilian agencies. When operating domestically, mili-
tary actions must align with legal frameworks such as
the National Defense Authorization Act (NDAA),*
which grants specific counter-UAS authorization to the
DoW under specific conditions. This creates a scenar-
io where the military may detect a threat outside
of its jurisdiction but cannot respond without
proper authorization.

POLICY RECOMMENDATIONS

Drone warfare represents a paradigm shift in what may
constitute the most dangerous asymmetric national se-
curity threat. The U.S. must act decisively to reclaim
control of its airspace and prepare for a new era
of warfare. By rethinking jurisdictional responsibili-
ties, enhancing counter-UAS capabilities, and fostering
innovation, the United States can secure its skies and
maintain its strategic advantage. Failure to act will leave
the nation vulnerable to potential future aerial security
threats.

To address the escalating threat posed by drone war-
fare and ensure effective defense of U.S. airspace, the
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Drone warfare represents a paradigm shift in what may

constitute the most dangerous asymmetric national
security threat.

following policy recommendations outline a strategic
framework for tackling this complex challenge. These
recommendations focus on two main areas: redefining
the mission to treat drone incursions as air sovereignty
threats and enhancing counter-UAS capabilities na-
tionally. By fostering innovation, integrating public and
private efforts, and adopting deterrence strategies, these
measures aim to improve detection and response capa-
bilities, strengthen resilience against drone threats, and
ensure the United States maintains control of its air-
space in the face of evolving technological and strategic
challenges.

First, we must treat drone incursions not as
merely law enforcement issues, but as critical air
sovereignty threats under the jurisdiction of U.S.
Northern Command (NORTHCOM) and North Ameri-
can Aerospace Defense Command (NORAD). This shift
would enable a more coordinated and robust response
to unauthorized drones. Legislative measures should
empower NORTHCOM to assume unidentified or
unauthorized drones in restricted or sensitive air-
space are potential threats and grant the authority
to take action to neutralize them before they pose
significant risks.

Second, to strengthen the nation’s defense, enhanc-
ing counter-UAS capabilities by deploying “pursuit
drones” and counter-UAS systems across Air Na-
tional Guard, Civil Air Patrol, and Army National
Guard units is essential. Existing networks allow for
broad geographical reach and readiness for accelerated
deployment. Additionally, the deployment of advanced
sensor suites should be prioritized to enhance the detec-
tion of drones, ensuring a comprehensive surveillance
infrastructure.

Innovation on this front is also critical to staying
ahead of the evolving threat environment. A multi-
year grand challenge hosted by DARPA should be
launched to incentivize the development of ad-
vanced drone apprehension and destruction tech-
nologies. By fostering competition and innovation, this
initiative can identify cutting-edge solutions to counter
UAS threats. Furthermore, flexible acquisition models
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should be employed to scale successful technologies for
rapid procurement by authorized front-line units.

Third, to deter hostile activity, the United States
should adopt a Tit-for-Tat strategy (responding to
aggression with proportional retaliation). When
intelligence confirms adversarial use of drones against
the U.S,, appropriate countermeasures should be em-
ployed to neutralize the threat and demonstrate will-
ingness to retaliate effectively. This approach would
discourage further aggression and foster a policy of
strategic deterrence.

Considering the growing sophistication and pro-
liferation of drone technology, the United States must
act decisively to address this critical threat to national
security and regain control over our airspace. Imple-
menting these measures will mitigate current vulnera-
bilities while ensuring the nation is prepared to counter
emerging threats in the rapidly evolving landscape of
drone warfare.
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