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IDENTIFYING THE NEXT TIKTOK

Which Apps Could Washington Target Next?

By Joel Thayer

BOTTOM LINE

The digital age has shaped Amer-
ica’s competition with China in
ways that make this second cold
war categorically different from
the first.

A bipartisan Congress respond-
ed by passing the Protecting

Americans from Foreign Adver-
sary Controlled Appliations Act.
The Act is targeted at TikTok,
but it could be a useful tool to rid
America’s networks of insidious

malware.

The president could apply the
Act to WeChat and Temu, which
present similar national security
concerns as TikTok.

repeatedly through satellite states and proxies. Today, America finds
itself locked in great power competition with the People’s Republic
of China (PRC). The digital age has shaped this conflict in ways that
make this second cold war categorically different from the first. The

In the first Cold War, the United States and Soviet Union clashed

PRC has infiltrated numerous aspects of America’s communications
networks. With the promise of cheap labor, Beijing stole American in-
tellectual property. With the promise of cheap equipment, it took con-
trol of multiple U.S. routers, backhauls, cell sites, and mobile devices.
With the promise of cheap laughs, it captured Americans’ attention and
siphoned data.

Congress has responded in bipartisan fashion, passing most recently
the Protecting Americans from Foreign Adversary Controlled Appli-
cations Act (the Act).! The Act specifically mentions ByteDance and
TikTok, which means that they and their subsidiaries are required to
divest. However, the law’s scope is not limited to just TikTok and By-
teDance. The Act broadly applies foreign ownership restrictions to
apps operating within the United States. In so doing, it follows legal
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frameworks that America has implemented in separate
contexts like telecommunications services, broadcasters,
banking, and energy, to name a few.”

Likewise, the TikTok bill is bigger than TikTok. It could
prove to be a useful tool to rid America’s networks of in-
sidious malware. What follows is an outline of the Act’s
substantive provisions, and an analysis on how the Act’s
framework can apply to other Chinese-based applica-
tions posing similar national security issues as TikTok
and ByteDance. Specific attention is given to WeChat
and Temu.

How the Act Works

The Act prevents any company, such as app store pro-
viders or web-hosting services, from distributing, main-
taining, or updating “a foreign adversary controlled
application” within the U.S. The Act’s use of the term
“application” includes everything from large social media
apps to texting apps and online marketplaces.’ It defines
“foreign adversary governments” as China, North Korea,
Russia, and Iran. The Act further specifies
that the entity must be under the direction
or control of the foreign adversarial govern-
ment. Direction or control is a common le-
gal phrase, used in a variety of statutes.* The
language would require the U.S. government to “estab-
lish” that the foreign adversarial government “direct[s]
or control[s] [the company’s] actions.”™ This j- ~ high bar
to clear legally.

The Act also requires a separate finding that the foreign
adversary controlled app poses a “significant threat to na-
tional security.” Hence, it is not enough to show owner-
ship and control, but also that the app poses an imminent
threat to U.S. national security.

If the president determines that such an app poses a na-
tional security threat to the United States, then the for-
eign company must divest. The Act provides a 270-day
window for the company to divest after the President
has made his determination.” If it doesn’t, then the Act

imposes a hefty fine of up to $5,000 for every U.S. user
it maintains, plus a $500-per-U.S.-user fine for hosting
and collecting their data and information.?

For the determination to be valid, the Act mandates an
interagency process.’ After the interagency investigation,
the President must send a report to Congress articulating
his reasoning thirty days before his determination takes
effect. The Act also requires the President to release a
public notice of his determination.

After the President publicly announces his finding, af-
fected entities have 270 days to divest. During that time,
the affected app can seek recourse in the courts—and un-
til that time frame expires, the attorney general cannot
enforce the president’s determination against the affect-
ed app. To address any concerns about civil liberties, Sec-
tion 2(f) of the Act makes clear that the Attorney General
cannot use the Act’s provisions to target U.S. TikTok us-
ers with legal action.

The TikTok bill is bigger than TikTok. It could prove to be

useful to rid America’s networks of insidious malware.

Factors to Determine a National Security Threat
Understanding the relationship between TikTok and the
PRC government will establish a barometer to predict
how administrations could leverage the Act against other
entities in the future.

FBI Director Christopher Wray’s description of TikTok
as “a tool that is ultimately within the control of the Chi-
nese government—and it...screams out with national se-
curity concerns.”’? President Biden’s Director of National
Intelligence Avril Haines also stated that China uses apps
(like TikTok) and communication networks to “devel-
op[] frameworks for collecting foreign data and pulling
itin... to target audiences for information campaigns or
for other things.”"
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TikTok of course protests these characterizations, but
recent reporting suggests that the company’s promises
of protecting the privacy and security of American data
ring hollow. Leaked audio from internal TikTok meet-
ings shows that, at least through January 2022, engineers
in China had access to U.S. data.’” “Everything is seen
in China,” said one member of TikTok’s Trust and Safe-
ty team."” And eight different U.S. employees explained
having to repeatedly turn to Chinese colleagues because
U.S. staff “did not have permission or knowledge of how
to access the data on their own.”* Meanwhile, TikTok’s
parent ByteDance has admitted to tracking at least two
U.S.-based journalists,”” and reports show that ByteD-
ance had in fact intended to use TikTok to monitor spe-
cific American citizens.'® The U.S. Department of Justice
is investigating this spying."

The relationship between the foreign adversary country
and the app is a critical component to the determination.
For instance, ByteDance has had an internal party com-
mittee as part of its governance structure since 2017 to
ensure alignment with Beijing’s policies.”* And TikTok
CEO Shou Zi Chew, who promised to localize all U.S.

The next administration should evaluate Tencent’s ownership

of WeChat and PPD’s ownership of Temu.

user data, served as ByteDance’s CFO for most of 2021
and before that was president of international operations
for Xiaomi Technology, a software developer the Pen-
tagon considers a “Communist Chinese military com-
pany.”” On November 1, 2023, TikTok’s internal plat-
form, “which houses its most sensitive information, was
inspected in person by CCP cybersecurity agents in the
lead-up to the CCP’s 20th National Congress.””® More-
over, the PRC has multiple laws that require companies
operating within China to share information, including
data and proprietary information, with the Chinese gov-
ernment on national security grounds. As TikTok’s par-
ent company, ByteDance falls under these laws.

Thus, the national security concerns surrounding Tik-
Tok are inextricably linked to the app’s data collection

practices and the adversary government’s ability to di-
rect, audit, and manipulate them.

Likely Targets Outside of TikTok and ByteDance
To understand other entities that could fall under the
Act, it is helpful to first identify companies that are clear-
ly outside the Act’s scope. X and Telegram are two nota-
ble examples.

X falls outside the scope of the Act because it is owned
and controlled by Elon Musk. It has nothing to do with
the foreign adversaries listed in the Act—China, North
Korea, Russia, or Iran. Telegram may appear to be a clos-
er call because it was founded in Russia. But ownership
by a corporation with ties back into a foreign adversary
like Russia is not a triggering condition under the Act.
The president would need to demonstrate that the app
is controlled in the same way the PRC controls TikTok.
Given that Telegram is encrypted and the Russian gov-
ernment once banned Telegram for 2 years for not de-
crypting it, there appears to be little case for targeting
Telegram under the Act.

What companies, then, would fall under
the Act’s parameters? One obvious tar-
get would be WeChat, a social media app
that is owned and operated by the Chinese
multimedia conglomerate Tencent. Both WeChat and
Tencent have come under a significant amount of scruti-
ny with respect to their relationship with the PRC. There
are also parallels between their relationship and the one
between ByteDance and TikTok. Like TikTok, WeChat
is a social media app that allows Chinese citizens to text
with Americans, facilitate financial transactions, share
videos and photos, and play video games. Some users de-
scribe WeChat as the “everything app” because Chinese
citizens find it “nearly impossible to navigate without
WeChat....” Also like TikTok, researchers have found
that WeChat provides very few privacy protections to
its consumers. A group of researchers at Citizens Lab
reversed engineered WeChat's network management
practices and found (1) that it collects far more data than
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what it publicly discloses, and (2) user’s communications
are not private. Moreover, unlike apps like Telegram
and Signal, WeChat’s encryption is not end-to-end. Cit-
izens Lab found that WeChat censors chat images via a
hodgepodge of text and visual recognition software built
into the app.

Worse, there is evidence that the Chinese government
controls certain aspects of the app. An article in MIT
Technology Review reported that WeChat censors con-
tent that may offend the CCP. Notably, when protes-
tors hung up banners on a bridge in Beijing before the
20th Communist Party Congress criticizing the CCP’s
handling of the COVID-19 pandemic, the app censored
texts and content that referenced “Beijing,” “bridge,” and
“brave” were removed.

Even worse, as Arthur Herman reported in Forbes,
“WeChat may pose an even greater danger from the an-
gle that alarmed government officials from the very start,
as an app that gives the Chinese government direct ac-
cess to user data in the US.”

The Temu app owned by PDD Holdings may also be a
likely candidate for the Act’s review. Temu is an increas-
ingly popular online marketplace in the United States,
and Americans are spending twice as much time on it
than on Amazon. Like ByteDance, PDD is based in Bei-
jing and has connections to CCP officials. For instance,
PDD’s top leaders are Xu Mintao, who was previously
a senior official in the State Administration for Market
Regulation, and Zhou Qingtian, who was deputy direc-
tor of the Regulation Department of the Shanghai Ad-
ministration for Market Regulation. The connections do
not stop there. PPD’s director of public affairs served as
the deputy director of China’s Trademark Office of the
State Intellectual Property Office, and its vice president is
a former official at the Shanghai Administration for In-
dustry and Commerce, and its legal department is headed
by two former judges of the People’s Court of Shanghai.

PDD’s links to the PRC government is especially prob-
lematic, given the recent charge of data mismanagement

levied against Temu by Arkansas’s attorney general’s of-
fice. Arkansas alleges that Temu violated its consumer
protection and privacy laws by unlawfully “access[ing] .
.. use[r’s] phone operating system, including . . . [their]
camera, specific location, contacts, text messages, docu-
ments, and other applications.” As the Texas Public Poli-
cy Foundation rightly notes, Temu'’s access could permit
“the CCP [to] theoretically install applications and spy-
ware files on an individual’s smart device to use for com-
plete surveillance of all user activity on a phone.” These
are precisely the same concerns raised with respect to
TikTok and ByteDance.

In sum, the Act lays out a specific and narrow path for
the executive branch to designate apps and their own-
ers’ national security threats. Users of apps that pose no
threat, like X or Telegram, have no cause for concern.
Given the time needed to build a new case under the Act,
the next presidential administration should begin evalu-
ating Tencent’s ownership of WeChat and PDD’s own-
ership of Temu in early 2025. %%
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