The American
Foreign Policy
Council

HEZBOLLAH’S INROADS
INTO THE WESTERN

HEMISPHERE

Ilan Berman

August 2011

year after the attacks of September
Alﬂlth, then-Deputy Secretary of State
ichard Armitage, in contextualiz-
ing the terrorist threat facing the country,
made a telling assessment. “Hezbollah may
be the A-team of terrorists,” Mr. Armitage
told an audience at the United States In-
stitute of Peace in Washington, DC, “and
maybe al-Qaida is actually the B-team.”
The description was apt, and remains so.
With a presence in an estimated forty
countries on five different continents, the
Lebanese Shi’ite militia represents one of
the very few terrorist groups active today
that possess a truly global presence and
reach.

This footprint extends not only to the
greater Middle East and Europe, but to the
Western Hemisphere as well.? Over the past
quarter-century, Hezbollah has devoted
considerable energy and resources to estab-
lishing an extensive network of operations
throughout the Americas. Today, its web of
activity in our hemisphere stretches from
Canada to Argentina, and encompasses a
wide range of illicit activities and criminal
enterprises, from drug trafficking to re-
cruitment to fundraising and training.

A STRONGHOLD SOUTH OF
THE BORDER

It is something of a truism of American
politics that policymakers in Washington
pay only sporadic attention to the happen-
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ings in their own geopolitical backyard.
The relatively low profile of Latin America
in our national security policymaking is
deeply counterintuitive, given the region’s
proximity to the U.S. homeland. It is also
potentially dangerous, because its politi-
cal environment—marked by large un-
governed areas and typified by widespread
anti-American sentiment—has created a
fertile operating environment for a range
of radical groups, including those from
the greater Middle East. According to U.S.
government estimates, no fewer than six Is-
lamic terrorist groups (including al-Qaeda
and the Palestinian Hamas movement) are
now active in Latin America.’

Hezbollah, however, is far and away
the most prominent. Its presence in the
region stretches back to the 1980s, when
operatives—taking advantage of weak re-
gional governance and with support from
Iran—began to expand the organization’s
already-substantial ~international drug-
trafficking and smuggling activities from
Lebanon’s Beka’a Valley to the “Tri-Border
Region” at the intersection of Argentina,
Brazil, and Paraguay. Hezbollah’s regional
presence and capabilities were dramatically
demonstrated in March of 1992, when the
organization carried out a suicide bomb-
ing against Israel’s embassy in Buenos
Aires, Argentina, killing 29 and injuring
242 others. Two years later, in July 1994,
the group struck again, bombing the Ar-
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gentine-Israel Mutual Association (known
as AMIA) in Buenos Aires. These attacks,
which still rank as the most devastating in
South American history, led U.S. officials
to conclude that Hezbollah had become
“the major international terrorist threat” in
the region”

More than a decade-and-a-half later,
Hezbollah’s footprint in the region remains
extensive. It encom-
passes:

The Tri-Border Re-
gion. 'The lawless
territory where Ar-
gentina, Paraguay
and Brazil meet
continues to serve
as the epicenter of
Hezbollah activity
in Latin America.
Since the 1980s, the
organization has ex-
ploited the region’s
permissive  politi-
cal atmosphere and
lack of governmen-
tal controls for a
broad range of il-
licit activities, in-
cluding smuggling,
extortion and narcotics trafficking. These
enterprises are highly lucrative; the RAND
Corporation estimates that Hezbollah cu-
mulatively nets some $20 million annually
from the Tri-Border Region alone.® As a
result, experts say, the area constitutes the
organization’s most significant source of
independent funding.’

Colombia. In 2008, U.S. and Colombian
investigators capped a two-year investiga-
tion by successfully dismantling a major
transnational cocaine smuggling and mon-
ey laundering ring originating out of Bo-
gota, Colombia. The illicit network, run by
Lebanese national Chekry Harb, was found
to have funneled at least part of its profits
to Hezbollah.® Colombia, however, is more

than simply a fundraising hub for Hezbol-

According to
U.S. government
estimates, no fewer
than six Islamic
terrorist groups are
now active in Latin
America. Hezbollah,
however, is far
and away the most
prominent.

lah; the organization is also known to have
formed cells in the country, exploiting the
sizeable Shi’ite Muslim community there.’
And, as a result of its narcotics traffick-
ing activities, Hezbollah is also believed to
have forged close and collaborative ties to
the country’s premier terrorist group, the
Revolutionary Armed Forces of Colombia,

or FARC."®

Paraguay.  Paraguay,
with its lack of com-
prehensive counterter-
rorism laws, similarly
has emerged as a major
fundraising hub. Hez-
bollah was estimated
at one time to raise as
much as $10 million
annually from there."

(Notably, much of
that sum could be
attributed to Assad

Barakat, a Lebanese
immigrant to Para-
guay, who transferred
some $6 million annu-
ally to the group from
his successful smug-
gling and counterfeit-
ing activities between
1999 and his arrest in
2003."?) As in Colombia, the organization
exploits Paraguay’s Muslim community to
establish cells and operational capabilities
within the country.”

Venezuela. Over the past decade, the regime
of Hugo Chavez in Caracas has forged an
increasingly intimate strategic partnership
with the Iranian government. As a corol-
lary of those burgeoning ties, and in a re-
flection of Chavez’ own support for radical
causes, Venezuela has emerged as a major
hub for Hezbollah. In 2008, the Bush ad-
ministration directly accused the Chavez
regime of serving as a safe haven and finan-
cial supporter of the Lebanese militia. That
year, the Treasury Department’s Office of
Foreign Assets Control (OFAC) formally
designated two individuals, one of them
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a Venezuelan diplomat, for assisting the
group. In making the designation, Adam
Szubin, OFAC’s director of political affairs,
specifically referred to “the government of
Venezuela employing and providing safe
harbor for Hezbollah facilitators and fund-
raisers.”'* Hezbollah is known to use Ven-
ezuela’s free trade zone of Margarita Island
as a major financing and fundraising center,
as well as to possess “support cells” there.”
The organization has also been accused
of training Venezuelan militants in south
Lebanon for possible attacks on American
soil, and of operating training camps inside
Venezuela itself, with the collusion of sym-
pathetic government officials.'®

Mexico. Mexico’s shared border with the
United States makes it an attractive oper-
ating base for Hezbollah activities aimed
at penetrating the U.S. homeland. As the
House Homeland Security Committee
noted five years ago, “[mJembers of Hez-
bollah, the Lebanon-based terrorist orga-
nization, have already [illegally] entered
to the United States across our Southwest
border.” Indeed, in 2006 the FBI broke
up a Mexican smuggling ring organized by
Hezbollah to transport operatives across
the U.S.-Mexican border,'® and last sum-
mer the Kuwaiti daily A/-Siyassah reported
that Mexican authorities had successfully
identified and disbanded a similar network
of Lebanese-Mexicans that was being set
up by the group.” These arrests point to the
extensive organizational network erected
by the group over the past decade-and-a-
half—one that operates out of the coun-
try’s Shi'a Muslim communities in places
such as Tijuana, and which partners with
drug cartels active in the country.”® For
the moment, however, federal agents assess
that the group’s main focus in Mexico is to
raise funds for its activities in the Middle
East.”!

A FOOTHOLD
AMERICA

While Hezbollah’s presence south of the
border represents the most visible manifes-
tation of its activities in the Western Hemi-

IN NORTH

sphere, the group is also active throughout
North America.

In the United States, law enforcement
authorities estimate active Hezbollah cells
and/or supporters to exist in no fewer than
fifteen metropolitan centers, stretching
from New York to Los Angeles.”? These
cells, like their counterparts in Latin Amer-
ica, are engaged in a range of criminal ac-
tivities. The scope of these enterprises was
laid bare in the year 2000, when an FBI
sting dismantled a Hezbollah ring in Char-
lotte, North Carolina. Initially charged
solely with smuggling cigarettes from
North Carolina to Michigan, the so-called
“Charlotte Hezbollah Cell” was ultimately
found to have been supplying “currency,
financial services, training, false documen-
tation and identification, communications
equipment, explosives, and other physical
assets” to the Lebanese militia “in order to
facilitate its violent attacks.”??

Significantly, the number of Hezbollah
operatives in the United States has been
bolstered by illegal migration and infiltra-
tion, perhaps substantially so. Authoritative
figures regarding the scope of this infiltra-
tion remain difficult to ascertain. How-
ever, repeated apprehensions by Mexican
authorities of human smuggling networks
connected to Hezbollah over the past half-
decade indicate that this troubling pattern
of activity continues unabated.

Hezbollah also has succeeded in estab-
lishing a significant base of operations in
Canada. An investigation by the Canadian
Security and Intelligence Service (CSIS) in
the late 1990s and early 2000s found that a
Hezbollah network in Vancouver, Toronto
and Montreal had laundered tens of thou-
sands of dollars through Canadian banks,
and shipped equipment to the Middle East
for use by Hezbollah militants in opera-
tions against Israeli targets.”* A far greater
level of activity came to light earlier this
year, when the U.S. Treasury Department
targeted the Lebanese Canadian Bank,
a former subsidiary of the Royal Bank
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of Canada with offices in Montreal, as a
“primary money laundering concern” for
its role in helping an international crimi-
nal syndicate wash hundreds of millions
of dollars in narcotics revenue. At least a
portion of the proceeds from this criminal
enterprise, a five-year task force headed by
Treasury and the Drug Enforcement Ad-
ministration found, were used as “finan-
cial support” for Hezbollah.”” Hezbollah
is also believed to have a fundraising pres-
ence in the Canadian capital, Ottawa, as
well as in towns surrounding Toronto, in
part because of that area’s sizeable Shi’ite

community and its proximity to the U.S.
border.?®

These  complimentary, overlapping
networks have given Hezbollah a critical
foothold both within and around the U.S.
homeland. Indeed, counterterrorism ex-
perts believe it to be “better established [in
North America] than any other terrorist
organization in the world.”*’

HEZBOLLAH AND IRANIAN
INTERESTS

No analysis of Hezbollah activity in the
Western Hemisphere would be complete
without acknowledging the interests and
objectives of its progenitor and main spon-
sor, the Islamic Republic of Iran. Hezbol-
lah was established by Iran in 1982, in the
midst of Lebanon’s civil war, as an umbrel-
la organization unifying the country’s vari-
ous Shi’ite militias and Islamist activists.
Thereafter, the Islamic Republic helped the
militia entrench itself in Lebanon, making
it a major political and operational force in
what the Iranian regime regarded as the
first front in its efforts to “export the revo-
lution.” And since the mid-1980s, Iran has
aided the group’s worldwide expansion, iii-
cluding into the Western Hemisphere.

Not surprisingly, Hezbollah’s activities
in the Americas track closely with Iran’s
own regional activism and strategic objec-
tives. Today, this effort is driven by three
interconnected goals.

Hezbollah’s Inroads Into the Western Hemisphere

The first is to lessen the Iranian regime’s
international isolation. When Iran’s there-
tofore-clandestine nuclear program was re-
vealed in 2003, regime officials were quick
to recognize that the issue had the poten-
tial to make their country an international
pariah. As a result, the Islamic Republic
significantly intensified its diplomatic out-
reach, seeking to forge new political and
economic bonds with the international
community. This activism has extended to
the Western Hemisphere, where over the
past decade Iran has nearly doubled the
number of its embassies in Latin America
(from six in 2005 to ten in 2010)*® and ex-
panded its bilateral relations with a number
of sympathetic regional regimes, including
that of Hugo Chavez in Venezuela and Evo
Morales in Bolivia.

The second is to access key technologies
and strategic resources. As pressure on Iran
over its nuclear program has increased, the
Islamic Republic has increasingly looked
abroad for critical resources and materiel.
Latin America has become a key region of
interest in this regard. Venezuela, for ex-
ample, has emerged as an important (albeit
unacknowledged) supplier of the raw ura-
nium critical for Iran’s nuclear program.”
The Chavez regime has also repeatedly
offered® to supply Iran with as much as
20,000 barrels of gasoline daily as a way
of diluting the impact of U.S. sanctions
aimed at exploiting Iran’s dependency on
foreign refined petroleum.

Finally, Iran has worked diligently to
dilute U.S. power and influence in the
Americas. Since taking office in 2005,
Iranian president Mahmoud Ahmadine-
jad has made major efforts to forge part-
nerships with anti-American elements in
Central and South America, playing on
common themes of U.S. domination and
oppression. A 2009 dossier prepared by
Israel’s Ministry of Foreign Affairs noted
that “since Ahmadinejad’s rise to power,
Tehran has been promoting an aggressive
policy aimed at bolstering its ties with Lat-
in American countries with the declared

e August 2011



goal of ‘bringing America to its knees.”!

The U.S. Department of Defense has con-
cluded much the same thing; “Iran seeks
to increase its stature by countering U.S.
influence and expanding ties with regional
actors,” the Pentagon’s 2010 report on Ira-
nian military power outlined. “It also seeks
to demonstrate
to the world its
‘resistance’  to

In the main, Hezbollah’s

lah’s presence in the Western Hemisphere
is manifested in “support” activities: those
that provide financial, operational or polit-
ical benefit to the organization at large, and
to its principal sponsor, the Islamic Repub-
lic of Iran. As a result, absent a significant
precipitating development in the Middle
East, the likeli-
hood of a terror-
ist attack on the

the \X/CSt.”32 presence in the Western United States by
Hezbollah in the
In further Hemisphere is manifested nesr future re-
ance of these mains low.*
goals, Iran 1y €6 » 141 .
has erected a 11 Sup P ort™ activities: Nevertheless,
szesble - those that provide benefit the  omsaniz
vert presence tion represents
in the region. 1 1 a significant
The  Penta- to the Organlzatlon potential threat
gon has noted : to the United
that the Qods at large’ and to 1ts States. Over the
Force, the elite . . . past decade,
paramilitary prlnCIPal Sponsor. the Hezbollah’s  re-
unit of Iran’s Islamic Republic of gional activities
Revolutionary have shown a

Guards Corps,
is now deeply
involved in the
region, station-
ing “operatives
in foreign em-
bassies, chari-
ties and reli-
gious/cultural
institutions to foster relationships with peo-
ple, often building on existing socio-eco-
nomic ties with the well-establish Shia
Diaspora,” and even carrying out “para-
military operations to support extremists
and destabilize unfriendly regimes.” And
Hezbollah, with its extensive regional net-
work, is known to serve as an important
force multiplier for these efforts.>

HEZBOLLAH AND U.S. SECU-
RITY

How real and immediate is the threat posed
by Hezbollah to the United States? Opin-
ions among experts and U.S. government
officials tend to differ. In the main, Hezbol-

Iran. Nevertheless, the
organization represents a
significant potential threat
to the United States.

clear pattern of
targeting  U.S.
interests and as-
sets throughout
Latin America.
Among  other
indicators, Hez-
bollah operatives
are known to
have cased the U.S. embassy in Paraguay’s
capital of Ascuncién, and local organiza-
tional cells have colluded with al-Qaeda to
plot attacks on U.S. and Jewish targets in
the region.® Given this pattern of behav-
ior, a recent Library of Congress analysis
concluded that there is a significant chance
Hezbollah operatives could seek to carry
out attacks on U.S. embassies or consulates
in Latin America, or to target particular
points of interest—such as “hotels, tourism
centers, airports, or multinational compa-
nies, especially those of Israeli, German,
French, or U.S. origin”—that are located
there.’”
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Hezbollah also has the ability to strike
at the U.S. homeland itself. According to
the Federal Bureau of Investigation, Hez-
bollah members located in North America
can carry out terrorist attacks against tar-
gets within the territorial United States, if
the organization makes a strategic decision
to do s0.%® Given the lucrative nature of the
organization’s illicit activities throughout
the Hemisphere, the likelihood of such a
development remains low. Still, Hezbol-
lah’s strategic calculus could conceivably
change if it or its chief sponsor, Iran, were
imperiled in a substantial way (for example,
through military action that targets Iran’s
nuclear facilities). In this sense, Hezbollah
can be described as a potential insurance
policy of sorts for the Iranian regime.”

Nearly a decade after 9/11, this reality
remains poorly understood. While U.S. of-
ficials now routinely recognize that Hezbol-
lah’s regional activities make it a potential
threat to the United States, our counter-
terrorism policy has failed to focus on the
organization at large in a comprehensive,
sustained and meaningful way. Such atten-
tion is long overdue, and the most immedi-
ate way the United States can begin to ad-
dress the danger posed by Hezbollah is by
acknowledging that the organization uses
our Hemisphere as a significant staging
ground, fundraising hub and operational
base—and by beginning to craft a strategy
to make it more difficult for it to do so.
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