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While the international community has
overwhelmingly focused on Iran’s nucle-
ar ambitions and its persistent regional
interference, internal political cohesion
is an equally important factor in deter-
mining the country’s future political
trajectory. As successive rounds of pro-
tests spanning more than two decades
have made abundantly clear, the Iranian
regime’s most acute vulnerability comes
not from external attack but from with-
in: from the persistent and growing dis-
content of its own citizens. In response,
Tehran has leaned more and more heav-
ily on a long-term strategy of digital con-
trol.

The centerpiece of that effort is a central-
ized, state-run internet platform known
as the National Information Network
(NIN). The NIN is portrayed by Iranian
officials as a mechanism for cybersecu-
rity and digital sovereignty. In practice,
however, it is significantly more. The
NIN serves as nothing less than the cor-
nerstone of an emerging model of Irani-
an authoritarian digital governance.

The purpose of this effort is clear: to curb
public dissent, to restrict access to infor-
mation for Iranians that lies beyond the
reach of the country’s clerical elites, and
to enable comprehensive state surveil-
lance. And as the regime faces threats
both from within and from outside of its
borders, the NIN has become one of the
regime’s most powerful tools—not just
to manage unrest, but to prevent it in the
first place.

THE DIGITAL RESPONSE TO
THE JUNE 2025 WAR

The Iranian regime’s digital repres-
sion reached new heights in June of 2025,
when the Islamic Republic initiated a
sweeping thirteen-day internet black-
out across large parts of the country in
response to military action against its
nuclear program by Israel and the Unit-
ed States.! The shutdown was the most
severe since at least 2019, with more
than 90 million Iranians taken offline.
Analyses show that between June 18th
and June 21st, only 1% of monitored IP
addresses were functioning within the
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country.’ The outage blocked communi-
cation between friends and family mem-
bers in Iran, news updates on the con-
flict from trusted international sources,
and social media alerts from the Israeli
army warning of strikes.

While the blackout was framed as
a national security measure to protect
against foreign cyberattacks, the brunt
of its impact was felt domestically by
civilians, sparking panic and disillu-
sionment among the Iranian public.
This policy was not merely a tactical re-
sponse by the regime to protect Iran in
times of war, however. Instead, it is part
of a broader campaign of repression by
which the Iranian regime has sought to
maintain and further strengthen state
control. Indeed, alongside the internet
blackout, Iranian authorities announced
an emergency bill that enables sweeping
crackdowns on espionage and dissent,
including penalties as severe as capital
punishment.* Thereafter, around 2,000
arrests were made, with some individu-
als accused of spying for Israel potential-
ly facing the death penalty.’

These steps underscore Iran’s contem-
porary strategic calculus. As its military
and nuclear infrastructure comes under
foreign attack, the regime in Tehran is
doubling down on domestic repression
- turning inward and tightening its grip
on any activity perceived as a threat to
its power.

THE EVOLUTION OF IRAN'S
DIGITAL REPRESSION

The digital repression witnessed in
June 2025 finds its roots some two de-
cades earlier, as the Islamic Republic
belatedly adapted to the fundamentally
new set of challenges posed by the ad-
vent of large-scale internet access within
its borders. Since its founding as a result
of the 1979 Revolution, Iran’s clerical
regime had prioritized suppressing dis-
sent and tightly controlling the flow of

information in and out of the country.
Yet by the early 2000s, the expansion of
digital connectivity had begun to erode
that control.

The numbers tell the story. In the year
2000, there were approximately 625,000
internet users in Iran. By 2005, that fig-
ure had grown almost ten-fold.®* And as
the Iranian populace increasingly went
online, the opportunities for discourse
and mobilization expanded as well,
while regime control atrophied.

The effects were on display in 2009
during the “Green Movement” that fol-
lowed the controversial victory of Mah-
moud Ahmadinejad in a heavily con-
tested presidential election.” Protestors
utilized services like Facebook, Twitter,
and SMS messaging to organize demon-
strations and document instances of
police brutality. In response, regime au-
thorities began implementing methods
of censorship and surveillance aimed at
safeguarding their grip on power. They
blocked access to Facebook and Twitter,
blocked IP traffic based on select key-
words, and throttled internet speeds.®
Their efforts, however, were only par-
tially successful due to the widespread
use of virtual private networks (VPNs),
which allowed citizens to circumvent re-
strictions and highlighted the limits of
the state’s digital toolkit at the time.

Protests in December 2017 further
tested the regime’s control of the dig-
ital space. Demonstrations were held
across the country, catalyzed by eco-
nomic frustration and disappointment
in the “reformist” government then in
power. Once again, digital tools, par-
ticularly Telegram, proved central to
protest coordination, with an estimated
40 million Iranians using the platform
to share messages and videos.” Author-
ities ordered the widespread blockage
of Telegram, Instagram, and Facebook
Messenger across major Iranian Inter-
net Service Providers (ISPs), which led
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to spikes in the usage of VPNs and the
Tor anonymous browser network—steps
that allowed protesters to remain con-
nected to one another and to the inter-
national community despite national
restrictions.

By November 2019, the regime be-
gan to demonstrate significant progress
toward total digital control. Faced with
renewed nationwide unrest, this time
over fuel price hikes, the regime initiat-
ed an unprecedented internet blackout.
Starting on November 15th of that year,
Iranians experienced a complete discon-
nection of ISPs, isolating the country
and silencing protests for nearly a week.
The move, enabled in large part by years
of investment in the NIN, allowed the
regime to obscure its crackdown, lim-
iting the information available to the
public regarding the use of deadly force
by security forces that killed at least 323
Iranians over five days of protest.”® This
blackout set a new benchmark by the
Iranian regime, shifting its strategy from
reactive censorship to digital isolation.

Subsequent protests, including the
widespread “Woman, Life, Freedom”
demonstrations that erupted following
the 2022 death of Kurdish-Iranian activ-
ist Mahsa Amini while in police custody,
have met similar responses.” The June
2025 blackout now stands as the latest
example of the regime’s maturing digital
warfare capabilities. Each new wave of
unrest has been countered with escalat-
ing efforts to disrupt internet access and
limit external visibility, illuminating the
NIN as both a shield against foreign in-
fluence and a weapon against domestic
opposition.

AN INFRASTRUCTURE
OF ISOLATION

The idea for a national internet net-
work in Iran was first developed by the
country’s Ministry of Information and
Communication Technology (ICT) in

2005."* The proposal gained traction in
the aftermath of the 2009 “Green Move-
ment,” as foreign platforms like Twitter
and Facebook made mass mobilization
against the regime both feasible and
successful. Authorities began laying the
groundwork for what was marketed as
a “Halal Internet™ a sanitized, state-su-
pervised alternative to the global inter-
net that would prohibit access to foreign
platforms and replace them with domes-
tic alternatives.”” By 2012, this concept
had evolved into a full national infra-
structure project.

Now known as the NIN, Iran’s domes-
tic internet functions alongside the glob-
al internet, enabling the government to
cut off access to the outside world while
ensuring the continuance of critical do-
mestic services such as banking, health-
care, and government communications.
This parallel system has dramatically re-
duced the economic and administrative
costs previously associated with internet
shutdowns. Estimates suggest that a to-
tal internet shutdown without the NIN
would cost Iran $370 million per day."
With the domestic network separat-
ed from the global network, however, a
blackout to target methods of communi-
cation and protest becomes both finan-
cially and logistically feasible.

Officially, the NIN serves as a stra-
tegic asset that defends against exter-
nal threats and preserves national sov-
ereignty. It aims to provide users with
“safe” content that is “compatible with
religious and revolutionary values.”"”
Left unsaid in the regime’s narrative is
the ease with which officials can control
information, monitor online activities,
and surveil citizens. Additionally, the
regime can cut off public internet access
without affecting the work of the state or
affiliated businesses.

Construction of the NIN formally be-
gan in 2013. Since then, at least $6 billion
has been invested into domestic digital
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infrastructure.’® The regime has rolled
out several homegrown alternatives to
international platforms, including “Sou-
roush” as a substitute for Telegram,
“Parsijooh” as an alternative search
engine, and “Aparat” to replace video
streaming platform YouTube. These ser-
vices are marketed with incentives such
as faster speeds and lower data costs,
but their true utility lies in offering the
regime control over online content and
user behavior—capabilities that are ab-
sent when Iranians utilize foreign plat-
forms.

The NIN’s operational value was first
displayed during the 2019 protests, when
the regime shut down the global web
while leaving local alternatives online.
According to one report, around 95% of
all internet users were offline within 24
hours of the shutdown, the exceptions
being the domestic services used by the
government and some public universi-
ties."” The lesson was clear: the Islamic
Republic now possesses the tools to iso-
late its population while preserving its
own digital needs.

IRAN’S GLOBAL
PARTNERSHIPS

It should be noted that the Iranian
national internet project is not unique.
While the details vary, other repressive
regimes are also working to erect their
own alternatives to the World-Wide
Web, and thereby to curate the digital
reality of their citizens. And as Iran in-
tensifies its grip over the digital domain,
it is drawing from, and aligning with,
an emerging coalition of authoritarian
powers that have spent the past decade
or more perfecting the tools of digital
repression.

Russia, for instance, began its cam-
paign to insulate its own information
space from foreign influence in 2012."
Since then, authorities in Moscow have
blocked access to more than 247,000

websites under the guise of targeting
“illegal content.” Additionally, Russia’s
creation of distinct domestic internet
infrastructure, dubbed RuNet, is near-
ing operational capacity. In December
2024, several regions across Russia ex-
perienced internet disruptions as part
of a test period for this national internet
system.” Despite official claims that the
tests were essential in order to guaran-
tee that the domestic network can func-
tion independently in the face of for-
eign threats, human rights groups are
increasingly concerned that full imple-
mentation of the RuNet could complete-
ly isolate Russians from global online
platforms and news outlets.*

China, meanwhile, has developed its
own advanced internet policing capa-
bilities. Since the launch of its Golden
Shield project, colloquially known as the
Great Firewall, in the late 1990s, Beijing
has built a highly sophisticated internet
surveillance architecture that leverages
IP blocking, keyword filtering, and deep
packet inspection to restrict access to
information.”! Today, more than 311,000
domains are blocked daily within Chi-
na.”?> Over time, the Chinese model has
evolved far beyond content restriction
to include the identification and track-
ing of internet users. Individuals have to
complete identity checks on every on-
line platform, including the highly pop-
ular Chinese messaging app WeChat,
making it nearly impossible for users to
remain anonymous.> Moreover, China’s
surveillance capabilities extend beyond
private networks to public Wi-Fi access
points in airports, hotels, and malls.**
Nor is China a stranger to utilizing in-
ternei blackouis; in 2009, authorities im-
posed a 10-month blackout on Xinjiang
following deadly ethnic riots in that re-
gion.”

The Islamic Republic has been a ben-
eficiary of Chinese and Russian surveil-
lance expertise for nearly two decades.
Chinese tech giants like Huawei Tech-
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nologies and ZTE Corp have supplied
Iran with the hardware and infrastruc-
ture needed to monitor its population
at scale. In 2009, Huawei and British
company Creativity Software supplied
MTN Irancell, one of Iran’s largest mo-
bile phone carriers, with a system that
can be used to track the locations of its
users.”® One year later, ZTE signed a deal
with Iran’s largest telecom firm to supply
a system with capabilities to locate users
and intercept voice calls, text messag-
ing, email, chat conversations, and web
access.”

Today, that cooperation is entering
a new phase. In January 2025, Tehran
and Moscow signed a deal to, among
other things, increase collaboration on
cybersecurity and internet regulation.?®
Though specifics remain opaque, discus-
sions from a 2023 meeting between the
Russian and Iranian technology minis-
tries suggest that this partnership could
include the export of Russian technolo-
gies to Iran.”

Similarly, Tehran is deepening its ties
with Beijing. In May, Iranian informa-
tion and communication technology of-
ficials met with their Chinese counter-
parts to discuss expanding cooperation
into artificial intelligence (AI), industri-
al intelligence, and the development of
communications infrastructure.*

This tightening nexus of cooperation
is about more than technology; it rep-
resents a coordinated effort to combat
Western influence in the digital space
and eliminate the norms of internet
freedom that empower citizens to use
their voices against their governments.

TIGHTENING THE
DIGITAL CAGE

Notably, Iran’s struggle to eliminate VPN
usage remains a significant obstacle to
the expansion of NIN capabilities. While
all major social media applications, in-

cluding Instagram, Twitter, YouTube,
and Telegram, are officially banned in
Iran, alongside thousands of websites,*
these platforms remain highly popular
for millions of Iranians thanks to en-
crypted connections that allow users to
circumvent government controls. This
practice has birthed a major market in
Iran, with nearly 87% of Iranian users
relying on subscription-based VPNs.*
Estimates place the VPN market in Iran
at exceeding $85 million annually—a
direct reflection of public defiance and a
persistent reminder of the present tech-
nological limitations of the NIN.

In response, Iranian authorities have
intensified efforts to assert control. In
2022, the regime criminalized the sale
and distribution of VPNs.*® More re-
cently, in February 2024, the country’s
Supreme Council of Cyberspace (SCC)
issued a sweeping directive forbidding
the use of “refinement-breaking tools”
without the presence of a legal permit.**
The mandate sparked immediate back-
lash, prompting SCC Secretary Moham-
mad Amin Aghamiri to clarify a day
later that the regulations apply solely to
state institutions, not the general public.

The February directive included addi-
tional guidance that will guide the de-
velopment of the NIN for the foresee-
able future. First, the Culture Ministry
is to collaborate with the Economic and
ICT Ministries to come up with a plan
to incentivize content creators and busi-
nesses active on foreign platforms to
fully switch over to local platforms. The
goal was to bring at least half of the tar-
get audience to local platforms within
six months. This focus is telling; polling
conducted in May 2024 by the Iranian
Students Polling Agency indicates that
usage of international platforms still
significantly outweighs that of domestic
platforms.*

Another facet of the regime’s strategy is
the development of “shell” versions of
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international applications. These mod-
ified clones would offer Iranians access
to familiar interfaces that would not be
blocked like the main versions. Howev-
er, foreign platforms would have to ad-
here to Iranian rules in order to create
a “governable format,” including placing
representatives in Iran that are account-
able to the clerical state.’® So far, no in-
ternational company has agreed to these
terms.

In August 2024, Supreme Leader Ali
Khamenei called upon newly elected
President Masoud Pezeshkian to enact
greater restrictions on what he termed
the “uncontrolled” state of Iran’s inter-
net. Pezeshkian, who criticized internet
filtering during his presidential cam-
paign due to its negative impact on the
economy, has changed his tune and is
now calling for the SCC to implement
tighter controls over cyberspace, sig-
naling a broad regime commitment to
digital autarky. Moreover, the regime
appears to be making progress toward
this goal. According to Communica-
tions Minister Sattar Hashemi, roughly
60% of NIN’s infrastructure is now op-
erational. However, the true state of the
NIN remains unclear.

In parallel with the expansion of the
NIN, the Iranian regime is turning to
next-generation technologies as new in-
struments of repression. In March of this
year, authorities unveiled a prototype
for a national artificial intelligence plat-
form, with plans for a nationwide rollout
by March of 2026.% Positioned as a stra-
tegic move in the global “war of chips
and algorithms,” the initiative reflects a
critical step toward reducing dependen-
cy on foreign platforms and reinforcing
the regime’s burgeoning architecture of
domestic control. Beyond this Al plat-
form, Iran has already integrated facial
recognition into public surveillance sys-
tems and harnessed machine learning to
monitor social media activity for dissent.
Increasingly, in other words, the regime

is positioning itself as an authoritarian
government capable of withstanding the
digital age.*

TOWARD A CLOSED
IRANIAN INTERNET

The recent war with Israel has assur-
edly further incentivized Iran’s efforts
to assert total digital control. With the
regime’s strategic credibility now under
heightened scrutiny, the Islamic Repub-
lic will continue to pour resources into
what it has come to see as a crucial line
of defense: control over its captive pop-
ulation. And once fully realized, the
NIN will grant the Iranian regime un-
precedented ability to sever internation-
al connectivity without disrupting core
domestic infrastructure.

Government-mandated internet
shutdowns, like those conducted by Ira-
nian authorities in the past, have been
condemned by the United Nations as
violations of human rights.* Real con-
sequences for such disruptions, howev-
er, have been overwhelmingly absent to
date. That is assuredly instructive for
Iran’s regime. As it pushes the boundar-
ies of acceptable behavior in cyberspace,
the Islamic Republic has become em-
boldened by the lack of consequence so
tar—and by the assumption that it will
continue to avoid significant punish-
ment in the future.

Additionally, sanctions levied on the
regime by the United States have pro-
vided it with justification of sorts for
the NIN. 2010 sanctions preventing U.S.
companies from hosting “ir” domains
forced Iranian organizations to host
their websites domestically. Further-
more, President Trump’s “maximum
pressure” strategy against Iran has aid-
ed the official rhetoric surrounding the
NIN, allowing authorities to frame it not
as a tool of oppression but as a part of
Iran’s anti-imperialist struggle against
the West.** By further fueling Iran’s iso-
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lationist mentality, the perceived neces-
sity of the NIN increases, inching the
regime closer to complete isolation from
the outside world.

An Iran that is fully isolated digitally
would further impoverish the country’s
shrinking civil society space, cutting off
access to global information flows and
preventing the documentation of state
abuses. While the regime may view in-
creased censorship as a pathway to great-
er political stability, history suggests
that Iranian dissent is both adaptive
and persistent. From VPN usage to cre-
ative workarounds like using the traffic
app Waze for protest coordination, the
Iranian people have repeatedly demon-
strated a capacity to outmaneuver state
controls.** Nevertheless, the NIN clear-
ly represents a significant evolution in
Iran’s authoritarian toolkit. g
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